SENDMAIL ™

INSTALLATION AND OPERATION GUIDE

Eric Allman
Claus Assmann
Gregory Neil Shapiro
Proofpoint, Inc.

For Sendmail Version 8.18

Sendmai™ implements a general purpose internetwork mail routing facility under the UNIX® oper
ating system. It is not tied to ylne transport protocol — its function may be likened to a crossbar switch,
relaying messages from one domain into anotherthe process, it can do a limited amount of message
header editing to put the message into a format that is appropriate for the receiving domain. All of this is
done under the control of a configuration file.

Due to the requirements of flexibility fe@endmail the configuration file can seem somewhat unap-
proachable. Hwever, there are only a fe basic configurations for most sites, for which standard configu-
ration files hae been supplied Most other configurations can be built by adjusting an existing configura-
tion file incrementally.

Sendmailis based on RFC 821 (Simple Mailafisport Protocol), RFC 822 (Internet Mail Headers
Format), RFC 974 (MX routing), RFC 1123 (Internet Host Requirements), RFC 1413 (ldentification
sener), RFC 1652 (SMTP 8BITMIME Extension), RFC 1869 (SMTP Service Extensions), RFC 1870
(SMTP SIZE Extension), RFC 1891 (SMTP Deliy Status Notifications), RFC 1892 (Multipart/Report),
RFC 1893 (Enhanced Mail System Status Codes), RFC 1894/diyeStatus Notifications), RFC 1985
(SMTP Service Extension for Remote Message Queue Starting), RFC 2033 (Local MeasagasEion
Protocol), RFC 2034 (SMTP Service Extension for Returning Enhanced Error Codes), RFC 2045 (MIME),
RFC 2476 (Message Submission), RFC 2487 (SMTP Service Extension for Secure &MTPS), RFC
2554 (SMTP Service Extension for Authentication), RFC 2821 (Simple Mail Transfer Protocol), RFC 2822
(Internet Messagedfmat), RFC 2852 (Deler By SMTP Service Extension), RFC 2920 (SMTP Service
Extension for Command Pipelining), and RFC 7505 (A "Null MX" No Service Resource Record for
Domains That Accept No Mail)However, snce sendmailis designed to wark in a wider world, in man
cases it can be configured to exceed these protocols. These cases are described herein.

Although sendmailis intended to run without the need for monitoring, it has a number of features
that may be used to monitor or adjust the operation under unusual circumstances. These features are
described.

Section one describeswdo do a lasicsendmailinstallation. Sectiortiwo explains the day-to-day
information you should ke to maintain your mail system. If you ta a elatively normal site, these v
sections should contain $igfent information for you to instaBendmailand keep it happ Section three
has information rgarding the command line guments. Sectiofour describes some parameters that may
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be safely tweadd. Sectiorfive contains the nitty-gritty information about the configuration fildis sec-
tion is for masochists and people who must write their configuration file. Section six describes config-
uration that can be done at compile time. The appendivesagvief but detailed xplanation of a number
of features not described in the rest of the paper.
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1. BASIC INSTALLATION

There are tw basic steps to installingendmail First, you hae to compile and install the binary
If sendmailhas already been ported to your operating system that should be sBeptsd, you must
build a run-time configuration fileThis is a file thasendmailreads when it starts up that describes the
mailers it knows about, loto parse addresses,Wdo rewrite the message headand the settings of
various options. Although the configuration file can be quite com@econfiguration can usually be
built using an M4-based configuration languagessuming you hee the standaréendmaildistribu-
tion, seecf/READMEfor further information.

The remainder of this section will describe the installatioseofdmailassuming you can use one
of the «isting configurations and that the standard installation parameters are acceptable. All path-
names and>amples are gen from the root of thesendmailsubtree, normallyusr/src/usr.sbin/send-
mail on 4.4BSD-based systems.

Continue with the next section if you neediwto compilesendmailyourself. Ifyou have a un-
ning binary already on your system, you should probably skip to section 1.2.

1.1. Compiling Sendmail

All sendmailsource is in theendmailsubdirectory To compile sendmail, “cd” into theend-
mail directory and type

./Build

This will leave the binary in an appropriately named subdirecteny., obj.BSD-0S.2.1.i3861t
works for multiple object versions compiled out of the same directory.

1.1.1. Tweaking the Build Invocation

You can gve parameters on thBuild command. Imrmost cases these are only used when
theobj.* directory is first createdTo restart from scratch, use. These commands include:
-L libdirs
A list of directories to search for libraries.
-l incdirs
A list of directories to search for include files.

—-E envarvalue
Set an environment variable to an indicatathlebefore compiling.

—-C Createa rewobj.* tree before running.

—f siteconfig
Read the indicated site configuration fild. this parameter is not specifie8uild
includes all of the files $BUILDTOOLS/Site/site.$oscf.mdand $BUILD-
TOOLS/Site/site.config.mdvhere $BRJILDTOOLS is normally../devtoolsand $oscf is
the same name as used onabg* directory See belav for a description of the site
configuration file.

-S Skip auto-configuration.Build will avoid auto-detecting libraries if this is seall
libraries and map definitions must be specified in the site configuration file.

Most other parameters are passed to thake program; for details seesBUILD-
TOOLS/README

1.1.2. Creating a Site Configuration File

See sendmail/README for arious compilation flags that can be set, and- de
tools/README for details ho to st them.
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1.1.3. Tweaking the Makefile

Sendmailsupports tw different formats for the local (on diskension of databases,
notably thealiasesdatabase. Aeast one of these should be defined if at all possible.

CDB ConstanDataBase (tinycdb).

NDBM The “new DBM’’ format, &ailable on nearly all systems around toddhis
was the preferred format prior to 4.4BSD. It allows such compiengs as
multiple databases and closing a currently open database.

NEWDB The Berkeley DB package. Ifyou hae this, use it. It allows long records,
multiple open databases, real in-memory caching, and so fouh. can
define this in conjunction witNDBM; if you do, old alias databases are read,
but when a ne database is created it will be in NEWDB format. As a nasty
hack, if you hae NEWDB, NDBM, and NIS defined, and if the alias file
name includes the substring “/ypgendmailwill create both ne& and old \er-
sions of the alias file during rrewaliascommand. Thiss required because
the Sun NIS/YP system reads the DBM version of the aliaslfile.ugly as
sin, but it works.

If neither of these are definesgndmailreads the alias file into memory owesy invocation.
This can be slo and should bewided. Thereare also seeral methods for remote database

access:
LDAP LightweightDirectory Access Protocol.

NIS Suns Network Information Services (formerly YP).
NISPLUS Sursg NIS+ services.

NETINFO NeXT's Netinfo service.

HESIOD Hesiodservice (from Athena).

Other compilation flags are setdonf.hand should be predefined for you unless you are porting
to a nev environment. Br more options sesendmail/README

1.1.4. Compilationand installation

After making the local system configuration describedr@béou should be able to com-
pile and install the system. The script “Build” is the best approach on most systems:

./Build
This will useunamél) to create a custom Makefile for your environment.
If you are installing in the standard places, you should be able to install using
./Build install

This should install the binary in /usr/sbin and create links from /usr/bialiases and
/usr/bin/mailq to /usr/sbin/sendmail. On most systems it will also format and install man pages.
Notice: as of version 8.12ndmailwill no longer be installed set-user-ID root by aldf. If

you really want to use the old method, you can specify it as target:

./Build install-set-user-id

1.2. ConfigurationFiles

Sendmailcannot operate without a configuration file. The configuration defines the mail
delivery mechanisms understood at this sitewho access them, o to forward email to remote
mail systems, and a number of tuning parameters. This configuration file is detailed in thedater por
tion of this document.
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The sendmailconfiguration can be daunting at first. The world is complex, and the mail con-
figuration reflects that. The distttion includes an m4-based configuration package that hides a lot
of the complexity Seecf/READMEfor details.

Our configuration files are processedrb¥ to facilitate local customization; the directarfy
of thesendmaildistribution directory contains the source files. This directory contavesaesub-
directories:

cf Both site-dependent and site-independent descriptions of hosts. These can be lit-
eral host names (e.g., “u@x.mc”) when the hosts aretpvays or more general
descriptions (such as “generic-solaris2.mc” as a general description of an SMTP-
connected host running Solaris 2.x. Files ending (‘M4 Configuration”) are
the input descriptions; the output is in the correspondifidile. The general
structure of these files is described belo

domain Site-dependertibdomain descriptions. These are tied to the way yganiaa-
tion wants to do addressingzor example,domain/CS.Berkeley.EDU.md4is our
description for hosts in the CS.Bet&.EDU subdomain.These are referenced
using theDOMAIN m4 macro in themcfile.

feature Definition®f specific features that some particular host in your site might.w
These are referenced using tAREATURE m4 macro. Anexample feature is
use_cw_file (which tellsendmailto read an /etc/mail/local-host-names file on
startup to find the set of local names).

hack Localhacks, referenced using ti&ACK m4 macro. Ty to avoid these. The
point of having them here is to ek dear that thg smell.

m4 Site-independem4(1) include files that hee information common to all configu-
ration files. This can be thought of as a “#include” directory.

mailer Definitionsof mailers, referenced using tN&AILER m4 macro. Thamailer types
that are knan in this distribution are fax, local, smtp, uucp, and usefet.
example, to include support for the UUCP-based mailers, use “MAILER(uucp)”.

ostype Definitiongdescribing various operating systenvieosnments (such as the loca-
tion of support files). These are referenced usin@$iEYPEmM4 macro.

sh Shelffiles used by then4 build process.You shouldnt haveto mess with these.

siteconfig LocalJUCP connectivity information. This directory has been supplanted by the
mailertable feature; gnnew mnfigurations should use that feature to do UUCP
(and other) routing. The use of this directory is deprecated.

If you are in a '@ domain (e.g., a compg)) you will probably want to create a cf/domain
file for your domain. This consists primarily of relay definitions and features gwotemabled site-
wide: for example, Beddey’s domain definition defines relays for BitNET and UUCFhese are
specific to Berkley, and should be fully-qualified internet-style domain names. Please check to
malke eertain thg are reasonable for your domain.

Subdomains at Beeley are also represented in the cf/domain directdfgr example, the
domain CS.Bertley.EDU is the Computer Science subdomain, EECS@&erkEDU is the Electri-
cal Engineering and Computer Sciences subdomain, and S2Kl&dfU is the Sequoia 2000
subdomain. Wu will probably hae © add an entry to this directory to be appropriate for your
domain.

You will have © use or createmc files in thecf/cf subdirectory for your hosts. This is
detailed in the cf/README file.
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1.3. Detailsof Installation Files
This subsection describes the files that compriseghdmaiinstallation.

1.3.1. /usr/sbin/sendmail

The binary forsendmailis located in /usr/sbin It should be set-group-ID smmsp as
described in sendmail/SECURITYor security reasons, /, /usnd /usr/sbin should benmed

by root, mode 0755

1.3.2. /etc/mail/sendmail.cf

This is the main configuration file feendmail. This is one of the ta non-library file
names compiled intsendmatt, the other is /etc/mail/submit.cf.

The configuration file is normally created using the distribution files described. alfo
you hare a prticularly unusual system configuration you may need to create a spsiahv
The format of this file is detailed in later sections of this document.

1.3.3. /etc/mail/submit.cf

This is the configuration file faendmailwhen it is used for initial mail submission, in
which case it is also calletMail Submission Prograrh{MSP) in contrast to “Mail Tansfer
Agent” (MTA). Startingwith version 8.12sendmailuses one of ta different configuration
files based on its operation mode (or the ré option). For initial mail submission, i.e., if one
of the options-bm (default),-bs, or -t is specified, submit.cf is used (wallable), for other
operations sendmail.cf is used. Details can be foundemdmail/SECURITY submit.cf is
shipped with sendmail (in cf/cf/) and is installed byaddtf If changes to the configuration need
to be made, start with cf/cf/submit.mc and fallthe instruction in cf/README.

1.3.4. /usr/bin/newaliases
Thenewaliasesommand should just be a linkgendmail

rm —f /usr/bin/nevaliases
In —s /usr/sbin/sendmail /usr/binimdiases

This can be installed in what search path you prefer for your system.

1.3.5. /usr/bin/hoststat

The hoststat command should just be a link ®endmail in a fashion similar to
newaliases This command lists the status of the last mail transaction with all remote hosts.
The —v flag will prevent the status display from being truncatdtfunctions only when the
HostStatusDirectory option is set.

This is usually /usr/sbin on 4.4BSD and newer systemsy myatems install it in /usr/lio| understand it is in /usr/ucblib on
System V Release 4.

2Some endors ship them owned by bin; this creates a security hole that is not actually resateditail Other important di-
rectories that should he restrictve avnerships and permissions are /bin, /usr/bin, /etc, /etc/mail, /usr/etc, /lib, and /ust/lib.

SActually, the pathname varies depending on the operating system; /etc/mail is the preferred .digeaterplder systems in-
stall it in /usr/lib/sendmail.cf, and I've dso seen it infusr/ucblib. If you want to mee tis file, add -D_RTH_SENDMAIL-
CF=\"ffile/name\" to the flags passed to the C compNéoving this file is not recommended: other programs and scripts &hthis
location.

“The system libraries can reference other files; in particgyatem library subroutines thaendmailcalls probably reference
letc/passwand/etc/resolv.conf
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1.3.6. /usr/bin/purgestat

This command is also a link sendmail It flushes expired (Timeout.hoststatus) informa-
tion that is stored in thdostStatusDirectory tree.

1.3.7. har/spool/mqueue

The directory'var/spool/mqueushould be created to hold the mail queue. This directory
should be mode 0700 and owned by root.

The actual path of this directory is defined by @eueDirectory option of thesend-
mail.cf file. To use multiple queues, supply a value ending with an astefsk.example,
Ivar/spool/mqueue/qdwill use all of the directories or symbolic links to directoriegibring
with ‘qd’ in /var/spool/mqueuas queue directories. Do not change the queue directory struc-
ture while sendmail is running.

If these directories lva sibdirectories or symbolic links to directories named ‘gf’,, df
and ‘xf’, then these will be used for thefdient queue file types. That is, the data files are
stored in the ‘dfsubdirectory the transcript files are stored in the’‘gfibdirectory and all oth-
ers are stored in the ‘ggubdirectory.

If shared memory support is compiled sendmailstores the \&ilable diskspace in a
shared memory segment to reake values readilyvailable to all children without incurring
system gerhead. Inthis case, only the daemon updates the data; i.e., the sendmail daemon cre-
ates the shared memorygsgent and deletes it if it is terminatedio use this,sendmailmust
have keen compiled with support for shared memory (-DSM_CONF_SHM) and the option
SharedMemoryKey must be set. Notice: do not use the samg for sendmailinvocations
with different queue directories or different queue group declaratdosess to shared memory
is not controlled by locks, i.e., there is a race condition when data in the shared memory is
updated. Hwever, since operation ofendmaildoes not rely on the data in the shared memory
this does not rgetively influence the behavior.

1.3.8. Ahar/spool/clientmqueue

The directory/var/spool/clientmqueushould be created to hold the mail queddis
directory should be mode 0770 and owned by user smmsp, group smmsp.

The actual path of this directory is defined by @hesueDirectory option of thesubmit.cf
file.

1.3.9. har/spool/mqueue/.hoststat

This is a typical value for thElostStatusDirectory option, containing one file per host
that this sendmail has chatted with recenttys normally a subdirectory ahqueue

1.3.10. /etc/mail/aliases*

The system aliases are held in “/etc/mail/alias@ssample is gren in “sendmail/aliases”
which includes some aliases whittustbe defined:

cp sendmail/aliases /etc/mail/aliases
edit /etc/mail/aliases

You should extend this file with greliases that are apropos to your system.

Normally sendmail looks at a databaseension of the files, stored either in
“letc/mail/aliases.dir” and “/etc/mail/aliases.pag” or “/etc/mail/aliases.db” depending on which
database package you are using. The actual path of this file is defined\iiaskée option of
thesendmail.cfile.
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The permissions of the alias file and the databasgons should be 0640 to peat local
denial of service attacks as explained in the ted README in the sendmail distriltion. If
the permissions 0640 are used, be sure that only trusted users belong to the group assigned to
those files. Otherwise, files should nee®be goup readable.

1.3.11. /etc/c or /etc/init.d/sendmail

It will be necessary to start up tekendmaildaemon when your system reboots. This dae-
mon performs tw functions: it listens on the SMTP socket for connections (toveaeail
from a remote system) and it processes the queue periodically to insure that mail g@tddeli
when hosts come up.

If necessaryadd the following lines to “/etc/rc” (or “/etc/rc.local” as appropriate) in the
area where it is starting up the daemons on a BSD-base system, or on a Spsissd-¥ystem
in one of the startup files, typically “/etc/init.d/sendmail”:

if [ —f /usr/sbin/sendmail —a —f /etc/mail/sendmail.cf ]; then
(cd /var/spool/mqueue; rm —f xf*)
/usr/sbin/sendmail —-bd —-q30m &
echo —n’ sendmail’ >/dev/console
fi
The “cd” and “rm” commands insure that all transcript filegehkeen remued; extraneous
transcript files may be left around if the system goegndia the middle of processing a mes-
sage. Thdine that actually imokes sendmailhas tw flags: “~bd” causes it to listen on the
SMTP port, and “-q30m” causes it to run the quergeyehalf hour.

Some people use a more conxmtartup script, remvang zero length qf/hf/Qf files and df
files for which there is no qf/hf/Qf fileNote this is not advisablé-or example, see Figure 1 for
an example of a comptlescript which does this clean up.

1.3.12. /etc/mail/helpfile

This is the help file used by the SMHELP command. Ishould be copied from “send-
mail/helpfile”:

cp sendmail/helpfile /etc/mail/helpfile
The actual path of this file is defined in tHelpFile option of thesendmail.cfile.

1.3.13. /etc/mail/statistics

If you wish to collect statistics about your mail traffic, you should create the file
“letc/mail/statistics™

cp /dev/null /etc/mail/statistics
chmod 0600 /etc/mail/statistics

This file does not gme. It is printed with the program “mailstats/mailstats.d@.he actual path
of this file is defined in th& option of thesendmail.cfile.

1.3.14. /usr/bin/mailq

If sendmailis invoked as ‘mailqg;” it will simulate the—bp flag (i.e.,sendmailwill print
the contents of the mail queue; see W¢loThisshould be a link to /usr/sbin/sendmail.

1.3.15. sendmail.pid

sendmailstores its current pid in the file specified by ®ielFile option (default is
_PATH_SENDMAILPID). sendmailusesTempFileMode (which defaults to 0600) as the per
missions of that file to pvent local denial of service attacks as explained in the tog le
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#!/bin/sh
# remove zro length gf/hf/Qf files
for gffile in gf* hf* Qf*

do
if [ -r $qffile ]
then
if [! —s $qffile ]
then
echo -n " <zero: $qffile>" > /dev/console
rm —f $qffile
fi
fi
done

# rename tf files to be gf if the gf does not exist
for tffile in tf*

do
gffile="echo $tffile | sed 's/t/g/"
if [ -r $tffile —a ! —f $gffile ]
then
echo —n " <receering: $tffile>" > /dev/console
mv $tffile $gffile
else
if [ —f S$tffile ]
then
echo —n " <extra: $tffile>" > /dev/console
rm —f $tffile
fi
fi
done

# remove d files with no corresponding gf/hf/Qf files
for dffile in df*

do
gffile='echo $dffile | sed 's/d/g/"
hffile="echo $dffile | sed 's/d/h/"
Qffile='echo $dffile | sed 's/d/Q/*
if [ -r $dffile —a ! —f $qffile —a ! —f $hffile —a ! —f $Offile ]
then
echo -n " <incomplete: $dffile>" > /dev/console
mv $dffile ‘echo $dffile | sed 's/d/D/*
fi
done

# announce files that la been saed during disaster recery
for xffile in [A-Z]f*
do
if [ —f $xffile ]
then
echo —-n " <panic: $xffile>" > /dev/console
fi
done
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Figure 1 — A comple startup script

README in the sendmail distriftion. If the file already exists, then it might be necessary to
change the permissions accordinglg.,

chmod 0600 /var/run/sendmail.pid

Note that as of ersion 8.13, this file is unlinked whesendmailexits. As a result of this

change, a script such as the faliog, which may hee worked prior to 8.13, will no longer
work:

# gop & start sendmail
PIDFILE=/var/run/sendmail.pid
kill ‘head -1 $PIDFILE'

‘tail -1 $PIDFILE!

because it assumes that the pidfile will stiilseeven after killing the process to which it refers.
Below is a ript which will work correctly on both newer and older versions:

# dop & start sendmail
PIDFILE=/var/run/sendmail.pid
pid="head -1 $PIDFILE'
cmd="tail -1 $PIDFILE’

kill $pid

$cmd

This is just an example script, it does not perform emor checks, e.g., whether the pidfile
exists at all.

1.3.16. MapFiles

To prevent local denial of service attacks as explained in the togh README in the
sendmail distribution, the permissions of map files createmhdlyemapshould be 0640.The
use of 0640 implies that only trusted users belong to the group assigned to those files. If those
files already exist, then it might be necessary to change the permissions accadingly

cd /etc/mail
chmod 0640 *.db *.pag *.dir

2. NORMAL OPERATIONS

2.1. TheSystem Log
The system log is supported by thgslogd8) program. All messages frosendmailare
logged under theOG_MAIL facility°.
2.1.1. Format

Each line in the system log consists of a timestamp, the name of the machine that gener
ated it (for logging from seral machines wer the local area network), the word “sendmail:”,

and a messafieMost messages are a sequenaeaafie=valuepairs.

SExcept on Ultrix, which does not support facilities in the syslog.

5This format may vary slightly if your vendor has changed the syntax.
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The two most common lines are logged when a message is processed. The first logs the
receipt of a message; there will be exactly one of these per message. Some fields may be omit-
ted if they do ot contain interesting information. Fields are:

from Theervelope sender address.

size Thesize of the message in bytes.

class Thelass (i.e., numeric precedence) of the message.

pri Theinitial message priority (used for queue sorting).

nrcpts Thenumber of ewelope recipients for this message (after aliasing and for
warding).

msgid Themessage id of the message (from the header).

bodytype Themessage body type (7BIT or 8BITMIME), as determined from the
ervelope.

proto Theprotocol used to rece this message (e.g., ESMTP or UUCP)

daemon Thelaemon name from tHeaemonPortOptionssetting.

relay Themachine from which it was reced.

There is also one line logged per dely attempt (so there can bevel per message if deh
ery is deferred or there are multiple recipients). Fields are:

to A comma-separated list of the recipients to this mailer.

ctladdr The' controlling usef; that is, the name of the user whose credentials we use
for delivery.

delay Thetotal delay between the time this message wasveetend the current
delivery attempt.

xdelay Theamount of time needed in this dediy attempt (hormally indicate d the
speed of the connection).

mailer Thename of the mailer used to deli to this recipient.

relay Thename of the host that actually accepted (or rejected) this recipient.

dsn Theenhanced error code (RFC 2034)\iéitable.

stat Thedelivery status.

Not all fields are present in all messages; for example, the relay is usually not listed for local

deliveries.

2.1.2. Levels

If you have syslogd8) or an equident installed, you will be able to do logginghere is
a lage amount of information that can be logged. The log is arranged as a successids.of le
At the lowest lgel only extremely strange situations are loggéd.the highest leel, even the
most mundane and uninterestinger@s are recorded for posterithAs a @nvention, log levels
under ten are considered generally “useful;” loglleabwe &4 are reserved for debugging pur
poses. Leels from 11-64 are reserved for verbose information that some sites might want.

A complete description of the logvds is given in section “Log Level”.

2.2. DumpingState

You can asksendmaito log a dump of the open files and the connection cache by sending it a
SIGUSR1signal. Theesults are logged aOG_DEBUG priority.
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2.3. TheMail Queues

Mail messages may either be geted immediately or be held for later detiy. Held mes-
sages are placed into a holding directory called a mail queue.

A mail message may be queued for these reasons:

« |f a mail message is temporarily undediable, it is queued and dedry is attempted laterlf the
message is addressed to multiple recipients, it is queued only for those recipients to wirom deli
ery is not immediately possible.

« |f the SuperSafe option is set to true, all mail messages are queued whity dehttempted.

« |f the DelveryMode option is set to queue-only or defa@f mail is queued, and no immediate
delivery is attempted.

« If the load serage becomes higher than theue of the QueuelL A option and tRrieueFactor
(q) option divided by the difference in the current loagrage and th&€ueuel A option plus
one is less than the priority of the message, messages are queued rather than immediately deli
ered.

« One or more addresses are neatlas gpensve and delivery is postponed until the next queue
run or one or more address are marked as held via mailer which uses the hold mailer flag.

« The mail message has been marked as quarantined via a mail filter or rulesets.

2.3.1. Queudsroups and Queue Directories

There are one or more mail queues. Each mail queue belongs to a queuelTgerens
always a default queue group that is calledqueue’ (which is where messages go byaiéf
unless otherwise specified). The directory or directories which comprise taeltdgfieue
group are specified by the QueueDirectory option. There are zero or more additional named
queue groups declared using @eommand in the configuration file.

By default, a queued message is placed in the queue group associated with the first recipi-
ent in the recipient listA recipient address is mapped to a queue group asviollirst,if
there is a ruleset calletjieuegroug; and if this ruleset maps the address to a queue group
name, then that queue group is chosen. That is, the argument for the ruleset is the recipient
address (i.e., the address part of the resbtriple) and the result should $# followed by the
name of a queue grou®therwise, if the mailer associated with the address specifies a queue
group, then that queue group is chosen. Otherwise, the default queue group is chosen.

A message with multiple recipients will be split if féifent queue groups are chosen by
the mapping of recipients to queue groups.

When a message is placed in a queue group, and the queue group has more than one
queue, a queue is selected randomly.

If a message with multiple recipients is placed into a queue group with’ thptibn
(maximum number of recipients per message) set to aveositiue N, and if there are more
thanN recipients in the message, then the message will be split into multiple messages, each of
which hare & mostN recipients.

Notice: if multiple queue groups are usednadd move queue files around, e.g., into a dif-
ferent queue directoryThis may hae weird effects and can cause mail not to beveedd.
Queue files and directories should be treated as opaque and should not be manipulated directly.

2.3.2. QueudRuns

sendmailhas tvo different ways to process the queue(s). The first one is to start queue
runners after certain intervalsngrmal” queue runners), the second one is to keep queue runner
processes aroundgérsistent’ queue runners)How to slect either of these types is discussed
in the appendix' COMMAND LINE FLAGS’. Persistentqueue runners ka the adantage
that no ne processes need to be gpeed at certain intervals; thgust sleep for a specified time
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after the finished a queue run. Another advantage of persistent queue runners is that only one
process belonging to a workgroup (arkgroup is a set of queue groups) collects the data for a
queue run and then multiple queue runner may go ahead using thalkiataan significantly

reduce the disk 1/0O necessary to read the queue files compared to starting multiple queue run-
ners directly Their disadvantage is that amngueue run is only started after all queue runners
belonging to a group finished their taskge. case one of the queue runners triesvdslito a

slow recipient site at the end of a queue run, tha geeue run may be substantially delayed.

In general this should be smoothed out due to the distribution of thes¢osle, havever, for

sites with small number of queue entries this might introduce noticeable dilageneral, per

sistent queue runners are only useful for sites with big queues.

2.3.3. Manuallnter vention

Under normal conditions the mail queue will be processed transparefaiyeve, you
may find that manual inteention is sometimes necessaPpr example, if a major host is o
for a period of time the queue may become cloggdthoughsendmailought to receer grace-
fully when the host comes up, you may find performance unacceptably bad in the mebmtime.
that case you want to check the content of the queue and manipulatgpta@see in the ne
two sections.

2.3.4. Printingthe queue

The contents of the queue(s) can be printed usingntile) command (or by specifying
the—bp flag tosendmal):

mailg

This will produce a listing of the queue id’s, the size of the message, the date the message
entered the queue, and the sender and recipifrebared memory support is compiled in, the

flag —bP can be used to print the number of entries in the queue(s)dgdoa process updates

the data.However, as explained earlierthe output might be slightly wrong, since access to the
shared memory is not loeld. For example, ‘tnknovn number of entriesmight be shan.

The internal counters are updated after each queue run to the correct value again.

2.3.5. Forcing the queue

Sendmaikhould run the queue automatically at inédsy Whenusing multiple queues, a
separate process will by default be created to run each of the queues unless the queue run is ini-
tiated by a user with theevbose flag. The algorithm is to read and sort the queue, and then to
attempt to process all jobs in ord&¥hen it attempts to run the joendmaiffirst checks to see
if the job is locled. Ifso, it ignores the job.

There is no attempt to insure that only one queue processor exisystimearsince there
is no guarantee that a job cannotetéidrever to process (haever, sendmaildoes include heuris-
tics to try to abort jobs that are taking absurd amounts of time; technibédlyiolates RFC
821, but is blessed by RFC 1123). Due to the locking algorithm, it is impossible for one job to
freeze the entire queuddowever, an uncooperatie recipient host or a program recipient that
never returns can accumulate myaprocesses in your systenunfortunately there is no com-
pletely general way to savhis.

In some cases, you may find that a major host going down for a couple of days may create
a prohibitively large queue. This will result isendmailspending an inordinate amount of time
sorting the queue. This situation can bedidby moving the queue to a temporary place and
creating a n@ queue. Theold queue can be run later when thizdling host returns to service.

To do this, it is acceptable to nae te entire queue directory:
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cd /var/spool
mv mqueue omqueue; mkdir mqueue; chmod 0700 mqueue

You should then kill the existing daemon (since it will still be processing in the old queue direc-
tory) and create a medaemon.

To run the old mail queue, issue the following command:
/usr/sbin/sendmail —C /etc/mail/queue.cf —q

The -C flag specifies an alternate configuration ¢jleeue.cfwhich should refer to the raed
queue directory

O QueueDirectory=/var/spool/omqueue

and the—q flag says to just runvery job in the queueYou can also specify the mred queue
directory on the command line

/usr/shin/sendmail —oQ/var/spool/omqueue —q

but this requires that you do notJyeaaqueue groups in the configuration file, because those are
not subdirectories of the med drectory See the section abouQueue Group Declaration’

for details; you most likely need a fdifent configuration file to correctly deal with this problem.
However, a poper configuration of queue groups shouldia filling up queue directories, so
you shouldrt run into this problem. If you h@ a endeng toward voyeurism, you can use the
-v flag to watch what is going on.

When the queue is finally emptied, you can reenbe directory:
rmdir /var/spool/omqueue

2.3.6. QuarantinedQueue Items

It is possible to "quarantine” mail messages, otherwisevikras ewelopes. Ewmelopes
(queue files) are stored but not considered fowewlior display unless the "quarantine” state of
the ewelope is undone or dekry or display of quarantined items is request€iiarantined
messages are tagged by using a different name for the queue filestebd of 'qf’, and by
adding the quarantine reason to the queue file.

Delivery or display of quarantined items can be requested usingof@dlag tosendmail
or mailg. Additionally, messages already in the queue can be quarantined or unquarantined
using the new-Q flag to sendmail For example,

sendmail -Qreason -q['][l|R|S][matchstring]

Quarantines the normal queue items matching the criteria specified iR |S][match-
string] using the reasongn on he—Q flag. Likewise,

sendmail -qQ -Q[reason] -q['][I|R|S|Q][matchstring]

Change the quarantine reason for the quarantined items matching the criteria specified by the
-q['[I|R|S|Q]Imatchstring] using the reasongn on he—Q flag. Ifthere is no reason,

unquarantine the matching items and m#ilem normal queue items. Note that g flag

tells sendmail to operate on quarantined items instead of normal items.

2.4. DiskBased Connection Information

Sendmaiktores a lage amount of information about each remote system it has connected to
in memory It is possible to preseevsome of this information on disk as well, by using HestSta-
tusDirectory option, so that it may be shared betweererse invocations ofsendmail This allovs
mail to be queued immediately or skipped during a queue run if there has been a recent failure in
connecting to a remote machine. Note: information about a remote system is stored in a file whose
pathname consists of the components of the hosthameenseeorder For example, the informa-
tion for host.example.comis stored incom./example./host For top-lesel domains lile com this
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can create a lge number of subdirectories which on some filesystems can exhaust some limits.
Moreover, the performance of lookups in directory with thousands of entries caairbe dlov
depending on the filesystem implementation.

Additionally enablingSingleThreadDelvery has the added effect of single-threading malil
delivery to a destination.This can be quite helpful if the remote machine is running an SMTP
sener that is easily werloaded or cannot accept more than a single connection at a titnegrb
cause some messages to be punted to a future queue run. It also apfilibedts, so setting this
because you lva me machine on site that runs some software that is easilyun can cause mail
to other hosts to be slowedwda. If this option is set, you probably want to setkieQueueAge
option as well and run the queuwrly frequently; this way jobs that are skipped because another
sendmailis talking to the same host will be triedasg quickly rather than being delayed for a long
time.

The disk based host information is stored in a subdirectory ahthesue directory called

hoststat. Remaving this directory and its subdirectories has deocefsimilar to thepurgestat
command and is completely safelowever, purgestat only remwes expired (Timeout.hoststatus)
data. Theinformation in these directories can be perused withhtiststatcommand, which will
indicate the host name, the last access, and the status of that &ecasterisk in the left most col-
umn indicates that sendmaibrocess currently has the host locked for mailvesli

The disk based connection information is treated the same way as memory based connection
information for the purpose of timeouts. By default, information about host failures is valid for 30
minutes. Thigan be adjusted with thié@meout.hoststatusoption.

The connection information stored on disk may be expired atiare with thepurgestat
command or by woking sendmail with the-bH switch. Theconnection information may be
viewed with thehoststattommand or by woking sendmail with the-bh switch.

2.5. TheService Switch

The implementation of certain system services such as host and user name lookup is con-
trolled by the service switchlf the host operating system supports such a switch, and sendmail
knows about itsendmailwill use the natie vesion. Ultrix, Solaris, and DEC OSF/1 arganples

of such systenfis
If the underlying operating system does not support a service switch (e.g., SunOS 4.X, HP-
UX, BSD) thensendmailwill provide a stub implementationilhe ServiceSwitchFileoption points

to the name of a file that has the service definitions. Each line has the name of a service and the
possible implementations of that servi¢er example, the file:

hosts  dndiles nis
aliases filesis

will ask sendmailto look for hosts in the Domain Name System first. If the requested host name is
not found, it tries local files, and if that fails it tries NISimilarly, when looking for aliases it will
try the local files first followed by NIS.

Notice: sincesendmailmust access MX records for correct operation, it will use DNS if it is
configured in th&erviceSwitchFilefile. Hencean entry like

hosts filesins
will not avoid DNS lookups een if a host can be found in /etc/hosts.

"This is the usual value of titostStatusDirectory option; it can, of course, go anywhere yow ik your filesystem.

8HP-UX 10 has service switch support, but since the APIs are apparentigitatila in the librariesendmaildoes not use the
native ®rvice switch in this release.
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Note: in contrast to theendmaiktub implementation some operating systems do not peeserv
temporary &ilures. er example, if DNS returns a TRY_AGAIN status for this setup

hosts  filesdins myhostname

but myhostname does not find the requested etitan a permanent error is returnedsemdmail
which obviously can cause problems, e.g., an immediate bounce instead of a deferral.

Service switches are not completely greged. Br example, despite thadt that the host
entry listed in the abh@ example specifies to look in NIS, on SunOS thaniwhappen because the
system implementation gighostbynamé3) doesrt understand this.

2.6. TheAlias Database

After recipient addresses are read from the SMTP connection or command linarethe
parsed by ruleset 0, which must resoly a {mailer, host addres} triple. If the flags selected by
the mailer include theA (aliasable) flag, thaddresspart of the triple is looked up as theyk(.e.,
the left hand side) in the alias databaHethere is a match, the address is deleted from the send
gueue and all addresses on the right hand side of the alias are added in place of the aéas that w
found. Thisis a recursie qeration, so aliases found in the right hand side of the alias are similarly
expanded.

The alias database exists inotWorms. Oneis a text form, maintained in the file
/etc/mail/aliases.The aliases are of the form

name: namel, namez, ...
Only local names may be aliased; e.g.,
eric@prep.ai.MIT.EDU: eric@CS.BerkgleEDU

will not have the desired effect (except on prep.ai.MIT.EDU, ang thr@bably dont want me§.
Aliases may be continued by startingyaontinuation lines with a space or a tab or by putting a
backslash directly before thewlae. Blanklines and lines beginning with a sharp sign (“#”) are
comments.

The second form is processed by one of thlable map types, e.gadbm(3)*° the Berleley
DB library, or cdb. This is the form thasendmailactually uses to resahdiases. Thigechnique is
used to impree performance.

The control of search order is actually set by the service switch. Essetti@intry
O AliasFile=switch:aliases

is aways added as the first alias entry; also, the first alias file name without a class (e.g., without
“nis:” on the front) will be used as the name of the file fdfiles’” entry in the aliases switchFor
example, if the configuration file contains

O AliasFile=/etc/mail/aliases
and the service switch contains
aliases nidiles nisplus

then aliases will first be searched in the NIS database, then in /etc/mail/aliases, then in the NIS+
database.

You can also uséliS-based alias filesFor example, the specification:

°Actually, any mailer that has the\' mailer flag set will permit aliasing; this is normally limited to the local mailer.
*The gdbmpackage does not work.
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O AliasFile=/etc/mail/aliases
O AliasFile=nis:mail.aliases@my.nis.domain

will first search the /etc/mail/aliases file and then the map named “mail.aliases”.ms :agmain”.
Warning: if you build your avn NiIS-based alias files, be sure to yde the-| flag to makedbr(B)

to map upper case letters in theykto lower case; otherwise, aliases with upper case letters in their
names wort’match incoming addresses.

Additional flags can be added after the colon exactydiK line — for example:
O AliasFile=nis:—N mail.aliases@my.nis.domain
will search the appropriate NIS map andals include null bytes in theelg Also:
O AliasFile=nis:—f mail.aliases@my.nis.domain
will prevent sendmail from downcasing theyktefore the alias lookup.

2.6.1. Reluilding the alias database

The hashor dbmversion of the database may be uitbexplicitly by executing the com-
mand

newaiases
This is eqwiaent to givingsendmaithe —bi flag:
/usr/sbin/sendmail —bi

If you have nultiple aliases databases specified, #e flag rebuilds all the database
types it understands (for example, it can rebuild NDBM databases but not NIS databases).

2.6.2. Ptential problems

There are a number of problems that can occur with the alias datatieyeall result
from asendmailprocess accessing the DBMrgion while it is only partially tilt. This can
happen under tav drcumstances: One process accesses the database while another process is
retuilding it, or the process rebuilding the database dies (due to being killed or a system crash)
before completing the rebuild.

Sendmail has three techniques to try to velithese problems. First, it ignores interrupts
while rebuilding the database; thigoals the problem of someone aborting the process leaving a
partially rebuilt databaseSecond, it locks the database source file during the rebuild — but that
may not work @er NFS or if the file is unwritableThird, at the end of the rebuild it adds an
alias of the form

@ @
(which is not normally lgd). Beforesendmailwill access the database, it checks to insure that
this entry exist¥.

2.6.3. Listowners

If an error occurs on sending to a certain address,xagéndmailwill look for an alias
of the form “avnerx” to receve the errors. This is typically useful for a mailing list where the
submitter of the list has no controlen the maintenance of the list itself; in this case the list
maintainer would be the owner of the ligtor example:

HUThe AliasWait option is required in the configuration for this action to acdinis should normally be specified.
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unix-wizards: eric@ucbarpa, wnj@monet, nosuchuser,
sam@matisse

owner-unix-wizards: unix-wizards-request

unix-wizards-request: eric@ucbarpa

would cause “eric@ucbarpa” to get the error that will occur when someone sends to unix-wiz-
ards due to the inclusion of “nosuchuser” on the list.

List owners also cause thevelope sender address to be modifiithe contents of the
owner alias are used if thgoint to a single useotherwise the name of the alias itself is used.
For this reason, and to opénternet comentions, the “@vner” address normally points at the
“-request” address; this causes messages to go out with the typical Intexsatioarof using
“list-request’as the return address.

2.7. Userlnformation Database

This option is deprecated, use virtusertable and genericstable insteacplaised in
cf/README If you hare a vesion ofsendmailith the user information database compiled in, and
you hare gecified one or more databases usingUhaption, the databases will be searched for a
usermaildrop entry If found, the mail will be sent to the specified address.

2.8. Rer-User Forwarding (.forward Files)

As an alternatie 0 the alias database,yanser may put a file with the name “.forward” in his
or her home directorylf this file ists,sendmailredirects mail for that user to the list of addresses
listed in the .forward file.Note that aliases are fully expanded before forward files are referenced.
For example, if the home directory for user “mckusick” has a .forward file with contents:

mckusick@ernie
kirk@calder

then aly mail arriving for “mckusick” will be redirected to the specified accounts.

Actually, the configuration file defines a sequence of filenames to check. By default, this is
the usess forward file, but can be defined to be more generally usingdheardPath option. If
you change this, you will va o inform your user base of the change; .forward is pretty welldincor
porated into the colleste sibconscious.

2.9. SpeciaHeader Lines

Several header lines wva gecial interpretations defined by the configuration filzthers
have interpretations built int@endmailthat cannot be changed without changing the cddese
built-ins are described here.

2.9.1. Errors-To:

If errors occur anywhere during processing, this header will cause error messages to go to
the listed addresses. This is intended for mailing lists.

The Errors-To: headerag created in the bad old days when UUCP digimderstand the
distinction between an edope and a header; this was a hack tovige what should ne be
passed as the wtiope sender addresst should go way. It is only used if theUseErrorsTo
option is set.

The Errors-To: header is officially deprecated and will\gayan a future release.

2.9.2. Apparently-To:

RFC 822 requires at least one recipient fietnt ,(Tc:, or Bec: line) invery message. If a
message comes in with no recipients listed in the messageghdmailwill adjust the header
based on the “NoRecipientAction” option. One of the possible actions is to adgaaréntly-
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To:” header line for anrecipients it is ware of.

The Apparently-To: header is non-standard and is both deprecated and strongly discour
aged.

2.9.3. Pecedence

The Precedence: header can be used as a crude control of message piwegks the
sort order in the queue and can be configured to change the message taesut Therece-
dence of a message also control® ldelivery status notifications (DSNs) are processed for that
message.

2.10. IDENT Protocol Support

Sendmaikupports the IDENT protocol as defined in RFC 141I8te that the RFC states a
client should wait at least 30 seconds for a respoiibe. default Timeout.ident is 5 seconds as
mary sites hae alopted the practice of dropping IDENT queries. This has lead to delays process-
ing mail. Although this enhances identification of the author of an email message by daialy a
back’ to the originating system to include thevreer of a particular TCP connection in the audit
trail it is in no sense perfect; a determined forger can easily spoof the IDENT protbediollon-
ing description is excerpted from RFC 1413:

6. SecurityConsiderations

The information returned by this protocol is at most as tiusty as he host providing it OR

the oganization operating the hosEor example, a PC in an open lab haw féany controls

on it to preent a user from having this protocol returryadentifier the user ants. Lile-

wise, if the host has been compromised the information returned may be completely erro-
neous and misleading.

The Identification Protocol is not intended as an authorization or access control préiocol.
best, it preides some additional auditing information with respect to TCP connecthins.
worst, it can provide misleading, incorrect, or maliciously incorrect information.

The use of the information returned by this protocol for other than auditing is strongly dis-
couraged. Specificallysing Identification Protocol information to nmekccess control deci-

sions - either as the primary method (i.e., no other checks) or as an adjunct to other methods
may result in a weakening of normal host security.

An ldentification server may veal information about users, entities, objects or processes
which might normally be considered yate. Anldentification server provides service which

is a rough analog of the CallerID services provided by some phone companies gmf man
the same pviecy considerations and arguments that apply to the CallerID service apply to
Identification. Ifyou wouldn't run a "finger" serer due to priacy considerations you may

not want to run this protocol.

In some cases your system may not work properly with IDENT support dueutpia the TCP/IP
implementation. Theymptoms will be that for some hosts the SMTP connection will be closed
almost immediately If this is true or if you do not want to use IDEN/®Bu should set the IDENT
timeout to zero; this will disable the IDENT protocol.

3. ARGUMENTS
The complete list of argumentsgendmails described in detail in Appendix ASome important
arguments are described here.
3.1. Queudnterval

The amount of time between forking a process to run through the queue is defined-dy the
flag. If you run with delrery mode set ta or b this can be relately large, since it will only be
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relevant when a host that was down comes back up. If you rupnrode it should be relagly
short, since it defines the maximum amount of time that a message may sit in the queue. (See also
the MinQueueAge option.)

RFC 1123 section 5.3.1.1 says that tradug should be at least 30 minutes (although that
probably doest’make nse if you use “queue-oniyhode).

Notice: the meaning of the interval time depends on whether normal queue runners or persis-
tent queue runners are usdebr the formerit is the time between subsequent starts of a queue run.
For the latter it is the time sendmail aits after a persistent queue runner has finished its work to
start the next one. Hence for persistent queue runners thisaindould be very 1o, typically no
more than tw minutes.

3.2. DaemonMode

If you allow incoming mail @er an IPC connection, you shouldyea éemon running.This
should be set by youetc/rcfile using the-bd flag. The-bd flag and the-q flag may be combined
in one call:

Jusr/sbin/sendmail —-bd —q30m

An alternatve gproach is to imoke sndmail frominetd8) (use the-bs—Am flags to ask
sendmail to speak SMTP on its standard input and output and to runAgs WIis works and
allows you to wrapsendmailin a TCP wrapper program, but may be a bit slower since the configu-
ration file has to be re-read omersy message that comes itf.you do this, you still need to tia a
sendmaikunning to flush the queue:

Jusr/sbin/sendmail —q30m

3.3. Forcing the Queue

In some cases you may find that the queue has gotten clogged for some Yeasmm force
a queue run using theq flag (with no \alue). Itis entertaining to use thev flag (verbose) when
this is done to watch what happens:

{usr/sbin/sendmail —-q -v

You can also limit the jobs to those with a particular queue identifeipient, sendequar-
antine reason, or queue group using one of the queue modifiersexample, “—gRberkley”
restricts the queue run to jobs thatddhe string “berkley” somewhere in one of the recipient
addresses. Similarly—qSstring” limits the run to particular senders, “—qlstring” limits it to partic-
ular queue identifiers, and “—qQstring” limits it to particular quarantined reasons and only operated
on quarantined queue items, and “—qGstring” limits it to a particular queue giidvgnamed
gueue group will be rurnven if it is set to hae 0 unners. ¥u may also place dnbefore thd or
R or Sor Q to indicate that jobs are limited to not including a particular queue identdepient
or sender For example, “—g!Rseattle” limits the queue run to jobs that do ne¢ liee string “seat-
tle” somewhere in one of the recipient addresses. Should you need to terminate the queue jobs cur
rently actve then a SIGTERM to the parent of the process (or processes) will cleanly stop the jobs.

3.4. Delugging

There are adirly large number of debug flags built irdendmail Each debug flag has a cat-
egory and a leel. Higherlevels increase the &l of delugging activity; in most cases, this means
to print out more information. The cention is that lgels greater than nine are “abstiide., thg
print out so much information that youwowldn't normally want to see them except for dghing
that particular piece of code.

You should never run a production sendmail server in debug maddany of the debug flags
will result in debug output being sentepo the SMTP channel unless the optieD is used. This
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will confuse mag mail programs. However, for testing purposes, it can be useful when sending
mail manually via telnet to the port you are using while debugging.

A dehug category is either an imfer, like 42, or a name, li&k ANSI. You can specify a range
of numeric debug categories using the syntax 17¥& can specify a set of named dgbcate-
gories using a glob pattern éksm_trace_*". Atpresent, only “*" and “?"are supported in these
glob patterns.

Debug flags are set using the option; the syntax is:

debug-flag: —d debug-list
delug-list: delug-option [, debug-option ]*
delug-option: dehg-categories [ . debugvd ]

debug-catgories: intger | integer — integer | category-pattern
catgory-pattern:  [a-zA-Z_*?][a-zA-Z0-9_*?]*

debug-led: integer

where spaces are for reading ease.ofty example,
-d12 Setategory 12 to kel 1
-d12.3 Setategory 12 to kel 3
-d3-17 Setategories 3 through 17 tovkb 1
-d3-17.4 Setategories 3 through 17 tovkk 4
—dANSI Setcategory ANSI to leel 1

—dsm_trace_*.3 Setll named categories matching sm_trace_*vell@

For a complete list of theailable debug flags you will va o look at the code and tlERACE-
FLAGSfile in the sendmail distribution (thieare too dynamic to keep this document up to date).
For a list of named debug categories in the sendmail bjnaey

ident /usr/shin/sendmail | grep Debug

3.5. Changingthe Values of Options
Options can bewerridden using the-o or —O command line flagsFor example,
{usr/sbin/sendmail —oT2m

sets theT (timeout) option to tw minutes for this run only; the eqaent line using the long option
name is

/usr/sbin/sendmail -Qmeout.queuereturn=2m

Some options hee scurity implications. Sendmail allows you to set these, but relinquishes
its set-user-ID or set-group-ID permissions therekfter

3.6. Trying a Different Configuration File
An alternatve anfiguration file can be specified using #@ flag; for example,
lusr/sbin/sendmail —Ctest.cf —oQ/tmp/mqueue

uses the configuration fikest.cfinstead of the dallt /etc/mail/sendmail.cflf the —C flag has no
value it defaults tasendmail.cfn the current directory.

Sendmaibives up ®t-usetlD root permissions (if it has been installed set-user-1D root) when
you use this flag, so it is common to use a publicly writable directory (such as /tmp) as the queue
directory (QueueDirectory or Q option) while testing.

2That is, it sets its &ctive Ud to the real uid; thus, if you areeguting as root, as from rosttrontab file or during system
startup the root permissions will still be honored.
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3.7. LoggingTr affic

Many SMTP implementations do not fully implement the protocBbr example, some per
sonal computer based SMTPs do not understand continuation lines in reply Thdss.can be
very hard to trace. If you suspect such a problem, you can set traffic logging usitXflag. For
example,

{usr/sbin/sendmail =X /tmp/traffic —bd
will log all traffic in the file/tmp/traffic

This logs a lot of dataery quickly and shouldNEVER be used during normal operations.
After starting up such a daemon, force the errant implementation to send a message to your host.
All message traffic in and out sEndmail including the incoming SMTP trfad, will be logged in
this file.

3.8. Testing Configuration Files

When you hild a configuration table, you can do a certain amount of testing using the “test
mode” ofsendmail For example, you could woke sendmaiks:

sendmail —bt —Ctest.cf

which would read the configuration file “test.cf” and enter test mdm¢his mode, you enter lines
of the form:

rwset address

whererwsetis the rewriting set you want to use aamitiressis an address to apply the set fest

mode shows you the steps it takes as it proceeds, finally showing you the address it ends up with.
You may use a comma separated list of rwsets for sequential application of rules to arFenput.
example:

3,1,21,4 monet:bollard

first applies ruleset three to the input “monet:bolfaiduleset one is then applied to the output of
ruleset three, followed similarly by rulesets twenty-one and four.

If you need more detail, you can also use the “-d21” flag to turn on movggle. Fr
example,

sendmail —bt —d21.99

turns on an incredible amount of information; a singtedvaddress is probably going to print out
several pages worth of information.

You should be warned that internglsendmailapplies ruleset 3 to all addresses. In test mode
you will have o do that manually For example, older versions allowed you to use

0 bruce@broadcast.spieom
This version requires that you use:
3,0 bruce@broadcast.gocom

As of version 8.7, some other syntaxes aslable in test mode:

.D xvalue definesnacrox to have te indicatedralue This is useful when debugging rules
that use th&&x syntax.

.Ccwalue addshe indicatedralueto classc.

=Sruleset dumps the contents of the indicated ruleset.

—d delug-spec  iequivaent to the command-line flag.
Version 8.9 introduced more features:
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? dows a help message.

=M displaythe known mailers.

$m printthe value of macro m.

$=c printthe contents of class c.

/mx host returns the MX records for ‘host'.

/parse address  parse address, returning the vatwaadaddr and the parsed address.
/try mailer addr rewrite address into the form it wilVeashen presented to the indicated mailer.

ltryflags flags  set flags used by parsing. The flags can be ‘H’ for Header or ‘E’ fosidpe,
and ‘S’ for Sender or ‘R’ for Recipient. These can be combined, ‘HR’ sets flags
for header recipients.

/canon hostname try to canonify hostname.

/map mapnamesy
look up ‘key in the indicated ‘mapname’.

/quit quitaddress test mode.
3.9. Rersistent Host Status Information

WhenHostStatusDirectory is enabled, information about the status of hosts is maintained on
disk and can thus be shared between different instantiati@endmail The status of the last con-
nection with each remote host may be viewed with the command:

sendmail —bh
This information may be flushed with the command:
sendmail —bH

Flushing the information prvents nev sendmailprocesses from loading it, but does notvpné
existing processes from using the status information thgtdheady hae.

4. TUNING

There are a number of configuration parameters you may want to change, depending on the
requirements of your siteMost of these are set using an option in the configurationFibeexample,
the line “O Timeout.queuereturn=5d” sets option “Timeout.queuereturn” to the value “sdtH{is).

Most of these options ke gpropriate defaults for most siteblowever, stes having very high
mail loads may find theneed to tune them as appropriate for their mail load. In partjcities eperi-
encing a large number of small messages,ynohnwhich are deliered to mawg recipients, may find
that theg need to adjust the parameters dealing with queue priorities.

All versions ofsendmailprior to 8.7 had single character option names. As of 8.7, optiaes ha
long (multi-character names). Although old short names are still accepted, mosptiens do not
have dort equvaents.

This section only describes the options you are most likely to want to tweak; read section 5 for
more details.

4.1. Timeouts

All time intervals are set using a scaled syntegr example, “10m” represents ten minutes,
whereas “2h30m” representsdwend a half hours. The full set of scales is:
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s =conds
m  minutes
h  hours
d days
w  weeks

4.1.1. Queuanterval

The argument to theq flag specifies hw often a sub-daemon will run the queue. This is
typically set to between fifteen minutes and one hdiunot set, or set to zero, the queue will
not be run automaticallyRFC 1123 section 5.3.1.1 recommends that this be at least 30 minutes.
Should you need to terminate the queue jobs currentlyeabtn a SIGTERM to the parent of
the process (or processes) will cleanly stop the jobs.

4.1.2. Readimeouts

Timeouts all hee gotion names “imeoutsuboptiori. Most of these control SMTP oper
ations. Therecognizedsuboptiors, their defult values, and the minimum values allowed by
RFC 2821 section 4.5.3.2 (or RFC 1123 section 5.3.2) are:

connect

iconnect

aconnect

initial

helo

mailt
rcptt

datainitt
datablocktt

datafinalt

Theime to wait for an SMTP connection to open (tennecf2) system call)

[0, unspecified].If zero, uses the kernel d@efit. Inno case can this option
extend the timeout longer than the kernelvyides, but it can shorten iThis

is to get aroundéenels that provide an absurdly long connection timeout (90
minutes in one case).

Thesame agonnectexcept it applies only to the initial attempt to connect to
a host for a gien message [0, unspecified]. The concept is that this should be
very short (a fev seconds); hosts that are well connected and respondl
thus be serviced immediatelidosts that are slowill not hold up other del-
eries in the initial deliery attempt.

[Ounspecified] The werall timeout waiting for all connection for a single
delivery attempt to succeedf 0, no overall limit is applied. This can be used
to restrict the total amount of time trying to connect to a long list of host that
could accept an e-mail for the recipient. This timeout does not appiilto
backMXhost, i.e., if the time is exhausted, tRallbackMXhost is tried net.

Thewait for the initial 220 greeting message [5m, 5m].

Thewait for a reply from a HELO or EHLO command [5m, unspecified].
This may require a host name lookup, se fivnutes is probably a reasonable
minimum.

Thewait for a reply from a MAIL command [10m, 5m].

Thewait for a reply from a RCPT command [1h, 5nlhis should be long
because it could be pointing at a list that takes a long time to expand (see
below).

Thewait for a reply from a BTA command [5m, 2m].

Thevait for reading a data block (that is, the body of the message). [1h, 3m].
This should be long because it also applies to programs piping inpeihde
mail which hare ro guarantee of promptness.

Thawait for a reply from the dot terminating a message. [1h, 10m]. If this is
shorter than the time actually needed for the vecéd deliver the message,
duplicates will be generated. This is discussed in RFC 1047.
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rset Thewait for a reply from a RSET command [5m, unspecified].

quit Thewait for a reply from a QUIT command [2m, unspecified].

misc Thewait for a reply from miscellaneous (but short) commands such as NOOP
(no-operation) and VERB (go into verbose mode). [2m, unspecified].

commandtit Iiserver SMTPthe time to wait for another command. [1h, 5m].

identt Thetimeout waiting for a reply to an IDENT query f8sunspecified].

Ihlo Thewait for a reply to an LMTP LHLO command [2m, unspecified].

auth Thetimeout for a reply in an SMTP AUTH dialogue [10m, unspecified].

starttls Theimeout for a reply to an SMTP 8RTTLS command and the TLS hand-
shale [1h, unspecified].

fileopent Theimeout for opening .forward and :include: files [60s, none].

controlf Thetimeout for a complete control socket transaction to complete [2m, none].

hoststatust He long status information about a host (e.g., host down) will be cached

before it is considered stale [30m, unspecified].

resolverretranst Theesolvers retransmission time inteal (in seconds) faries]. Setsoth
Timeout.resolver.retrans.firsind Timeout.resolver.retrans.normal

resolver.retrans.first}
The resoler’s retransmission time interval (in seconds) for the first attempt to
deliver a message [varies].

resolver.retrans.normalf
The resoler's retransmission time inteal (in seconds) for all resdy
lookups except the first de#ry attempt [varies].

resolverretryt  The number of times to retransmit a resolver queSets both Time-
out.resolver.retry.firsand Timeout.resolver.retry.norm@aries].

resolver.retry.first}
The number of times to retransmit a resolver query for the first attempt to
deliver a message [varies].

resolver.retry.normalf
The number of times to retransmit a resolver query for all resolver lookups
except the first deliery attempt [varies].

For compatibility with old configuration files, if nsuboptionis specified, all the timeouts
marked with a dagger (1) are set to the indicai@de. All but those marked with a double dag-
ger (%) apply to client SMTP.

For example, the lines:

O Timeout.command=25m
O Timeout.datablock=3h

sets the seer SMTP command timeout to 25 minutes and the input data block timeout to three
hours.

4.1.3. Messagémeouts

After sitting in the queue for aviedays, an undelerable message will time oufhis is
to insure that at least the sendervusr@ of the inability to send a messagehe timeout is

30n some systems the default is zero to turn the protobenhtirfely.
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typically set to fie days. Itis sometimes considered agnient to also send a warning message
if the message is in the queue longer thanmahigurs (assuming you normally yveagood con-
nectvity; if your messages normally tookveeal hours to send youauldn't want to do this
because it wuldn't be an musual gent). Thesdimeouts are set using tiémeout.queuere-
turn and Timeout.queuewarnoptions in the configuration file (previously both were set using
theT option).

If the message is submitted using tM@TIFY SMTP extension, warning messages will
only be sent iiNOTIFY=DELAY is specified. The queuereturn and queara timeouts can be
further qualified with a tag based on the Precedence: field in the messggaushde one of
“urgent” (indicating a posite ron-zero precedence), “normal” (indicating a zero precedence),
or “non-urgent” (indicating rgetive precedences). df example, setting ‘fmeout.queue-
warn.ugent=1h" sets the warning timeout for urgent messages only to one frmudefault if
no precedence is indicated is to set the timeout for all precedences. If the message has a normal
(default) precedence and it is a defiy status notification (DSN)Timeout.queuereturn.dsn
andTimeout.queuewarn.dsrcan be used togg a dternative warn and return time for DSNs.
The value "now" can be used for -@rieout.queuereturn to return entries immediately during a
queue run, e.g., to bounce messages independent of their time in the queue.

Since these options are global, and since you cannet &miori how long another host
outside your domain will be dm, a five day timeout is recommended. This allows a recipient
to fix the problem en if it occurs at the lginning of a long weednd. RFC1123 section
5.3.1.1 says that this parameter should be “at least 4-5 days”.

The Timeout.queuewarnvalue can be piggybaekl on theT option by indicating a time
after which a warning message should be sent; theitmeouts are separated by a slasior
example, the line

OT5d/4h

causes email taafl after five days, but a warning message will be sent after four holings
should be large enough that the message wik lhaen tried seeral times.

4.2. Forking During Queue Runs

By setting theForkEachJob (Y) option, sendmailwill fork before each individual message
while running the queue. This option was used with earlier releasesventsendmaifrom con-
suming large amounts of memorit should no longer be necessary wigbndmail8.12. If the
ForkEachJob option is not setsendmailwill keep track of hosts that are down during a queue run,
which can impree performance dramatically.

If the ForkEachJob option is setsendmailcannot use connection caching.

4.3. Queu€Priorities

Every message is assigned a priority when it is first instantiated, consisting of the message
size (in bytes) offset by the message class (which is determined from the Precedence: header) times
the “work classdctor” and the number of recipients times the “work recipiactiof” The priority
is used to order the queue. Higher numbers for the priority mean that the message will be processed
later when running the queue.

The message size is included so thajdanessages are penalized reéatb small messages.
The message class allows users to send “high priority” messages by including a “Precedence:” field
in their message; the value of this field is ledkip in theP lines of the configuration file. Since the
number of recipients affects the amount of load a message presents to the system, this is also
included into the priority.

The recipient and class factors can be set in the configuration file usiRgdipgentFactor
(y) and ClassFactor (z) options respectely. They default to 30000 (for the recipient factor) and
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1800 (for the classattor). Thanitial priority is:
pri = msgsize- (classx ClassFactor)+ (nrcpt x RecipientFactor)

(Rememberhigher values for this parameter actually mean that the job will be treated wih lo
priority.)

The priority of a job can also be adjusted each time it is processed (that is, each time an
attempt is made to deér it) using the “work timedctor” set by theRetryFactor (Z) option. This
is added to the priorifyso it rormally decreases the precedence of the job, on the grounds that jobs
that hare failed many times will tend to fail again in the futurdhe RetryFactor option defults to
90000.

4.4, LoadLimiting

Sendmaitan be askd to queue (but not dedr) mail if the system loadvarage gets too high
using theQueuelL A (x) option. Whenthe load aerage exceeds theale of theQueuelL A option,
the delvery mode is set tg (queue only) if theQueueFactor(q) option divided by the diérence
in the current loadverage and th@ueueLA option plus one is less than the priority of the message
— that is, the message is queued iff:

QueueFactor
LA-QueuelLA+1

The QueueFactoroption defaults to 600000, so each point of loagtage is worth 600000 priority
points (as described ai®).

For drastic cases, thRefuselLA (X) option defines a loadvarage at whichsendmailwill
refuse to accept netsk connections. Locally generated mail, i.e., mail which is not submitted via
SMTP (including incoming UUCP mail), is still acceptddotice that the MSP submits mail to the
MTA via SMTR and hence mail will be queued in the client queue in such a case. Therefore it is
necessary to run the client mail queue periodically.

pri >

4.5. Resouce Limits

Sendmailhas seeral parameters to control resource usage. Besides those mentioned in the
previous section, there are at leas¥laxDaemonChildren, ConnectionRateThrottle,
MaxQueueChildren, and MaxRunnersPerQueue The latter tvwo limit the number ofsendmail
processes that operate on the queue. These are discussed in the section “Queue Group Declara-
tion”. The former two can be used to limit the number of incoming connections. Their appropriate
values depend on the host operating system and the hardware, e.g., amount of nremany sit-
uations it might be useful to set limits to ymet to hae o mary sendmailprocesses, heever,
these limits can be abused to mount a denial of service affaclkexample, ifMaxDaemonChil-
dren=10then an attaadk needs to open only 10 SMTP sessions to theséeae them idle for
most of the time, and no more connections will be accepted. If this option is set then the timeouts
used in a SMTP session should be lowered from their default values to their minimum values as
specified in RFC 2821 and listed in section 4.1.2.

4.6. Measues against Denial of Service Attacks

Sendmailhas some built-in measuresaatst simple denial of service (DoS) attackhe
SMTP server by default slows down if too ipasad commands are issued or if some commands
are repeated too often within a sessiBetails can be found in the source lndmail/srvrsmtp.c
by looking for the macro definitions dIAXBADCOMMANDS , MAXNOOPCOMMANDS ,
MAXHELOCOMMANDS , MAXVRFYCOMMANDS , and MAXETRNCOMMANDS . If an
SMTP command is issued more often than the correspoiM#¥rmdCOMMANDS value, then
the response is delayedpenentially sarting with a sleep time of one second, up to a maximum of
four minutes (as defined IMAXTIMEOUT ). If the optionMaxDaemoncChildren is set to a
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value greater than zero, then this could makioS attack een worse since it keeps a connection
open longer than necessaifherefore a connection is terminated with a 421 SMTP reply code if
the number of commands exceeds the limit by a factor @fahdl MAXBADCOMMANDS is set

to a value greater than zero (the default is 25).

4.7. Delvery Mode

There are a number of dedily modes thasendmailcan operate in, set by tleliveryMode
(d) configuration option. These modes specifywhquickly mail will be delivered. Leyd modes
are:

i deliver interactvely (synchronously)
b  deliver in background (asynchronously)
g queue only (dort’deliver)

d defer delvery attempts (dor’deliver)

There are tradefsf. Mode“i” gives the sender the quickest feedbaclt may slev down some
mailers and is hardlyver necessary Mode “b” delivers promptly it can cause large numbers of
processes if you e a nailer that takes a long time to dedi a message. Mod#y” minimizes the

load on your machine, but means thatv@s)i may be delayed for up to the queue irabrMode

“d” is identical to mode “q” except that it also peats lookups in maps including thB flag from
working during the initial queue phase; it is intended fdial on demand’sites where DNS
lookups might cost real moype Some simple error messages (e.g., host unknown during the SMTP
protocol) will be delayed using this mode. Mode “b” is the usual default.

If you run in mode “q” (queue only), “d” (defer), or “b” (dedr in backgroundsendmaibwill
not expand aliases and follo .forward files upon initial receipt of the mail. This speeds up the
response to RCPT commands. Mode “i” should not be used by the SMTP server.

4.8. LoglLeve

The level of logging can be set faendmail The defult using a standard configuration is
level 9. The levels are approximately as follows (some log types are using differahtiepending
on various factors):

0 Minimal logging.

1 Serious system failures and potential security problems.

2 Lost communications (network problems) and protocol failures.

3 Other serious failures, malformed addresses, transienafdfinclude errors, connection
timeouts.

4 Minor failures, out of date alias databases, connection rejections via check_ rulesets.

5 Message collection statistics.

6 Creation of error messages, VRFY and EXPN commands.

7 Delivery failures (host or user unknown, etc.).

8 Successful delieries and alias database rebuilds.

9 Messages being deferred (due to a host being down, etc.).

10 Databasexpansion (alias, forward, and userdb lookups) and authentication information.

11 NISerrors and end of job processing.

12 Logsall SMTP connections.

13 Logbad user shells, files with improper permissions, and other questionable situations.

14 Logsrefused connections.
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15 Logall incoming SMTP commands.

20 Logsattempts to run locked queue files. These are not errors, but can be useful to note if
your queue appears to be clogged.

30 Lostlocks (only if using lockf instead of flock).

Additionally, values abwe &4 are reserved for extremely verbose debugging output. No normal site
would ever set these.

4.9. FileModes

The modes used for files depend on what functionality you want andéhefleecurity you
require. Inmary casessendmailddoes careful checking of the modes of files and directoriesoid a
accidental compromise; if youant to mak it possible to hee goup-writable support files you
may need to use tlgontBlameSendmailoption to turn dfsome of these checks.

4.9.1. D wwid or not to suid?

Sendmails no longer installed set-user-ID to rosendmail/SECURITY explains foto
configure and instaendmailwithout set-user-ID to rootub set-group-ID which is the dailt
configuration starting with 8.12.

The daemon usually runs as root, unless other measures ane #&kthe point where
sendmailis about toexec(2) a mailerit checks to see if the userid is zero (root); if so, it resets
the userid and groupid to a deft (set by théJ= equate in the mailer line; if that is not set, the
DefaultUser option is used).This can be werridden by setting th& flag to the mailer for mail-
ers that are trusted and must be called as ridowever, this will cause mail processing to be
accounted (usinga(8)) to root rather than to the user sending the mail.

A middle ground is to set thRunAsUser option. Thiscausessendmailto become the
indicated user as soon as it has done the startup that requiresvibegesi(primarily opening
the SMTP soclet). If you useRunAsUser, the queue directory (normallyyar/spool/mqueye
should be owned by that usend all files and databases (including userward files, alias
files, :include: files, and external databases) must be readable by thailgsesince sendmail
will not be able to change its uid, dadiy to programs or files will be marked as unsafe, e.g.,
undeliverable, in.forward, diases, and :include: files. Administrators camrade this by set-
ting theDontBlameSendmailoption to the settinglonRootSafeAddr. RunAsUseris proba-
bly best suited for fingal configurations that dob’haveregular user logins. If the option is
used on a system which performs local\d®yi, then the local delery agent must hae te
proper permissions (i.e., usually set-ukmroot) since it will be imoked by the RunAsUser,
not by root.

4.9.2. Turning off security checks

Sendmails very particular about the modes of files that it reads or writasexample,
by defult it will refuse to read most files that are group writable on the grounds thamitie
have been tampered with by someone other than the owner; it el efuse to read files in
group writable directories. Also, sendmail will refuse to createva ali@ses database in an
unsafe directory You can get around this by manually creating the database file as a trusted user
ahead of time and then rebuilding the aliases databaseevithiases

If you arequite sure that your configuration is safe and yantgéendmailto avoid these
security checks, you can turnf @ertain checks using theontBlameSendmailoption. This
option takes one or more names that disable chedck¢he descriptions that follg “unsafe
directory” means a directory that is writable by anyone other than the.owmewralues are:

Safe Nospecial handling.
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AssumeSafeChown
Assume that thehown system call is restricted to root. Since soraesions of UNIX
permit regular users tog away their files to other users on some filesystesasd-
mail often cannot assume that aai file was created by thevoaer, particularly when
it is in a writable directory You can set this flag if you knothat file gveaway is
restricted on your system.

CertOwner
Accept certificate public and pete key files which are notwned by RunAsUser for
STARTTLS.

ClassFilelnUnsafeDirPath
When reading class files (using thdine in the configuration file), alle files that are
in unsafe directories.

DontWarnForwardFileInUnsafeDirPath
Prevent logging of unsafe directory path warnings for non-existent forward files.

ErrorHeaderIinUnsafeDirPath
Allow the file named in thErrorHeader option to be in an unsafe directory.

FileDeliveryToHardLink
Allow delivery to files that are hard links.

FileDeliveryToSymLink
Allow delivery to files that are symbolic links.

ForwardFileInGroupWritableDirPath
Allow .forwardfiles in group writable directories.

ForwardFileInUnsafeDirPath
Allow .forwardfiles in unsafe directories.

ForwardFileInUnsafeDirPathSafe
Allow a.forwardfile that is in an unsafe directory to include references to program and
files.

GroupReadable#yfile
Accept a group-readable file for STARTTLS.

GroupReadableSASLDBFile
Accept a group-readable Cyrus SASL password file.

GroupReadableDefaultAuthinfoFile
Accept a group-readable DefaultAuthinfo file for SASL.

GroupWritableAliasFile
Allow group-writable alias files.

GroupWritableDirPathSafe
Change the definition of “unsafe directory” to consider group-writable directories to be
safe. Wrld-writable directories arewalys unsafe.

GroupWritableForwardFile
Allow group writable.forwardfiles.

GroupWritableForwardFileSafe
Accept group-writableforwardfiles as safe for program and file def.

GroupWritablelncludeFile
Allow group writablesinclude: files.

GroupWritablelncludeFileSafe
Accept group-writableinclude: files as safe for program and file detiy.
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GroupWritableSASLDBFile
Accept a group-writable Cyrus SASL password file.

HelpFileiInUnsafeDirPath
Allow the file named in thElelpFile option to be in an unsafe directory.

IncludeFileInGroupWritableDirPath
Allow :include:files in group writable directories.

IncludeFileInUnsafeDirPath
Allow :include:files in unsafe directories.

IncludeFilelnUnsafeDirPathSafe
Allow a :include: file that is in an unsafe directory to include references to program
and files.

InsufficientEntropy
Try to use SARTTLS even if the PRNG for OpenSSL is not properly seeded despite
the security problems.

LinkedAliasFileInWritableDir
Allow an dias file that is a link in a writable directory.

LinkedClassFilelnWritableDir
Allow class files that are links in writable directories.

LinkedForwardFileInWritableDir
Allow .forwardfiles that are links in writable directories.

LinkedIncludeFilelInWritableDir
Allow :include:files that are links in writable directories.

LinkedMapInWritableDir
Allow map files that are links in writable directori€Bhis includes alias database files.

LinkedServiceSwitchFileInWritableDir
Allow the service switch file to be a linkan if the directory is writable.

MaplnUnsafeDirPath
Allow maps (e.g.hash btree and dbmfiles) in unsafe directories. This includes alias
database files.

NonRootSafeAddr
Do not mark file and program dedries as unsafe if sendmail is not running with root
privileges.

RunPrograminUnsafeDirPath
Run programs that are in writable directories without logging a warning.

RunWritableProgram
Run programs that are group- or world-writable without logging a warning.

TrustStickyBit
Allow group or world writable directories if the stickit is set on the directoryDo
not set this on systems which do not honor the stitkon directories.

WorldWritableAliasFile
Accept world-writable alias files.

WorldWritableForwardfile
Allow world writable.forwardfiles.

WorldWritablelncludefile
Allow world writable:include:files.
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WriteMapToHardLink
Allow writes to maps that are hard links.

WriteMapToSymLink
Allow writes to maps that are symbolic links.

WriteStatsToHardLink
Allow the status file to be a hard link.

WriteStatsToSymLink
Allow the status file to be a symbolic link.

4.10. ConnectionCaching

When processing the quewsgndmailwill try to keep the last f& open connections open to
avad startup and shutdown costs. This only applies to IPC and LPC connections.

When trying to open a connection the cache is first searé¢had.open connection is found,
it is probed to see if it is still agt by sending aRSET command. ltis not an error if thisdils;
instead, the connection is closed and reopened.

Two parameters control the connection caclibe ConnectionCacheSizdk) option defines
the number of simultaneous open connections that will be permitted. If it is set to zero, connections
will be closed as quickly as possible. The default is drtés should be set as appropriate for your
system size; it will limit the amount of system resourcessbatimailwill use during queue runs.
Never set this higher than 4.

The ConnectionCacheTimeout(K) option specifies the maximum time thayaached con-
nection will be permitted to idleWhen the idle time exceeds this value the connection is closed.
This number should be small (under ten minutes) teepteyou from grabbing too mgmesources
from other hosts. The default isdiwinutes.

4.11. NameSener A ccess

Control of host address lookups is set byttbstsservice entry in your service switch fild.
you are on a system that has built-in service switch support (e.g., Ultrix, Solaris, or DEC OSF/1)
then your system is probably configured properly alre&thierwise,sendmailwill consult the file
/etc/mail/service.switch which should be createdSendmailonly uses tw entries: hosts and
aliases dthough system routines may use other services (notabjyattevdservice for user name
lookups bygetpwnamé.

However, some systems (such as SunOS 4.X) will do DNS lookugaakess of the setting
of the service switch entryin particular the system routingethostbynam) is used to look up
host names, and marvendor ersions try some combination of DNS, NIS, and file lookup in
/etc/hosts without consulting a service switchendmailmakes no attempt to vk around this
problem, and the DNS lookup will be dongrasay. If you do not hee a mmeserer configured at
all, such as at a UUCP-only sisendmailwill get a “connection refused” message when it tries to
connect to the name serv If the hostsswitch entry has the service “dns” listed somewhere in the
list, sendmailwill interpret this to mean a temporary failure and will queue the mail for later pro-
cessing; otherwise, it ignores the name server data.

The same technique is used to decide whether to do MX lookiigeu want MX support,
you musthave “dns” listed as a service in thestsswitch entry.

The ResolverOptions(l) option allows you to tweak name server options. The command
line takes a series of flags as documentesnlver3) (with the leading “RES " deletedEach
can be preceded by an optional ‘+' et.' For example, the line

O ResolverOptions=+AAONLY-DNSRCH
turns on the A®NLY (accept authoritate answers only) and turns fathe DNSRCH (search the
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domain path) options. Most resolver libraries default DNSRCH, DEFNAMES, and RECURSE
flags on and all othersfoflf NETINET6 is enabled, most libraries deft to USE_INET6 as well.

You can also include “HasWdcardMX” to specify that there is a wildcard MX record matching
your domain; this turns bMX matching when canonifying names, which can lead to inappropriate
canonifications. UséWorkAroundBrokenAAAA” when faced with a broken nameserver that
returns SERFAIL (a temporary &ilure) on T_AAAA (IPv6) lookups during hostname canonifica-
tion. Notice:it might be necessary to apply the same (or similar) optiosistimit.cftoo.

Version lesel 1 configurations (see the section about “Configuration Versiovellg turn
DNSRCH and DEFNAMES éfwhen doing deliery lookups, but leae them on gerywhere else.
Version 8 ofsendmailignores them when doing canonification lookups (that is, when using 3 ...
$]), and alvays does the search. If you dowant to do automatic nametension, dort'call $ ...
$].

The search rules for $[ ... $] are somewhat different than ulufle name being looked up
has at least one dot, itnadys tries the unmodified name firdf.that fails, it tries the reduced search
path, and lastly tries the unmodified name (but only for names without a dot, since names with a dot
have dready been tried). This allows names suchws.CS’ to match the site in Czechostkia
rather than the site in your local Computer Science departniieatso prefers A and CAME
records ger MX records — that is, if it finds an MX record it nesknote of it, but keeps looking.
This way, if you hare a wildcard MX record matching your domain, it will not assume that all
names match.

To completely turn df all name server access on systems without service switch support
(such as SunOS 4.X) you will Y& to recompile with —-DNAMED_BIND=0 and remve -resolv
from the list of libraries to be searched when linking.

4.12. Moving the Per-User Forward Files

Some sites mount each usebme directory from a local disk on their workstation, so that
local access isakt. Havever, the result is that .forward file lookups from a central mail exeave
slow. In some cases, mail carvem be celivered on machines inappropriately because of a file
server being don. Theperformance can be especially bad if you run the automounter.

The ForwardPath (J) option allows you to set a path of forward fildsor example, the con-
fig file line

O ForwardPath=/var/forward/$u:$z/.forward.$w

would first look for a file with the same name as the sdegin in har/forward; if that is not found
(or is inaccessible) the fileforward machinenaniei n the uses home directory is searched
truly perverse site could also search by sender by usjisg, & $f.

If you create a directory such asiforward, it should be mode 1777 (that is, the stibi
should be set)Users should create the files mode 0644. Note that you must userweedileln-
UnsafeDirRth and BrwardFilelInUnsafeDir&hSafe flags with thBontBlameSendmailoption to
allow forward files in a world writable directaryThis might also be used as a denial of service
attack (users could create faxd files for other users); a better approach might be to create
/var/forward mode 0755 and create empty files for each ogered by that usemode 0644.If
you do this, you domhaveto set the DontBlameSendmail options indicatedrabo

4.13. Free Space

On systems that ka me of the system calls in theatf{2) family (includingstatvfsand
usta), you can specify a minimum number of free blocks on the queue filesystem usMinthe
FreeBlocks(b) option. If there are fewer than the indicated number of blocks free on the filesystem
on which the queue is mounted the SMTP eewill reject mail with the 452 error codéhis
invites the SMTP client to try again later.
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Beware of setting this option too high; it can cause rejection of email when that mad w
be processed without difficulty.

4.14. MaximumMessage Size

To avoid overflowing your system with a large message, MexMessageSizeption can be
set to set an absolute limit on the size of ane messageThis will be advertised in the ESMTP
dialogue and checked during message collection.

4.15. Privacy Flags

The PrivacyOptions (p) option allows you to set certaifptivacy” fl ags. Actually mary of
them dont give you ary extra privacy, rather just insisting that client SMTP sers use the HELO
command before using certain commands or adding extra headers to indicate possible spoof
attempts.

The option takes a series of flag names; the finadgyriis the inclusve a of those flags.For
example:

O PrivacyOptions=needmailhelo, noexpn

insists that the HELO or EHLO command be used before a MAIL command is accepted and dis-
ables the EXPN command.

The flags are detailed in section 5.6.

4.16. Sendo Me Too

Beginning with version 8.10sendmailincludes by default the (edope) sender in anlist
expansions. Br example, if “matt” sends to a list that contains “matt” as one of the members he
will get a copy of the message. If théleToo option is set ta-ALSE (in the configuration file or via
the command line), this bekiar is changed, i.e., the (eglope) sender is excluded in listpan-
sions.

5. THE WHOLE SCOOP ON THE CONFIGURATION FILE
This section describes the configuration file in detail.

There is one point that should be made clear immediately: the syntax of the configuration file is
designed to be reasonably easy to parse, since this is dageime sendmailstarts up, rather than
easy for a human to read or writ€he configuration file should be generated via the method described
in cf/README, it should not be edited directly unless someoneaisiliar with the internals of the
syntax described here and it is not possible to aeHie desired result via the default method.

The configuration file is genized as a series of lines, each of which begins with a single charac-
ter defining the semantics for the rest of the line. Lines beginning with a space or a tab are continuation
lines (although the semantics are not well defined inynptaces). Blankines and lines lagnning
with a sharp symbol (‘#’) are comments.

5.1. Rand S — Rewriting Rules

The core of address parsing are theriting rules. These are an ordered production system.
Sendmaikcans through the set of rewriting rules looking for a match on the left hand side (LHS) of
the rule. When a rule matches, the address is replaced by the right hand side (RHS) of the rule.

There are seral sets of rewriting rules. Some of thevréing sets are used internally and
must h&e gecific semanticsOther rewriting sets do not Y& pecifically assigned semantics, and
may be referenced by the mailer definitions or by other rewriting sets.

The syntax of these tncommands are:
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Sn

Sets the current ruleset being collected.tdf you begin a ruleset more than once it appends to the
old definition.

Rlhs rhs comments

The fields must be separated by at least one tab character; there may be embedded spaces in the
fields. Thehsis a pattern that is applied to the input. If it matches, the input is rewrittentiosthe
Thecommentsre ignored.

Macro expansions of the forx are performed when the configuration file is readiteral
$ can be included using$. Expansions of the forrfi&x are performed at run time using a some-
what less general algorithm. This is intended only for referencing internally defined macros such as
$h that are changed at runtime.

5.1.1. Theleft hand side

The left hand side of weiting rules contains a pattern. Normal words are simply
matched directly Metasyntax is introduced using a dollar sign. The metasymbols are:

$* Match zero or more tokens
$+ Match one or more tokens
$- Match exactly one token
$=x Match ary phrase in clasz
"X Match aly word not in clasg

If any of these match, tlyeare assigned to the symbsi for replacement on the right hand side,
wheren is the inde in the LHS. For example, if the LHS:

$—:$+
is applied to the input:
UCBARPA:eric
the rule will match, and the values passed to the RHS will be:

$1 UCBARPA
$2 eric

Additionally, the LHS can includ&@ to match zero tadns. Thigs notbound to &n on
the RHS, and is normally only used when it stands alone in order to match the null input.

5.1.2. Theright hand side

When the left hand side of a rewriting rule matches, the input is deleted and replaced by
the right hand sideTokens are copied directly from the RHS unlessythegn with a dollar
sign. Metasymbolare:

$n Substitute indefinite tokemfrom LHS
$[names] Canonicalizename
$(map ley $@argumentss:default$)
Generalized &yed mapping function
$>n “Call” rulesetn
$#mailer Resohe to mailer
$@host  Specifyhost
$:user Specifyuser

The $n syntax substitutes the corresponding value frodt,&—, $*, $=, or $~ match on
the LHS. It may be used anywhere.
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A host name enclosed betwe®rand$] is looked up in the host database(s) and replaced
by the canonical nam& For example, “$[ftp$]” might become “ftp.CS.Belky.EDU” and
“$[[128.32.130.2]$]" would become angogh.CS.BerkgjeEDU.” Sendmailrecognizes its
numeric IP address without calling the name server and replaces it with its canonical name.

The $( ... $) syntax is a more general form of lookup; it uses a named map instead of an
implicit map. If no lookup is found, the indicatel@faultis inserted; if no default is specified
and no lookup matches, the value is left unchan@éx argumentsare passed to the map for
possible use.

The $>n syntax causes the remainder of the line to be substituted as usual and then passed
as the argument to ruleget The final \alue of ruleseh then becomes the substitution for this
rule. The$> syntax expandsverything after the ruleset name to the end of the replacement
string and then passes that as the initial input to the rulBsstursie @lls are alloved. For
example,

$>0 $>3 $1
expands $1, passes that to ruleset 3, and then passes the result of ruleset 3 to ruleset 0.

The $# syntax shoulanly be used in ruleset zero, a subroutine of ruleset zero, or rulesets
that return decisions (e.g., check_rcpt). It causealsiation of the ruleset to terminate immedi-
ately and signals tsendmaithat the address has completely resdlvThecomplete syntax for
ruleset O is:

$#mailer $@host$:user

This specifies the {mailehost, user} 3-tuple (triple) necessary to direct the maiNwote: the
third element (ser) is often also calleddressart. Ifthe mailer is local the host part may be

omitted®. The mailer must be a single word, but thestandusermay be multi-part.If the
mailer is the built-in IPC mailerthe hostmay be a colon (or comma) separated list of hosts.
Each is separately MX expanded and the results are concatenatectt@ssaktially) one long

MX list. Hosts separated by a commavdidhe same MX preference, and for each colon sepa-
rated host the MX preference is increasdthe useris later rewritten by the mailepecific
ervelope rewriting set and assigned to themacro. Asa gecial case, if the mailer specified
has the==@ flag specified and the first character of $healue is “@”, the “@” is stripped 6f

and a flag is set in the address descriptor that causes sendmail to not do ruleset 5 processing.

Normally, a mle that matches is retried, that is, the rule loops unililg.f ARHS may
also be preceded by$@ or a$: to change this bekior. A $@ prefix causes the ruleset to
return with the remainder of the RHS as tl@due. A$: prefix causes the rule to terminate
immediately but the ruleset to continue; this can be usedvtiddacontinued application of a
rule. Theprefix is stripped before continuing.

The$@ and$: prefixes may precede$ spec; for example:

R$+ $:$>7 $1
matches anything, passes that to ruleseenseand continues; th®: is necessary tovaid an
infinite loop.

Substitution occurs in the order described, that is, parameters from the LHS are substi-
tuted, hostnames are canonicalized, “subroutines” are called, and $ifiadi@, and $: are pro-
cessed.

4This is actually completely equlent to $(hoshostnams). Inparticular a$: default can be used.

5You may want to use it for special “per usextensions. Br example, in the address “jgm+foo@CMU.EDU”; the “+foo”
part is not part of the user name, and is passed to the local mailer for local use.
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5.1.3. Semantic®f rewriting rule sets

There are six rewriting sets thatveagecific semantics.Five o these are related as
depicted by figure 1.

Ruleset three should turn the address into “canonical 'fofthis form should hae te
basic syntax:

local-part@host-domain-spec
Ruleset three is applied lsgndmaibefore doing anything with graddress.

If no “@" sign is specified, then the host-domain-speybe appended (box “D” in Fig-
ure 1) from the sender address (if thdlag is set in the mailer definition corresponding to the
sendingmailer).

Ruleset zero is applied after ruleset three to addresses that are going to actually specify
recipients. Itmust resole to a{mailer, host, addess}triple. Themailer must be defined in the
mailer definitions from the configuration fild.he hostis defined into thé&h macro for use in
the argv expansion of the specified mailbiotice: since the exlope sender address will be
used if a deliery status notification must be send, i.e., it may specify a recipient, it is also run
through ruleset zero. If ruleset zero returns a temporary éxithen delery is deferred.

This can be used to temporarily disable\d®yi, e g., based on the time of the day or othayv
ing parameters. It should not be used to quarantine e-mails.

Rulesets one and onare applied to all sender and recipient addresses reghgctihey
are applied before grspecification in the mailer definition. Thenust neer resolve.

Ruleset four is applied to all addresses in the mesdage.typically used to translate
internal to external form.

In addition, ruleset 5 is applied to all local addresses (specifittadlye that resobvto a
mailer with the ‘F=5’ flag set) that do notyeadiases. Thisllows a last minute hook for local

names.
» 0 —» resolved address
- 1 S
addr—»{ 3 D » 4 |—»msg
- 2 R

Figure 1 — Rewriting set semantics
D — sender domain addition
S — mailer-specific sender rewriting
R — mailer-specific recipient rewriting
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5.1.4. Rulesehooks

A few etra rulesets are defined as “hooks” that can be defined to get special features.
They are all named rulesets. The “check *" forms aNeajieccept/reject status; falling fothe
end or returning normally is an accept, and resolvirggrror is a reject or quarantingQuar-
antining is chosen by specifyimgiarantine in the second part of the mailer triplet:

$terror $@ quarantine $: Reason for quarantine

Marny of these can also reselto he special mailer nanmg#discard this accepts the message
as though it were successfultithen discards it without deéry. Note, this mailer cannot be
chosen as a mailer in ruleset Bote also that all “check *” rulesets\ea deal with tempo-
rary failures, especially for map lookups, themes)i.e., thg should return a temporary error
code or at least thyeshould male a poper decision in those cases.

5.1.4.1. check elay

The check_relayruleset is called after a connection is accepted by the daemon. It is
not called when sendmail is started using-thgoption. lItis passed

client.host.name $| client.host.address

where $| is a metacharacter separating the fparts. Thisruleset can reject connections
from various locations. Note that it only checks the connecting SMTP client IP address and
hostname. Itdoes not check for third party message relayihge check_rcptruleset dis-
cussed belw usually does third party message relay checking.

5.1.4.2. check_mail

The check_mailruleset is passed the user name parameter GENIT® MAIL com-
mand. Itcan accept or reject the address.

5.1.4.3. check ¢pt

The check_rcptruleset is passed the user name parameter ciNtT® RCPTcom-
mand. Itcan accept or reject the address.

5.1.4.4. check_data

The check_dataruleset is called after theMTP DATA command, its parameter is the
number of recipients. It can accept or reject the command.

5.1.4.5. check other

The check_otherruleset is imoked for all unknavn SMTP commands and for com-
mands which do not ka gecific rulesets, e.g., NOOP and VERBternal checks, e.g.,
those explained in "Measuresaagst Denial of Service Attacks”, are performed firEhe
ruleset is passed

entire-SMTP-command $| SMTP-reply-first-digit
where$|is a metacharacter separating the parts. for example,
VERB $| 2

reflects receiing the "VERB" SMTP command and the intent to return a "2XX" SMTP suc-
cess reply Alternatively,

JUNK TYPE=I $| 5

reflects receiving the unknown "JUNK TYPE=I|" SMTP command and the intent to return a
"5XX" SMTP failure reply If the ruleset returns the SMTP reply code 421:
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$#error $@ 4.7.0 $: 421 bad command

the session is terminated. Note: it is a bad idea to return the original command in the error
text to the client as that might be abused for certain attacks. The ruleset cemmidea
rejection triggered by the built-in rules.

5.1.4.6. check compat
Thecheck_compatuleset is passed
sender-address $| recipient-address

where$| is a metacharacter separating the addresses. It can accept or reject mail transfer
between these twaddresses much kk the checkcompat()function. Note:while other
check_* rulesets are wroked during the SMTP mail receiption stage (i.e., in the SMTP
server),check _compais invoked during the mail deliery stage.

5.1.4.7. check _eoh
Thecheck_eohuleset is passed
number-of-headers $| size-of-headers

where$| is a metacharacter separating the numbers. These numbers can be used for size
comparisons with tharith map. Theruleset is triggered after all of the headergehiaeen

read. Itcan be used to correlate informaticatliered from those headers using rireecro

storage map. One possible use is to check for a missing héadexample:

Kstorage macro
HMessage-Id: $>CheckMessageld

SCheckMessageld
# Record the presence of the header

R$* $: $(storage {MessageldCheck} $@ OK $) $1
R<$+ @ $+ > $@ OK

R$* $#error$: 553 Header Error
Scheck_eoh

# Check the macro

R$* $: < $&{MessageldCheck} >

# Clear the macro for the next message

R$* $: $(storage {MessageldCheck} $) $1
# Has a Message-Id: header

R< $+ > $@ OK

# Allow missing Message-Id: from local mail

R$* $: < $&{client_name} >

R< > $@ OK

R< $=w > $@ OK

# Otherwise, reject the mail

R$* $#error$: 553 Header Error

Keep in mind the Message-Id: header is not a required header and is not a guaranteed spam
indicator This ruleset is an example and should probably not be used in production.

5.1.4.8. check _eom

The check_eonruleset is called after the end of a message, its parameter is the mes-
sage size. It can accept or reject the message.
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5.1.4.9. check_em

The check_etrnruleset is passed the parameter of SMTP ETRNcommand. ltcan
accept or reject the command.

5.1.4.10. check_expn

The check_exprruleset is passed the user name parameter SNT® EXPNcom-
mand. Itcan accept or reject the address.

5.1.4.11. check_vrfy

The check_vrfyruleset is passed the user name parameter d3Nf® VRFY com-
mand. Itcan accept or reject the command.

5.1.4.12. clt_featues

Theclt_featureguleset is called with the saws host name before sendmail connects
to it (only if sendmail is compiled with RTTLS or SASL). This ruleset should retus#
followed by a list of options (in general, single characters delimited by white spat®).
return value starts with anything else it is silently ignor€enerally upper case characters
turn off a feature while laver case characters turn it on. Options ‘D’/'M’ cause the client to
not use ANE/MTA-STS, respectely, which is useful to interact with MTAs thatvelro-
ken DANE/MTA-STS setups by simply not using iNote: Thed option intls_clt_features
to turn of DANE does not work when the server does neh@ffer STARTTLS.

5.1.4.13. trust_auth

Thetrust_authruleset is passed the AUTH= parameter ofSNaP MAIL command.
It is used to determine whether thislwe should be trusted. In order to radhis decision,
the ruleset may makuse of the arious${auth_*} macros. Ifthe ruleset does reselvo he
“error” mailer the AUTH= parameter is not trusted and hence not passed on tatthelaye

5.1.4.14. tls_client

Thetls_clientruleset is called when sendmail acts as server: afteARBILS com-
mand has been issued and the TLS handstak performed, and frorwheck_mail. The
parameter is the value &{verify} and SRRTTLS or MAIL, respectiely. If the ruleset
does resole to the “error” mailer the appropriate error code is returned to the client, for
STARTTLS this happens for (most) subsequent commands.

5.1.4.15. tls_serer

Thetls_serverruleset is called when sendmail acts as client afterARETLS com-
mand (should) hae been issuedThe parameter is the value &ffverify}. If the ruleset does
resole to he “error” mailerthe connection is aborted (treated as nonveelble with a per
manent or temporary error).

5.1.4.16. tls_cpt

Thetls_rcptruleset is called each time before a RCPT command is $aetparame-
ter is the current recipient. If the ruleset does reswthe “error” mailer the RCPT com-
mand is suppressed (treated as nonvel@lble with a permanent or temporary errorhis
ruleset allows to require encryption or verification of the recifgeviTA even if the malil is
somehwv redirected to another hoskor example, sending mail tuke@endmail.orgnay
get redirected to a host nameeath.starand hence the tls_semruleset wn't apply. By
introducing per recipient restrictions such attacks (e.g., via DNS spoofing) can be made
impossible. Seef/READMEhow this ruleset can be used.
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5.1.4.17. sv_features

Thesrv_featuresuleset is called with the connecting clisritbst name when a client
connects to sendmail. This ruleset should re$stfollowed by a list of options (in general,
single characters delimited by white spadéYhe return value starts with anything else it is
silently ignored. Generally upper case characters tdra f@fature while lower case charac-
ters turn it on. Option ‘S’ causes the server not terdTARTTLS, which is useful to inter
act with MTAs/MUAs that hae troken SARTTLS implementations by simply notfefing
it. V' turns of the request for a client certificate during the TLS handsh&kptionsA’
and ‘P’ suppress SMTP AUTH and PIPELINING, respatyi ‘c’ is the equiaent to
AuthOptions=p, i.e., it doesnpermit mechanisms susceptible to simple pasatack (e.g.,
PLAIN, LOGIN), unless a security layer is aeti Option ‘I' requires SMTP AUTH for a
connection. OptionsB’, 'D’, 'E’, and 'X' suppress SMTP VERB, DSN, ETRN, and
EXPN, respectiely. If a dient sends one of the (HTTP) commands GBDST, CON-
NECT, or USER the connection is immediately terminated in theviofig cases: if sent as
first command, if sent as first command afteARTTLS, or if the 'h’ option is setOption
'F’ disables SMTP transaction sfufy protection which is enabled by deft. Theprotec-
tion checks for clients which try to send commands withoattimg for the sersr
HELO/EHLO and [ATA response. Optiofn’ causes the seer to accept only CRLF .
CRLF as end of an SMTP message as required by the RFCs which is also a defiesse ag
SMTP smuggling (CVE-2023-51765). Option 'O’ allows the server to accept a single dot
on a line by itself as end of an SMTP message. Option 'g’ instructs the server to fail SMTP
messages which ta a LF without a CR directly before it ("bare LF") by dropping the ses-
sion with a 421 errorOption 'G’ accepts SMTP messages whickéa 'bare LF". Option
'u’ instructs the server to fail SMTP messages whiclele@ without a LF directly after it
("bare CR") by dropping the session with a 421 erfoption 'U’ accepts SMTP messages
which hare a 'bare CR". There is a variant for the options 'u’ and 'g: a '2’' can be
appended to the single charagctemwhich case the server will replace the offending bare CR
or bare LF with a spaceThis allows to accept mail from broken systems, but the message is
modified to aoid SMTP smuggling. If needed, systems with broken SMTP implementa-
tions can be allowed some violations, e.g., a combination of

GUQg2u20
A command like

egep 'Bare.*(CR|LF).*not allowed’ $MAILLOG
can be used to find hosts which send bare CR or LF.
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5.1.4.18. try tls

Thetry tlsruleset is called when sendmail connects to anothek. MIThe argument
for the ruleset is the name of the srvif the ruleset does reselto he “error” mailer
sendmail does not try BRTTLS even if it is offered. Thisis useful to deal with SART-
TLS interoperability issues by simply not using it.

—rSQeeTTmemago Oc W >
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Do not offer AUTH

Offer AUTH (default)

Do not offer VERB

Offer VERB (default)

Do not require security layer for

plaintext AUTH (default)

Require security layer for plaintext AUTH

Do not offer DSN

Offer DSN (default)

Do not offer ETRN

Offer ETRN (default)

Disable transaction stuffing protection

Enforce transaction stuffing protection (default)
Accept "bare LF"s in a message

Do not accept "bare LF"s in a message (default)
Replaceébare LF" in a message with space
Terminate session after HTTP commands

Do not require AUTH (default)

Require AUTH

Accept a single dot on a line by itself

as end of an SMTP message

Require CRLF . CRLF as end of an SMTP message (default)
Do not offer PIPELINING

Offer PIPELINING (default)

Do not offer STARTTLS

Offer STARTTLS (default)

Accept "bare CR"s in a message

Do not accept "bare CR"s in a message (default)
Replacebare CR" in a message with space
Do not request a client certificate

Request a client certificate (default)

Do not offer EXPN

Offer EXPN (default)

Note: the entries marked ag&lefault)” may require that some configuration has been made,
e.g., SMTP AUTH is only\ailable if properly configuredMoreover, mary options can be
changed on a global basis via other settings as explained in this document, e.g., via Daemon-
PortOptions.

The ruleset may return ‘$#temp’ to indicate that there is a temporary problem deter
mining the correct features, e.g., if a map isvaitable. Inthat case, the SMTP serv
issues a temporary failure and does not accept email.

5.1.4.19. tls_sv_features and tls_clt_features

Thetls_clt_featuresuleset is called right before sendmail issuesSRARTTLSom-
mand to another MA and thetls_srv_featureguleset is called when a client sends the
STARTTL®ommand tesendmail The aguments for the rulesets are the host name and IP
address of the other side separatedpfvhich is a metacharacter)'hey should return a



Sendmail Installation and Operation Guide SMM:08-47

list of key=valuepairs separated by semicolons; the list can be empty if no options should be
applied to the connectiorAvailable keys ae and their allowed values are:

Options
A comma separated list of SSL related optioSee ServerSSLOptionand ClientSS-
LOptions for details, as well aSSL_set_optioi8) and note this arning: Options
already set before are not cleared!

CipherList
Specify cipher list for SARTTLS (does not apply to TLSv1.3), seipherg1) for possi-
ble values. Thiverides the globaCipherListfor the session.

CertFile
File containing a certificate.

KeyrFile
File containing the pviete key for the certificate.

Flags
Currently the only valid flags are
R to require a CRL for each encountered certificate durimification (by default a
missing CRL is ignored),
¢ and C which basically clears/sets the optibhSFallbacktoCleafor just this session,
respectiely,
d to turn of DANE which is obviously only valid folls_clt_featuresand requires BNE
to be compiled in.This might be needed in case of a misconfiguration, e.g., specifying
invalid TLSA RRs.

Example:

Stls_srv_features

R$* $| 10.$+ $: cipherlist=HIGH
Notes:

Errors in these features (e.g., unknoveryskor invdid values) are logged and the €ur
rent session is aborted twoid using SARTTLS with features that should Ve keen
changed.

The leys ae case-insensit.
Both CertFile andKeyFile must be specified together; specifying only one is an error.

5.1.4.20. authind

The authinforuleset is called when sendmail tries to authenticate to anoth&r MT
The arguments for the ruleset are the host name and IP address of éheeavated b$|
(which is a metacharacter). It should ret@#nfollowed by a list of tokns that are used for
SMTP AUTH. If the return value starts with anything else it is silently ignored. Eaeimtok
is a tagged string of the form: "TDstring" (including the quotes), where

T Tag which describes the item
D Delimiter: "’ simple text follows

'=’ string is base64 encoded
string \alue of the item

Valid values for the tag are:
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U user (authorization) id
I authentication id

P password

R realm

M

list of mechanisms delimited by spaces

If this ruleset is defined, the opti@efaultAuthinfo is ignored (gen if the ruleset does not
return a “useful’ result).

5.1.4.21. queuegup

The queuegroupruleset is used to map a recipient address to a queue group name.
The input for the ruleset is the recipient address (i.e., the address part of thedragulk)
The ruleset should retur$¥# followed by the name of a queue group.the return alue
starts with aything else it is silently ignored. See the section about “Queue Groups and
Queue Directoriesf or further information.

5.1.4.22. geet_pause

Thegreet_pauseuleset is used to specify the amount of time to pause before sending
the initial SMTP 220 greeting. Thegaments for the ruleset are the host name and IP
address of the client separated $§y(which is a metacharacter). If araffic is receved
during that pause, an SMTP 554 rejection respons&éa gistead of the 220 greeting and
all SMTP commands are rejected during that connecfitiis helps protect sites from open
proxies and SMTP slammers. The ruleset should réiffollowed by the number of mil-
liseconds (thousandths of a second) to pause. If the redlure starts with anything else or
is not a numbeit is silently ignored. Note: this ruleset is novaked (and hence the feature
is disabled) when smtps (SMTRep SSL) is used, i.e., the modifier is set for the daemon
via DaemonPortOptions because in this case the SSL handshakerformed before the
greeting is sent.

5.1.5. IPCmailers

Some special processing occurs if the ruleset zero essedvan IPC mailer (that is, a
mailer that has “[IPC]" listed as thea# in theM configuration line. The host name passed
after “$@” has MX expansion performed if not @eting via a named socket; this looks the
name up in DNS to find alternate detiy sites.

The host name can also beded as a dotted quad or an IPv6 address in square brack-
ets; for example:

[128.32.149.78]
or
[IPv6:2002:c0a8:51d2::23f4]
This causes direct ceersion of the numeric value to an IP host address.

The host name passed in after the “$@” may also be a colon or comma separated list of
hosts. Eaclis separately MX xpanded and the results are concatenated te rieakentially)
one long MX list. Hosts separated by a commavdghe same MX preference, and for each
colon separated host the MX preference is increased. The intent here is to edesté1X%
records that are not published in DNS fowge internal networks.

As a final special case, the host name can be passed in as a text string in square brackets:
[ucbvax.berkele.edu]

This form aoids the MX mapping.N.B.: This is intended only for situations whgpu have a
network fiewall or other host that will do special processing for all your mail, so that your MX
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record points to a gateway machine; this rhawe could then do direct delivery to rhaes
within your local domain. Use of this featutirectly violates RFC 1123 section 5.3.5: it should
not be used lightly.

5.2. D— Define Macro

Macros are named with a single character or withoedvin {braces}. The name&*’ and

“{x}' ' denote the same macro foveey single characterx’’. Single character names may be
selected from the entire ASCII set, but udefined macros should be selected from the set of upper
case letters onlyLower case letters and special symbols are used interhalhyg names lggnning

with a lowver case letter or a punctuation character are reserved for use by sendmaitdsfinesbr
long macro names should begin with an upper case letter.

The syntax for macro definitions is:
Dx val

wherex is the name of the macro (which may be a single character ordaimvbraces) andal is
the value it should v@. There should be no spacesagi that do not actually belong in the macro
value.

Macros are interpolated using the constfictwherex is the name of the macro to be inter

polated. Thisnterpolation is done when the configuration file is readept inM lines. Thespe-
cial construct&x can be used iR lines to get deferred interpolation.

Conditionals can be specified using the syntax:
$7x textl $| text2 $.

This interpolategextl if the macro$x is set and non-null, antxt2 otherwise. The'else” ($))
clause may be omitted.

The following macros are defined and/or used internallgdaydmailfor interpolation into

argv’s for mailers or for other contts. Theones marked t are information passed into sendfinail
the ones marked % are information passed both in and out of sendmail, and theednmaaos are
passed out of sendmail but are not otherwise used interff&lse macros are:

$a
$b
$c

$d

Theorigination date in RFC 822 format. This is extracted from the Date: line.
Thecurrent date in RFC 822 format.

Thehop count. This is a count of the number of Reskilines plus the value of théh com-
mand line flag.

Thecurrent date in UNIX (ctime) format.

$et (Obsoleteuse SmtpGreetingMessage option instead.) The SMTP entry message. This is

$f
$g

$h

printed out when SMTP starts up. The first word must béjttmacro as specified by RFC
821. Dehults to “$j Sendmail $v ready at $b”. Commonly redefined to include the configu-
ration version numbee.g., “$j Sendmail $v/$Z ready at $b”

Theernvelope sender (from) address.

Thesender address rehati o the recipient.For example, if$f is “foo”, $gwill be “host!foo”,
“foo@host.domain”, or whater is gopropriate for the receiving mailer.

Therecipient host. This is set in ruleset 0 from the $@ field of a parsed address.
Thequeue id, e.g., “f344MXxp018717".

1%As of version 8.6, all of these macrosdaeasonable dafilts. Preious versions required that shise cefined.
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$jF The“official” domain name for this site. This is fully qualified if the full qualification can be
found. Itmustbe redefined to be the fully qualified domain name if your system is not con-
figured so that information can find it automatically.

$k  TheUUCP node name (from the uname system call).

$IT  (Obsoleteuse UnixFromLine option instead.) The format of the UNIX from litnless
you hare changed the UNIX mailbox format, you should not change thauttefwhich is
“From $g $d".

$m Thedomain part of thgethostnameeturn \alue. Undemormal circumstance$yj is equv-
alent to$w.$m

$nt Thename of the daemon (for error messages). Defaults to “MAILER-DAEMON”.

$ot (Obsoleteuse OperatorChars option insteadfe set of “operators” in addresses list of
characters which will be considered ¢ols and which will separate tokens when doing pars-
ing. For example, if “@” were in th&o macro, then the input “a@b” would be scanned as
three tokens: “a," @, and “b” Defaults to “.:@[]", which is the minimum set necessary to
do RFC 822 parsing; a richer set of operators is “.:%@!/[]", which adds support for,UUCP
the %-hack, and X.400 addresses.

$p  Sendmaif process id.

$r  Protocolused to recee the message. Set from th@ command line flag or by the SMTP
server code.

$s  Sendes host name.Set from the-p command line flag or by the SMTP server code (in
which case it is set to the EHLO/HELO parameter).

$t A numeric representation of the current time in the format YYYYMMDDHHmMmM (4 digit
year 1900-9999, 2 digit month 01-12, 2 digit day 01-31, 2 digit hours 00-23, 2 digit minutes
00-59).

$u  Therecipient user.

$v  Theversion number of theendmaibinary.

$wE Thehostname of this site. This is the root name of this host (but see toeloaveats).

$x  Thefull name of the sender.

$z  Thehome directory of the recipient.

$ Thevalidated sender address. See &l&dient_resolve}

${addr_type}
The type of the address which is currently beingriteen. Thismacro contains up to three
characters, the first is either ‘e’ or ‘h’ forwvope/header address, the second is a space, and
the third is either ‘s’ or ‘r’ for sender/recipient address.

${alg_bits}
The maximum kylength (in bits) of the symmetric encryption algorithm used for a TLS con-
nection. Thiamay be less than thefeftive keylength, which is stored ii{cipher_bits}, for
“ export controlled’algorithms.

${auth_authen}
The clients authentication credentials as determined by authentication (only set if success-
ful). Theformat depends on the mechanism used, it might be just ‘user’, or ‘user@realm’, or
something similar (SMTP AUTH only).

${auth_author}
The authorization identifyi.e. the AJTH= parameter of th&éMTP MAIL command if sup-
plied.
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${auth_type}
The mechanism used for SMTP authentication (only set if successful).

${auth_ssf}
The keylength (in bits) of the symmetric encryption algorithm used for the security layer of a
SASL mechanism.

${bodytype}
The message body type (7BIT or 8BITMIME), as determined from thaogre.

${cert_fp}
The fingerprint of the presented certificate ABTTLS only). Note: this macro is only
defined if the optioiCertFingerprintAlgorithm is set, in which case the specified fingerprint
algorithm is used. The valid algorithms depend on the OpenSSL version, but usually md5,
shal, and sha256 areadable. See

openssl dgst -h
for a list.

${cert_issuer}
The DN (distinguished name) of the CA (certificate authority) that signed the presented cer
tificate (the cert issuer) (STARTTLS only).

${cert_md5}
The MD5 hash of the presented certificate ABTTLS only). Note: this macro is only
defined if the optioiCertFingerprintAlgorithm is not set.

${cert_subject}
The DN of the presented certificate (called the cert subject) (STARTTLS only).

${cipher}
The cipher suite used for the connection, e.g., EDH-DSS-DES-CBC3-SHA, EDH-RSA-DES-
CBC-SHA, DES-CBC-MD5, DES-CBC3-SHA (STARTTLS only).

${cipher_bits}
The efective keylength (in bits) of the symmetric encryption algorithm used for a TLS con-
nection.

${client_addr}
The IP address of the SMTP client. IPv6 addresses are tagged with "IPv6:" before the
address. Defineith the SMTP server only.

${client_connections}
The number of open connections in the SMTP server for the client IP address.

${client_flags}
The flags specified by the Modifier= part ©fientPortOptions where flags are separated
from each other by spaces and upper case flags are dodilatlis, Modifier=hA will be
represented as "h AA" i&{client_flags} which is required for testing the flags in rulesets.

${client_name}
The host name of the SMTP client. This may be the ctidnd’cketed IP address in the form

not resolvable, or if it is resolvable but the IP address of the resolved hostnamé massn’
the original IP address. Defined in the SMTP server. 0B alsdb{client_resolve}

${client_port}
The port number of the SMTP client. Defined in the SMTP server only.

${client_ptr}
The result of the PTR lookup for the client IP address. Note: this is the same as
${client_name}if and only if${client_resolve}is OK. Defined in the SMTP server only.
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${client_rate}
The number of incoming connections for the client IP addreastioe time interval specified
by ConnectionRateWindowSize.

${client_resolve}
Holds the result of the res@all for ${client_name}. Possible values are:

OK resohed successfully

FAIL permanentookup failure

FORGED forvard lookup doeshmatch rererse lookup
TEMP temporaryookup failure

Defined in the SMTP server onlgendmailperforms a hostname lookup on the IP address of
the connecting clientNext the IP addresses of that hostname are looked up. If the client IP
address does not appear in that list, then the hostname is maybe. fdhisis reflected as

the value FORGED fads{client_resolve}and it also shows up #_as "(may be forged)".

${cn_issuer}
The CN (common name) of the CA that signed the presented certific®&BTSIS only).
Note: if the CN cannot be extracted properly it will be replaced by one of these strings based
on the encountered error:

BadCertificateContainsNUL  Cbbntains a NUL character
BadCertificatedolLong CNis too long
BadCertificateUnknon CNcould not be extracted

In the last case, some other (unspecific) error occurred.

${cn_subject}
The CN (common name) of the presented certificatARITLS only). See${cn_issuer}
for possible replacements.

${currHeader}
Header ®alue as quoted string (possibly truncateM®XNAME ). Thismacro is only gail-
able in header check rulesets.

${daemon_addr}
The IP address the daemon is listening on for connections.

${daemon_family}
The network family if the daemon is accepting network connectiBossible values include
“inet”, “inet6”, “iso”, “ns”, “x.25"
${daemon_flags}
The flags for the daemon as specified by the Modifier= p&raemonPortOptionswhereby
the flags are separated from each other by spaces, and upper case flags are doubled. That is,
Modifier=Ea will be represented as "EE a'$ftaemon_flags} which is required for testing
the flags in rulesets.

${daemon_info}
Some information about a daemon as at tetring. For example, “SMTP+queue-
ing@00:30:00".

${daemon_name}
The name of the daemon frobaemonPortOptions Name= suboptionlf this suboption is
not set, "Daemon#", where # is the daemon nunibesed.

${daemon_port}
The port the daemon is accepting connection dnlessDaemonPortOptionsis set, this
will most likely be “25”.

${deliveryMode}
The current deliery mode sendmail is using. It is initially set to thelue of the
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DeliveryMode option.

${dsn_envid}
The enelope id parameter (ENVID=) passed to sendmail as part of tretope.
${dsn_notify}
Value of DSN NOTIFY= parameter (ner, success, failure, delagr empty string).
${dsn_ret}
Value of DSN RET= parameter (hdrs, full, or empty string).
${envid}
The ewelope id parameter (ENVID=) passed to sendmail as part of treope.
${hdrlen}
The length of the headealue which is stored in ${currHeader} (before possible truncation).
If this value is greater than or equaM&XNAME the header has been truncated.
${hdr_name}
The name of the header field for which the current header check ruleset has beebailed.
is useful for a default header check ruleset to get the name of the header; the macro is only
awailable in header check rulesets.
${if_addr}
The IP address of the intade of an incoming connection unless it is in the loopback net.
IPv6 addresses are tagged with "IPv6:" before the address.
${if addr_out}
The IP address of the intade of an outgoing connection unless it is in the loopback net.
IPv6 addresses are tagged with "IPv6:" before the address.
${if_family}
The IP family of the interface of an incoming connection unless it is in the loopback net.
${if_family_out}
The IP family of the interface of an outgoing connection unless it is in the loopback net.
${if_name}
The hostname associated with the interface of an incoming conneg@tiigmmacro can be
used for SmtpGreetingMessage and HRestkfor virtual hosting.For example:

O SmtpGreetingMessage=$?{if name}${if_name}$|$j$. MTA

${if_name_out}
The name of the interface of an outgoing connection.
${load_avg}
The current loadwarage.
${mail_addr}
The address part of the resolved triple of the address for the SMTP MAIL command.
Defined in the SMTP server only.

${mail_host}
The host from the resadd triple of the addresswgh for theSMTP MAIL command. Defined
in the SMTP server only.

${mail_mailer}
The mailer from the resolved triple of the addressrgifor the SMTP MAIL command.
Defined in the SMTP server only.

${msg_id}
The value of the Message-Id: header.
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${msg_size}

The value of the SIZE= parametée., usually the size of the message (in an ESMTP dia-
logue), before the message has been collected, thereafter the message size as computed by
sendmailand can be used in check_compat).

${nbadrcpts}

The number of bad recipients for a single message.

${nrcpts}

The number of validated recipients for a single messhigee: since recipient validation hap-
pens aftecheck_rcpthas been called, the value in this ruleset is one less than what might be
expected.

${ntries}

The number of delery attempts.

${opMode}

The current operation mode (from thie flag).

${quarantine}

The quarantine reason for theseliope, if it is quarantined.

${queue_interval}

The queue run interval\gn by the—q flag. For example,—q30m would set${queue_inter-
val} to “00:30:00".

${rcpt_addr}

The address part of the resolved triple of the addre®s fir the SMTP RCPTcommand.
Defined in the SMTP server only after a RCPT command.

${rcpt_host}

The host from the resolved triple of the addresergior theSMTP RCPTcommand. Defined
in the SMTP server only after a RCPT command.

${rcpt_mailer}

The mailer from the resobd triple of the addresswgh for the SMTP RCPTcommand.
Defined in the SMTP server only after a RCPT command.

${server_addr}

The address of the server of the current outgoing SMTP conne€&ioi.MTP delivery the
macro is set to the name of the mailéonly if sendmail is compiled with &RTTLS or
SASL.)

${server_name}

The name of the server of the current outgoing SMTP or LMTP connedtoty if send-
mail is compiled with STARTTLS or SASL.)

${time}

The output of théime(3) function, i.e., the number of seconds since 0 hours, 0 minutes, 0 sec-
onds, January 1, 1970, Coordinatedvdrsal Time (UTC).

${tls_version}

The TLS/SSL version used for the connection, e.g., TLSv1.2, TLSv1; defined afBf-ST
TLS has been used.

${total_rate}

The total number of incoming connectiongeothe time interval specified by Connection-
RateWindowSize.

${verify}

The result of the erification of the presented cert; only defined afteARSIITLS has been
used (or attempted). Possible values are:
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TRUSTED \erification via DANE succeeded.

DANE_FAIL verification via DANE failed.

DANE_TEMP erification via DANE failed temporarily.
DANE_NOTLSDANE required but STARTTLS was notailable.

OK verification succeeded.

NO nocert presented.

NOT no cert requested.

FAIL cert presented but could not be verified,
e.g., the signing CA is missing.

NONE STARTTLS has not been performed.

CLEAR STARTTLS has been disabled internally
for a clear text delery attempt.

TEMP temporaryerror occurred.

PROTOCOL someprotocol error occurred
at the ESMTP ledl (not TLS).
CONFIG tls_* featurefailed due to a syntax error.
SOFTWARE STARTTLS handshadfailed,
which is a fatal error for this session,
the e-mail will be queued.

There are three types of dates that can be uFked$a and$b macros are in RFC 822 for
mat; $ais the time as»aracted from the “Date:” line of the message (if there was one)$lamsl
the current date and time (used for postmark)o “Date:” line is found in the incoming message,
$ais set to the current time als@he $d macro is equiaent to the$b macro in UNIX (ctime) for
mat.

The macro$w, $j, and $m are set to the identity of this hostendmaitries to find the fully
qualified name of the host if at all possible; it does this by cajjtgpstnamé?) to get the current
hostname and then passing thati¢thostbynam) which is supposed to return the canonieat v

sion of that host namé.Assuming this is successfdj is set to the fully qualified name afich is
set to the domain part of the nameefgthing after the first dot).The $w macro is set to the first
word (everything before the first dot) if you tx@ a kevd 5 or higher configuration file; otherwise, it
is set to the same value $s If the canonification is not successful, it is impemthat the config

file set$j to the fully qualified domain nartfe

The $f macro is the id of the sender as originally determined; when mailing to a specific host
the $g macro is set to the address of the semelative to the ecipient. For example, if | send to
“bollard@matisse.CS.Berkgl&DU” from the machine “angogh.CS.BerkejeEDU” the $f macro
will be “eric” and the$g macro will be “eric@vangogh.CS.BerkgleDU.”

The$x macro is set to the full name of the sendEtis can be determined inveeal ways. It
can be passed as flaggendmail It can be defined in thEAME environment \ariable. Thethird
choice is the value of the “Full-Name:” line in the header iiists, and the fourth choice is the
comment field of a “From:” line. If all of these fail, and if the message is being originated locally
the full name is looked up in thetc/passwidile.

When sending, th&h, $u, and $z macros get set to the host, ys#rd home directory (if
local) of the recipient. The first tware set from thé@ and$: part of the rewriting rules, respec-
tively.

YFor example, on some systergethostnamenight return “foo” which would be mapped to “foo.bar.com”dghostbyname
¥Older versions of sendmail didrgre-definesj at all, so up until 8.6, config filedwayshad to defing;.
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The $p and $t macros are used to create unique strings (e.g., for the “Message-Id:” field).
The $i macro is set to the queue id on this host; if put into the timestamp line it cairdraedy
useful for tracking message$he $v macro is set to be the version numbeseafdmail this is nof
mally put in timestamps and has beenvpnoextremely useful for debugging.

The $c field is set to the “hop couhti,.e., the number of times this message has been pro-
cessed. Thisan be determined by thdn flag on the command line or by counting the timestamps
in the message.

The $r and$sfields are set to the protocol used to communicate seitfimailand the send-
ing hostname.They can be set together using the command line flag or separately using thé
or —oM flags.

The$_is set to a alidated sender host name. If the sender is running an RFC 1413 compli-
ant IDENT serer and the receér has the IDENT protocol turned on, it will include the user name
on that host.

The ${client_name}, ${client_addr}, and ${client_port} macros are set to the name,
address, and port number of the SMTP client whovisking sendmailas a sersr. These can be
used in theheck_*rulesets (using th®& deferred ealuation form, of course!).

5.3. Cand F — Define Classes

Classes of phrases may be defined to match on the left hand siggitrigerules, where a
“phrase” is a sequence of characters that does not contain space chaFactertample a class of
all local names for this site might be created so that attempts to send to oneself can be eliminated.
These can either be defined directly in the configuration file or read in from anoth@ldidses are
named as a single letter or a word in {braces}. Class nhames beginning with lower case letters and
special characters are reserved for system Q#asses defined in config files may beeginames
from the set of upper case letters for short names or beginning with an upper case letter for long
names.

The syntax is:

Ccphrasel phrase2...

Fcfile

Fc |program

Fc[mapley@mapclass:mapspec
The first form defines the clas$o match ay of the named wrds. Ifphraselor phraseZs another
class, e.g.$=S, the contents of clasSare added to class It is permissible to split them among
multiple lines; for example, the twforms:

CHmonet ucbmonet
and

CHmonet
CHucbmonet

are equidlent. The*F” forms read the elements of the clafsom the namedile, program, or
map specification Each element should be listed on a separate linepecify an optional file, use
“ —0” between the class name and the file name, e.g.,

Fc —o /path/toffile

If the file cant be wsed,sendmailwill not complain but silently ignore it. The map form should be
an optional mapdy, an at gn, and a map class folled by the specification for that magxam-
ples include:

F{VirtHosts}@Idap:—k (&(objectClass=virtHosts)(host=*)) —v host
F{MyClass}foo@hash:/etc/mail/classes
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will fill the class $={VirtHosts} from an LDAP map lookup an&={MyClass} from a hash
database map lookup of theyfoo. There is also a built-in schema that can be accessed by only

specifying:
F{ClassNamp@LDAP
This will tell sendmail to use the default schema:

-k (&(objectClass=sendmailMRClass)
(sendmailMRClassName€lassNamg
(I(sendmailMRACluster=${sendmailMACluster})

(sendmailMTAHost=$%j)))

-v sendmailMRClassValue

Note that the lookup is only done when sendmail is initially started.

Elements of classes can be accessed in rules @isimg $. The $~ (match entries not in
class) only matches a single word; multi-word entries in the class are ignored in this context.

Some classes b@ internal meaning teendmail

$=e containghe Content-fansferEncodings that can be-87 hit encoded. It is predefined to
contain “7hit”, “8bit”, and “binary”.

$=k setto be the same &k, that is, the UUCP node name.

$=m  setio the set of domains by which this host is known, initially $umst

$=n canbe set to the set of MIME body types that cavenbe aght to se&en bit encoded. It
defaults to “multipart/signed”. Message types “message/*” and “multipart/*” awerne
encoded directly Multipart messages arewalys handled recurggly. The handling of
message/* messages are controlled by dlass

=q A set of Contentlpes that will neer be encoded as base64 (if thbaveto be encoded,
they will be encoded as quoted-printable). It caveha@imary types (e.g., “t¢”) or full
types (such as “text/plain”).

$=s containghe set of subtypes of message that can be treated velsur&y default it con-
tains only “rfc822”. Other “message/*” types cannot be, 8 bit encoded. If a message
containing eight bit data is sent to aeebit host, and that message cannot be encoded
into seven hits, it will be stripped to 7 bits.

$=t setto the set of trusted users by fheonfiguration line. If you want to read trusted users
from a file, usé-t/file/name

$=w  setto be the set of all names this host is known Byis can be used to match local host-
names.

$={persistentMacros}
set to the macros that should beeshacross queue runs. Care should be taken when
adding macro names to this class.

Sendmaitan be compiled to alloa scan(3) string on thd- line. Thislets you do simplistic
parsing of text files.For example, to read all the user names in your sygetafipasswdile into a
class, use

FL/etc/passwd %[]
which readseery line up to the first colon.

5.4. E— Set or Propagate Environment Variables
E configuration lines set or propagate environment variables into children.
Ename
will propagate the named variable from thevimnment whensendmailwas invoked into ary
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children it calls;
Enamesvalue

sets the named variable to the indicatalll®. Ary variables not explicitly named will not be in the
child environment.

5.5. M— Define Mailer
Programs and interfaces to mailers are defined in this line. The format is:
Mname {field=value}*

where nameis the name of the mailer (used internally only) and the “field=name” pairs define
attributes of the mailerFelds are:

Pah Thepathname of the mailer

Flags Specidlags for this mailer

Sender Reriting set(s) for sender addresses
Recipient Revriting set(s) for recipient addresses
recipients Maximummumber of recipients per egope
Argv Anargument vector to pass to this mailer

Eol Theend-of-line string for this mailer

Maxsize Themaximum message length to this mailer
maxmessages  Thmeaximum message dedries per connection
Linelimit Themaximum line length in the message body
Directory Theworking directory for the mailer

Userid Thedefault user and group id to run as

Nice Thenice(2) increment for the mailer

Charset Thelefault character set for 8-bit characters
Type Type information for DSN diagnostics

Wait Themaximum time to wait for the mailer
Queugroup Thedefault queue group for the mailer

/ The root directory for the mailer

Only the first character of the field name is checkes @tse-sensitie).

The folloving flags may be set in the mailer descriptidmy other flags may be used freely
to conditionally assign headers to messages destined for particular mailers. Flags marked with T are
not interpreted by theendmailbinary; these are the ogamtionally used to correlate to the flags
portion of theH line. Flagsmarked with ¥ apply to the mailers for the sender address rather than
the usual recipient mailers.

a Run Extended SMTP (ESMTP) protocol (defined in RFCs 1869, 1652, and 1B78)flag
defaults on if the SMTP greeting message includes the word “ESMTP”.

A Look up the user (address) part of the resolved mailer triple, in the alias datslbaselly
this is only set for local mailers.

b  Force a blank line on the end of a message. This is intended to work around someestupid v
sions of /bin/mail that require a blank linaitldlo not provide it themsedg. Itwould not nor
mally be used on network mail.

B  Strip leading backslashes (\)faff the address; this is a subset of the functionality of freg.

¢ Do notinclude comments in addresses. This should only be used if yeuhaork around a
remote mailer that gets confused by comments. This strips addresses of the form “Phrase
<address>" or “address (Comment)” down to just “address”.

Ct If mail isreceivedfrom a mailer with this flag set, waddresses in the header that do netha
an at sign ("@") after being rewritten by ruleset three willehthe “@domain” clause from
the sender er@lope address tacked on. This allows mail with headers of the form:
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From: usera@hosta
To: userb@hostb, userc

to be rewritten as:

From: usera@hosta
To: userb@hostb, userc@hosta

automatically Howeve, it doesnt really work reliably.

Do not include angle brackets around route-address syntax addresses. This is useful on mailers
that are going to pass addresses to a shell that might interpret angitseackO redirection.
However, it does not protect against other shell metacharacters. Therefore, passing addresses
to a shell should not be considered secure.

Thismailer wants a “Date:” header line.

This mailer is gpensve  connect to, so try tovaid connecting normally; annecessary con-
nection will occur during a queue run. See also optioliExpensive.

Escape lines beginning with “Frorhin the message with a >’ sign.

The mailer wants af fromflag, but only if this is a network forward operation (i.e., the mailer
will give an error if the executing user does not & ecial permissions).

Thismailer wants a “From:” header line.

Normally, sendmailsends internally generated email (e.g., error messages) using the null
return address as required by RFC 11Pwever, some mailers dom’accept a null return
address. lhecessaryyou can set thg flag to preent sendmailfrom obeying the standards;
error messages will be sent as from the MAILER-DAEMON (actudily value of thebn
macro).

Upper case should be preserved in host names (the $@ portion of the mailer tripletiresolv
from ruleset 0) for this mailer.

Do User Database rewriting onv&ope sender address.

This flag is deprecated and will be rerad from a future @rsion. Thismailer will be speak-
ing SMTP to anothesendmail— as sich it can use special protocol featurgsis flag should
not be used except for debugging purposes because ¥EBE as SMTP command.

Do User Database rewriting on recipients as well as senders.

Normally whensendmailconnects to a host via SM;TP checks to mad sure that this ist’
accidentally the same host name as might hapmamdmails misconfigured or if a long-haul
network interface is set in loopback modehis flag disables the loopback check. It should
only be used under very unusual circumstances.

Currently unimplemented. Reserved for chunking.
This mailer is local (i.e., final detry will be performed).

Limit the line lengths as specified in RFC 821. This deprecated option should be replaced by
theL= mail declaration.For historic reasons, thie flag also sets théflag.

This mailer can send to multiple users on the same host in one trans&¢hien.a$u macro
occurs in theargv part of the mailer definition, that field will be repeated as necessary for all
qualifying users.Remawing this flag can defeat duplicate suppression on a remote site as each
recipient is sent in a separate transaction.

Thismailer wants a “Message-Id:” header line.
Do not insert a UNIX-style “From” line on the front of the message.

Always run as the owner of the recipient mailbd¥ormally sendmailruns as the sender for
locally generated mail or as “daemon” (actuatlye user specified in the option) when
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delivering network mail. The normal bebiar is required by most local mailers, which will
not allov the enelope sender address to be set unless the mailer is running as daeison.
flag is ignored if th& flag is set.

Use the route-addr stylevase-path in the SMTBMTP MAIL command rather than just the
return address; although this is required in RFC 821 section 3.3, lmats do not process
reverse-paths properlyRevese-paths are officially discouraged by RFC 1123.

Thismailer wants a “Return-Path:” line.

When an address that resolves to this maileeiigied (SMTP VRFY command), generate 250
responses instead of 252 responses. This will imply that the address is local.

Same ad, but sends ar flag.

Open SMTP connections from a “secure” port. Secure portstdemture, that is) except on
UNIX machines, so it is unclear that this addgthimg. sendmailmust be running as root to
be able to use this flag.

Srip quote characters (" and \f of the address before calling the mailer.

Don't reset the userid before calling the mailéhis would be used in a secureveonment
wheresendmailran as root. This could be used tmid forged addresses. If thd= field is
also specified, this flag causes the effectser id to be set to that user.

Upper case should be preserved in user names for this.nfaé@dards require presaion

of case in the local part of addresses, except for those address for which your system accepts
responsibility RFC 2142 pruides a long list of addresses which should be case insengiti

you use this flag, you may be violating RFC 21Ate that postmaster isvadys treated as a

case insensite aldress rgardless of this flag.

This mailer wants UUCP-style “From” lines with the ugly “remote from <host>" on the end.

The user must va a \alid account on this machine, i.gggpwnammust succeed. If not, the
mail is bounced. See also tMailboxDatabase option. Thisis required to get “.forard”
capability.

Ignore long term host status information (see Section "Persistent Host Status Information™).
Thismailer wants a “Full-Name:” header line.

This mailer vants to use the hidden dot algorithm as specified in RFC 821; basinglline
beginning with a dot will hee an extra dot prepended (to be stripped at the other eflis
insures that lines in the message containing a dot will not terminate the message prematurely.

Run Local Mail Transfer Protocol (LMTP) betwesandmailand the local mailerThis is a
variant on SMTP defined in RFC 2033 that is specifically designed famedeto a local mail-
box.

Apply DialDelay (if set) to this mailer.

Don't look up MX records for hosts sent via SMTP/LMTBo not apply FallbackMXhost
either.

Srip null characters (\0’) when sending to this mailer.

Don’'t use ESMTP een if offered; this is useful for brek systems that offer ESMTP bailf
on EHLO (without receering when HELO is tried next).

Extend the list of characters a@nted to =XX notation when cesrting to Quoted-Printable to
include those that donimap cleanly between ASCII and EBCDIC. Useful if yowd&dBM
mainframes on site.

If no diases are found for this address, pass the address through ruleset 5 for possible alternate
resolution. Thigs intended to forward the mail to an alternateveg}i spot.
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Strip headers to sen bits.

Srip all output to seen hits. Thisis the default if thel flag is set. Note that clearing this
option is not sufficient to get full eight bit data passed thraggidmail If the7 option is set,
this is essentially alays set, since the eighth bit was stripped on inNdte that this option
will only impact messages that ditlhave8 - 7 bit MIME conversions performed.

8 If set, it is acceptable to send eight bit data to this mailer; the usual attempt te 7dbit8
MIME corversions will be bypassed.

9 If set, dolimited 7 - 8 bit MIME conversions. Theseorversions are limited to text/plain data.

Check addresses to see if yhbegn with “iinclude:”; if they do, corvert them to the
“*include*” mailer.

Check addresses to see ifyhmgn with a ‘|'; if they do, corvert them to the “prog” mailer.

~ —

Check addresses to see ifyl®egn with a ‘/’; if they do, corvert them to the “*file*” mailer.
@ Look up addresses in the user database.

% Do not attempt deliery on initial receipt of a message or on queue runs unless the queued
message is selected using one of the -ql/-gR/-gS queue run modifiers or an ETRN request.

I Disable an MH hack that drops arpécit From: header if it is the same as what sendmail
would generate.

Configuration files prior to el 6 assume theA', ‘w’, ‘5", ", /', /', and ‘@’ options on the
mailer named “local”.

The mailer with the special name “error” can be used to generate a useTagdoptional)
host field is an»at status to be returned, and the user field is a message to be printed. The exit sta-
tus may be numeric or one of the values USAGE, NOUSER, NOHOSAVAILABLE, SOFT
WARE, TEMPFAIL, PROTOCOL, or CONFIG to return the corresponding EXit €ode, or an
enhanced error code as described in RFC 1BABanced Mail System Status CodEsr example,
the entry:

$#error $@ NOHOST $: Host unknown in this domain

on the RHS of a rule will cause the specified error to be generated and the “Host unknown” exit sta-
tus to be returned if the LHS matches. This mailer is only functional in rulesets 0, 5, or one of the
check_* rulesets. The host field can also contain the speciah tpkarantine which instructs
sendmail to quarantine the current message.

The mailer with the special name “discard” causesnaail sent to it to be discarded but oth-
erwise treated as though it were successfullweleld. Thismailer cannot be used in ruleset 0O,
only in the various address checking rulesets.

The mailer named “localfnustbe defined inwery configuration file. This is used to dedf
local mail, and is treated specially inveal ways. Additionally three other mailers named “prog”,
“*file*”, and “*include*” may be defined to tune the dediry of messages to programs, files, and
;include: lists respectély. They default to:

Mprog, P=/bin/sh, F=IsoDq9, T=DNS/RFC822/X-Unix, A=sh —c $u
M*file*, P=[FILE], F=IsDFMPEouq9, T=DNS/RFC822/X-Unix, A=FILE $u
M*include*, P=/dev/null, F=su, A=INCLUDE $u

Builtin pathnames are [FILE] and [IPC], the former is used fovdslito files, the latter for
delivery via interprocess communicatiofror mailers that use [IPC] as pathname the argumect v
tor (A=) must start with TCP or FILE for deéry via a TCP or a Unix domain sagtk If TCP is
used, the second argument must be the name of the host to c@ytanally a third argument can
be used to specify a port, the default is smtp (port 25). If FILE is used, the segonetar must
be the name of the Unix domain socket.
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If the argument gctor does not contain $u theendmailwill speak SMTP (or LMTP if the
mailer flag z is specified) to the mailer.

If no Eol field is defined, then the default is "\r\n" for SMTP mailers and "\n" of others.

The Sender and Recipientamdting sets may either be a simple ruleset id or may loeide
separated by a slash; if so, the firstnigng set is applied to eelope addresses and the second is
applied to headers. Settingyavalue to zero disables corresponding mailer-specific rewriting.

The Directory is actually a colon-separated path of directories.té¢dryexample, the defini-
tion “D=%z:/” first tries to ®ecute in the recipierd’home directory; if that is notvailable, it tries to
execute in the root of the filesystem. This is intended to be used only on the “prog”, mader
some shells (such ash refuse to recute if they cannot read the current director§ince the queue
directory is not normally readable by unprivileged usstsscripts as recipients can fail.

The Userid specifies the default user and group id to runvagjding the DefaultUser
option (g.v). If theSmailer flag is also specified, this user and group will be set asféoéivef Lid
and gid for the process. This may bgepi as user:groupto set both the user and group id; either
may be an iniger or a symbolic name to be looked up infghsswdandgroupfiles respectiely. If
only a symbolic user name is specified, the group id irpésswdfile for that user is used as the
group id.

The Charset field is used when eeming a message to MIME; this is the character set used
in the Content-Type: headelf this is not set, th®efaultCharSet option is used, and if that is not
set, the value “unknown-8bit” is usedVARNING: this field applies to the sendertailer, not the
recipients mailer. For example, if the erlope sender address lists an address on the locabmetw
and the recipient is on an external network, the character set will be set from the Charset= field for
the local network mailenot that of the external network mailer.

The Type= field sets the type information used in MIME error messages as defined by RFC
1894. ltis actually three values separated by slashes: the MTA-type (that is, the descriptian of ho
hosts are named), the address type (the description of e-mail addresses), and the diagnostic type (the
description of error diagnostic codes). Each of these must loggstered value or begin with “X-".

The default is “dns/rfc822/smtp”.

The m= field specifies the maximum number of messages to attemptvie dalia sngle
SMTP or LMTP connection. The default is infinite.

The r= field specifies the maximum number of recipients to attempt terdiglia dngle
ervelope. ltdefaults to 100.

The /= field specifies a neroot directory for the mailerThe path is macroxpanded and
then passed to the “chroot” system call. The root directory is changed before the Directory field is
consulted or the uid is changed.

The Wait= field specifies the maximum time taiwfor the mailer to return after sending all
data to it. This applies to mailers thatbdeen forked bygendmail

The Queugroup= field specifies the default queue group in which vedanail should be
gueued. Thigan be werridden by other means agptained in section “Queue Groups and Queue
Directories”.

5.6. H— Define Header

The format of the header lines tre@ndmailinserts into the message are defined byHhe
line. Thesyntax of this line is one of the following:

Hhname htemplate

H[?mflag®]hname htemplate
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H[?$macro}?]hname htemplate

Continuation lines in this spec are reflected directly into the outgoing mesEagbtemplateis
macro-epanded before insertion into the message. Ifniflags(surrounded by question marks)

are specified, at least one of the specified flags must be stated in the mailer definition for this header
to be automatically outputlf a ${macro} (surrounded by question marks) is specified, the header
will be automatically output if the macro is set. The macro may be set ugmgf éime normal
methods, including using theacro storage map in a ruleset. If one of these headers is in the input

it is reflected to the outputgardless of these flags or macrdsotice: If a${macro}is used to set a

header then it is useful to add that macro to cl&spersistentMacros}jwhich consists of the
macros that should bevsal across queue runs.

Some headers ha pecial semantics that will be described later.

A secondary syntax allows validation of headers ag #he being read.To enable \alidation,
use:

HHeader $>Ruleset
HHeader $>+Ruleset

The indicatedRulesets called for the specifiedeader and can returi$#error to reject or quaran-

tine the message @#discardto discard the message (as with the otferck * rulesets). The
ruleset receies the header field-body asgament, i.e., not the header field-name; see also
${hdr_name} and ${currHeader}The header is treated as a structured field, that is, text in paren-
theses is deleted before processing, unless the secon8¥erisiused. Note: only one ruleset can
be associated with a headsendmailwill silently ignore multiple entries.

For example, the configuration lines:
HMessage-Id: $>CheckMessageld

SCheckMessageld
R<$+ @ $+> $@ K
R$* $#error$: lllegd Message-ld header

would refuse ayp message that had a Message-Id: headerybftme following forms:

Message-Id: <>
Message-Id: some text
Message-Id: <igd tex@domain> extra crud

A default ruleset that is called for headers which tbavea ecific ruleset defined for them can
be specified by:

H*: $>Ruleset
or
H*: $>+Ruleset

5.7. O— Set Option

There are a number of global options that can be set from a configuratio®gtiens are
represented by full words; some are also representable as single characters for back compatibility
The syntax of this line is:

O optiorrvalue

This sets optiomptionto bevalue Note that therenustbe a space between the letter ‘O’ and the
name of the option. An older version is:

Oovalue
where the optiomw is a single characteDepending on the optionaluemay be a string, an irger,
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a boolean (with lgd values “t”, “T”, “f", or “F”; the default is TRUE), or a time interval.

All filenames used in options should be absolute paths, i.e., starting witRelative file-
names most likely cause surprises during operation (unless otherwise noted).

The options supported (with the old, one character names in brackets) are:

AliasFile=spec, spec, ...

[A] Specify possible alias file(s)Eachspecshould be in the formatclass info”
whereclass is optional and defaults taGrhplicit’’. Note thatinfo is required for
all clas®s except “Idap”.For the “ldap” class, ifinfo is not specified, a defilt
info value is used as follows:

-k (&(objectClass=sendmailMTAAliasObject)
(sendmailMTAAliasName=aliases)
(I(sendmailMRACluster=${sendmailMACluster})

(sendmailMTAHost=$j))
(sendmailMTAKey=%0))
-v sendmailMTAAliasValue

Depending on he sendmailis compiled, valid classes are “implicit” (search
through a compiled-in list of alias file types, for back compatibility), “hash” (if
NEWDB is specified), “btree” (iNEWDB is specified), “dbm” (ifNDBM is speci-
fied), “cdb” (if CDB is specified), “stab” (internal symbol table — not normally
used unless you ha ro other database lookup), “sequence” (use a sequence of
maps previously declared), “Idap” ((DAPMAP is specified), or “nis” (ifNIS is
specified). Ifa list of spes ae providedsendmaikearches them in order.

AliasWait=timeout

[a] If set, wait up tdimeout(units default to minutes) for an “@:@”" entry st
in the alias database before starting ifit does not appear in théneoutinter-
val issue a warning.

AllowBogusHELO

AuthMaxBits=N

If set, allav HELO SMTP commands that damhclude a host name. Setting this
violates RFC 1123 section 5.2.5jthis necessary to interoperate withvesal
SMTP clients. If there is a value, it is still checked for legitipnac

Limit the maximum encryption strength for the security layer in SMTFA
(SASL). Default is essentially unlimited. This allows to turrf adlditional
encryption in SASL if SARTTLS is already encrypting the communication,
because the existing encryption strength is taken into account when choosing an
algorithm for the security layefFor example, if SARTTLS is used and the sym-
metric cipher is 3DES, then theyength (in bits) is 168. Hence settidgith-
MaxBits to 168 will disable apencryption in SASL.

AuthMechanisms Lisbf authentication mechanisms for AUTH (separated by spaces). Tke adv

AuthOptions

tised list of authentication mechanisms will be the intersection of this list and the
list of available mechanisms as determined by the Cyrus SASL libla§TART-

TLS is actve, EXTERNAL will be added to this list. In that case, the value of
{cert_subject} is used as authentication id.

Listof options for SMTP AUTH consisting of single characters with ireing
white space or commas.
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A Use the AUTH= parameter for the MAIL
command only when authentication succeeded.
This can be used as a workaround for broken
MTAs that do not implement RFC 2554 correctly.

a protection from actie (hon-dictionary) attacks
during authentication exchange.

c require mechanisms which pass client credentials,
and allav mechanisms which can pass credentials
to do so.

d don't permit mechanisms susceptible to pessi
dictionary attack.

f  require forward secrgdetween sessions
(breaking one wot'help break next).

m require mechanisms which provide mutual authentication
(only available if using Cyrus SASL v2 or later).

p don’t permit mechanisms susceptible to simple
passive atack (e.g., PLAIN, LOGIN), unless a
security layer is acote.

y  don’t permit mechanisms that alloanonymous login.

The first option applies to sendmail as a client, the others to a.sEranple:
O AuthOptions=p,y

would disallav ANONYMOUS as AUTH mechanism andowid allov PLAIN

and LOGIN only if a security layer (e.g., pided by SRRTTLS) is already
active. The options 'a’, ’c’, 'd’, 'f’, 'p’, and 'y’ refer to properties of the selected
SASL mechanisms. Explanations of these properties can be found in the Cyrus
SASL documentation.

AuthRealm Theauthentication realm that is passed to the Cyrus SASL libtno realm is
specified$j is used. See also KNOWNBUGS.
BadRcptThrottleiN

If set and the specified number of recipients in a single SMTP transactien ha
been rejected, sleep for one second after each subsequent RCPT command in that
transaction.

BlankSub= [B] Set the blank substitution characterado Unquoted spaces in addresses are
replaced by this characteDefaults to space (i.e., no change is made).

CACertRath Rath to directory with certificates of CAs. This directory directory must contain
the hashes of each CA certificate as filenames (or as links to them).

CACertFile Filecontaining one or more CA certificates; see section aboREBTLS for
more information.

CertFingerprintAlgorithm
Specify the fingerprint algorithm (digest) to use for the presented cert. If the
option is not set, md>5 is used and the m&§oert_md5} contains the cert finger
print. If the option is explicitly set, the specified algorithm (e.g., shal) is used and
the macrdb{cert_fp} contains the cert fingerprint.

CipherList Specifycipher list for SARTTLS (does not apply to TLSv1.3)Seecipherg1)
for possible values.

CheckAliases  [n)alidate the RHS of aliases when rebuilding the alias database.

Checkpointinterval
[C] Checkpoints the queuevery N (default 10) addresses serif. your system
crashes during defry to a large list, this puents retransmission to wnrbut the
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lastN recipients.

ClassFactorfact [z] The indicatedfactor is multiplied by the message class (determined by the
Precedence: field in the user header andPtliees in the configuration file) and
subtracted from the priority Thus, messages with a higher Priority: will be
favored. Detults to 1800.

ClientCertFile  Filecontaining the certificate of the client, i.e., this certificate is used wsdved
mail acts as client (for STARTTLYS).

ClientKeyFile  File containing the pviate key kelonging to the client certificate (for SRTTLS
if sendmaikuns as client).

ClientPortOptionseptions
Set client SMTP options. The options &gy=value pairs separated by commas.
Known keys ae:

Port Name/numbesf source port for connection (defaults ty &ree port)
Addr Addressmask (defaults INADDR_ANY)
Family Addressfamily (defaults to INET)

SndBufSize Sizef TCP send buffer
RcvBufSize Sizef TCP receie huffer
Modifier Optiong(flags) for the client

The Address mask may be a numeric address in IPv4 dot notation or IPv6 colon
notation or a network nameNote that if a network name is specified, only the
first IP address returned for it will be used. This may cause indeterminate beha
ior for network names that reselwo nultiple addresses. Therefore, use of an
address is recommendehllodifier can be the following character:

h use name of interface for HELO command
A don’t use AUTH when sending e-mail
S don’'t use STARTTLS when sending e-mail

If “‘h’" is set, the name corresponding to the outgoing interface address (whether
chosen via the Connection parameter or the default) is used for the HELO/EHLO
command. Haever, the name must not start with a square beaeind it must
contain at least one dofThis is a simple test whether the name is not an IP
address (in square brackets) but a qualified hostn&ote that multiple Client-
PortOptions settings are allowed in order teegettings for each protocoamily

(e.g., one for Family=inet and one faarkily=inet6). Arestriction placed on one
family only affects outgoing connections on that particular family.

ClientSSLOptions
A space or comma separated list of SSL related options for the clientSide.
SSL_CTX_ set_optiof) for a list; the wailable values depend on the OpenSSL
version against whichsendmail is compiled. By dedfult, SSL_ OP_ALL
SSL_OP_NO_SSLv2 SSL_OP_NO_TICKET -SSL_OP_TLSERDIWG are
used (if those options areailable). Optionscan be cleared by preceding them
with a minus sign. It is also possible to specify numerical values;@§Q10

ColonOkInAddr If set, colons are acceptable in e-mail addresses (e.g., “host:user”). If not set,
colons indicate the beginning of a RFC 822 group construct (“groupname: mem-
berl, member2, ... memberN;"Poubled colons are w&hys acceptable (“node-
name::user” and proper route-addr nesting is understood
(“<@relay:user@host>"). Furthermorthis option defaults on if the configura-
tion version lgd is less than 6 (for back compatibilityHowever, it must be of
for full compatibility with RFC 822.
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ConnectionCacheSizéE

[k] The maximum number of open connections that will be cached at a Tihee.
default is one.This delays closing the current connection until either tiviscar

tion of sendmailneeds to connect to another host or it terminates. Setting it to
zero defaults to the old behar, that is, connections are closed immediately
Since this consumes file descriptors, the connection cache showdgttmarall: 4

is probably a practical maximum.

ConnectionCacheTimeouimeout

[K] The maximum amount of time a cached connection will be permitted to idle
without actvity. If this time is &ceeded, the connection is immediately closed.
This value should be small (on the order of ten minut&sforesendmailuses a
cached connection, itwiys sends a RSET command to check the connection; if
this fails, it reopens the connection. Theeks your end from failing if the other
end times out. The point of this option is to be a good artweighbor and
avad using up excesa resources on the other end. The default esiifinutes.

ConnectOnlyToaddress

This can be used toverride the connection address (for testing purposes).

ConnectionRateThrottlésd

If set to a positie value, allav no nore tharN incoming connections in a one sec-
ond period per daemon. This is intended to flatten out peaks andt#idoad
avaage checking to cut in. Defaults to zero (no limits).

ConnectionRateWindowSizéE

Define the length of the inteal/for which the number of incoming connections is
maintained. Thelefault is 60 seconds.

ControlSocketNamarame

CRLFileename

CRLPathsame

DHParameters

Name of the control socket for daemon managemaAntunning sendmaildae-

mon can be controlled through this named stcldvailable commands ardrelp,

mstat, restart, shutdowrgnd status. The statuscommand returns the current
number of daemon children, the maximum number of daemon children, the free
disk space (in blocks) of the queue directand the load @erage of the machine
expressed as an imger. If not set, no control soek will be available. Solarisand
pre-4.4BSD kernel users should see the note in sendmail/README .

Name of file that contains certificatesoeation status, useful for X.509v3 authen-
tication. Note:if a CRLFile is specified but the file is unusable ABRTTLS is
disabled.

Name of directory that contains hashes pointing to certificaticaon status
files. Symboliclinks can be generated with the followingatvBourne) shell
commands:

C=FileName_of CRL
In -s $C ‘openssl crl -noout -hash < $C*.r0

Thisption applies to the server side onBossible values are:

5 use precomputed 512 bit prime.

1 generate 1024 bit prime

2 generate 2048 bit prime.

i use included precomputed 2048 bit prime (default).
none donot use Diffie-Hellman.

/path/to/file loadprime from file.

This is only required if a ciphersuite containing DSA/DH is used. The default is
“i”” which selects a precomputed, fixed 2048 bit prime:5if is selected, then
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precomputed, fixed primes are usédbte: this option should not be used (unless
necessary for compatibility with old implementationH):'1’’ or *‘2’" is selected,

then prime values are computed during startpte: this operation can tala
significant amount of time on a slomachine (seeral seconds), but it is only
done once at startuplf ‘‘none” is selected, then TLS ciphersuites containing
DSA/DH cannot be used. If a file name is specified (which must be an absolute
path), then the primes are read fromlitis recommended to generate such a file
using a command lkthis:

openssl dhparam -out /etc/mail/dhparams.pem 2048
If the file is not readable or contains unusable data, the defdudt tsed instead.

DaemonPortOptiongptions
[O] Set server SMTP options. Each instanc®aémonPortOptionsleads to an
additional incoming soek. Theoptions ar&key=valuepairs. Knavn keys ae:

Name Usedefinable name for the daemon (defaults to "Daemon#")
Port Name/numbaeof listening port (defaults to "smtp")

Addr Addressnask (defaults INADDR_ANY)

Family Addressfamily (defaults to INET)

InputMailFilters Listof input mail filters for the daemon

Listen Sizeof listen queue (defaults to 10)

Modifier Options(flags) for the daemon

SndBufSize Sizef TCP send buffer
RcvBufSize Sizef TCP receaie luffer

children maximurmumber of children per daemon, $daxDaemonChildren.
DeliveryMode  Delvery mode per daemon, sBeliveryMode.

refuseLA RefuselLAper daemon

delayLA DelayLAper daemon

queuelLA Queuel Aer daemon

The Namekey is used for error messages and loggifidne Address mask may be
a numeric address in IPv4 dot notation or IPv6 colon notation, or a network name,
or a path to a local soek Notethat if a network name is specified, only the first
IP address returned for it will be usethis may cause indeterminate behavior for
network names that resavto nultiple addressesTherefore, use of an address is
recommended. Thieamily key defaults to INET (IPv4). IPv6 users who wish to
also accept IPv6 connections should add additionatilly=ineté6 DaemonPor-
tOptions lines. For a local socket, use Family=local aarfily=unix. Thelnput-
MailFilters key overrides the default list of input mail filters listed in thgut-
MailFilters option. If multiple input mail filters are required, thenust be sepa-
rated by semicolons (not commadylodifier can be a sequence (withoutyan
delimiters) of the following characters:

a dways require AUTH

bind to interface through which mail has been nesbi
perform hostname canonification (.cf)
require fully qualified hostname (.cf)

Run smtps (SMTPwr SSL) instead of smtp
dlow unqualified addresses (.cf)

disable AUTH (werrides 'a’ modifier)

don't perform hostname canonification
disallov ETRN (see RFC 2476)

optional; if opening the socket fails ignore it
don't offer STARTTLS

That is, one wy to specify a message submission agent (MSA) thedysl

wuomO>»c n "0 T
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DefaultAuthinfo

requires AUTH is:
O DaemonPortOptions=Name=MSA, Port=587, M=Ea

The modifiers that are mar#t with "(.cf)" have mly effect in the standard config-
uration file, in which theg are available via${daemon_flags} Notice: Donot use

the ‘a” modifier on a public accessible MT It should only be used for a MSA
that is accessed by authorized users for initial mail submisditsers must
authenticate to use a MSA which has this option turned on. The it&dgand

“C” can change the daillt for hosthname canonification in teendmail.cffile.

See the rel@nt documentation foFEATURE(nocanonify) The modifier '’ dis-
allows addresses of the foraser@hostunless thg are submitted directly The

flag “u’’ allows unqualified sender addresses, i.e., those without @hbst.
forces sendmail to bind to the interface through which the e-mail has been
receved for the outgoing connectionWARNING: Use ‘b only if outgoing

mail can be routed through the incoming connecigrterface to its destination.

No attempt is made to catch problems due to a misconfiguration of this parameter
use it only for virtual hosting where each virtual interface can connestetp e
possible location. This will alsoverride possible settings vi€lientPortOp-

tions. Note,sendmailwill listen on a nev socket for each occurrence of tbme-
monPortOptions option in a configuration file. The modifie®’’ causes send-

mail to ignore a soak if it cant be gpened. Thisapplies to failures from the
socket(2) and bind(2) calls.

Filenamehat contains defult authentication information for outgoing connec-
tions. This file must contain the user id, the authorization id, the password (plain
text), the realm and the list of mechanisms to use on separate lines and must be
readable by root (or the trusted user) orfyno realm is specified$j is used. If

no mechanisms are specified, the listgiby AuthMechanismsis used. Notice:

this option is deprecated and will be rared in future \ersions. Moreeer, it

doesnt work for the MSP since it canread the file (the file must not be
group/world-readable otherwisgsendmailwill complain). Use the authinfo rule-

set instead which provides more contreérthe usage of the data anyway.

DefaultCharSeteharset

When a message that has 8-bit characters but is not in MIME formatisteon

to MIME (see the EightBitMode option) a character set must be included in the
Content-Ype: header This character set is normally set from the Charset= field
of the mailer descriptorlf that is not set, the value of this option is usHahis
option is not set, the value “unknown-8bit” is used.

DataFileBufferSizethreshold

Set thethreshold in bytes, before a memory-based queue data file becomes disk-
based. Thelefault is 4096 bytes.

DeadLetterDropfile

Defines the location of the system-wide dead.letter file, formerly hardcoded to
/usritmp/dead.letter If this option is not set (the default), sendmail will not
attempt to see © a ystem-wide dead.letter file in theeat it cannot bounce the
mail to the user or postmastdnstead, it will rename the df file as it has in the
past when the dead.letter file could not be opened.

DefaultUserziser:group

[u] Set the default userid for mailersuser:group If groupis omitted andiseris

a wser name (as opposed to a numeric user id) the default group listed in the
/etc/passwd file for that user is used as the default grBogh userand group

may be numeric. Mailers without tiflag in the mailer definition will run as
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this user Defaults to 1:1. The value can also beegias a gmbolic user namé’

DelayLA=LA  When the system loadierage &ceedd A, sendmaibwill sleep for one second on
most SMTP commands and before accepting connections.

DeliverByMin=time
Set minimum time for Delier By SMTP Service Extension (RFC 2852). If 0, no
time is listed, if less than 0O, thetension is not offered, if greater than 0, it is
listed as minimum time for the EHLGelwword DELIVERBY.

DeliveryMode=x [d] Deliver in modex. Legd modes are:

i Deliver interactvely (synchronously)

b  Deliver in background (asynchronously)

g Just queue the message (deliduring queue run)

d Defer delvery and all map lookups (deér during queue run)

Defaults to “b’’ if no option is specified, "’ if it is specified but gien no agu-
ment (i.e., “Od” is equivalent to ‘Odi’”). The -v command line flag sets thisito
Note: for internal reasonsj’* does not wrk if a milter is enabled which can
reject or delete recipients. In that case the mode will be changed to “b”.

DialDelay=sleeptime
Dial-on-demand network connections can see timeouts if a connection is opened
before the call is set up. If this is set to an irdéand a connection times out on
the first connection being attempteendmailwill sleep for this amount of time
and try agin. Thisshould gie your system time to establish the connection to
your service praider. Units defult to seconds, so “DialDelay=5" uses &fsc-
ond delay Defaults to zero (no retry). This delay only applies to mailers which
have the Z flag set.

DirectSubmissionModifiergnodifiers
Defines ${daemon_flags}for direct (command line) submissionsf not set,
${daemon_flags}is either "CC f* if the option-G is used or "c u" otherwise.
Note that only the "CC", "c", "f", and "u" flags are checked.

DontBlameSendmailsption,option,...
In order to &oid possible cracking attempts caused by world- and group-writable
files and directoriessendmaildoes paranoid checking when opening most of its
support files. If for some reason you absolutely must run with, ¥ample, a
group-writable/etc directory then you will hae o turn of this checking (at the
cost of making your system more vulnerable to attadkle possible guments
have been described earlielThe details of these flags are describedvabdse
of this option is not recommended.

DontExpandCnames
The standards say that all host addresses used in a mail message must be fully
canonical. Br example, if your host is named “Cruft.Foo.ORG” and also has an
alias of “FTPF00.ORG", the former name must be used at all timBsis is
enforced during host name canonification ($[ ... $] lookups). If this option is set,
the protocols are ignored and the “wrong” thing is doHewever, the IETF is
moving toward changing this standard, so the behavior may become acceptable.
Please note that hosts downstream may stirite the address to be the true
canonical name hower.

®The oldg option has been combined into thefaultUser option.
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DontlInitGroups

Ifset, sendmailwill avoid using the initgroups(3) call. If you are running NIS,
this causes a sequential scan of the groups.byname map, which can cause your
NIS server to be badlyverloaded in a lage domain. The cost of this is that the
only group found for users will be their primary group (the one in the padsw
file), which will male file access permissions somewhat more resgictiias no
effect on systems that dafiavegroup lists.

DontProbelnterfaces

Sendmaihormally finds the names of all intades actie an your machine when

it starts up and adds their name to #¥av class of known host aliases. If you
have a hrge number of virtual inteates or if your DNS irerse lookups are sio
this can be time consuminglhis option turns dfthat probing. However, you
will need to be certain to include atwrant names in th&=w class by some other
mechanism. I6et toloopback, loopback interfaces (e.g., 100) will not be probed.

DontPruneRoutes [RNormally, sendmailtries to eliminate anunnecessary explicit routes when

sending an error message (as discussed in RFC 1123 § 5&.&ample, when
sending an error message to

<@knownl,@known2,@known3:user@unknown>

sendmailwill strip off the “@knavnl,@knavn2” in order to ma& the route as
direct as possibleHowever, if the R option is set, this will be disabled, and the
mail will be sent to the first address in the routenef | ater addresses are k.
This may be useful if you are caught behind anfitle

DoubleBounceAddressrror-address

If an error occurs when sending an error message, send the error report (termed a
“double bounce” because it is an error “bounce” that occurs when trying to send
another error “bounce”) to the indicated address. The address is mparaled

at the time of deliery. If not set, defaults to “postmaster”. If set to an empty
string, double bounces are dropped.

EightBitMode=action

[8] Set handling of eight-bit dataThere are tw kinds of eight-bit data: that
declared as such using tiBODY=8BITMIME ESMTP declaration or the
-B8BITMIME command line flag, and undeclared 8-bit data, that is, input that
just happens to be eight bits. There are three basic operations that can happen:
undeclared 8-bit data can be automaticallyvedrd to 8BITMIME, undeclared

8-bit data can be passed as-is withoutversion to MIME (“just send 8”), and
declared 8-bit data can be veried to 7-bits for transmission to a non-8BIT
MIME mailer. The possiblactiors ae:

s Reject undeclared 8-bit data (“strict”)
m Corvert undeclared 8-bit data to MIME (“mime”)
p Pass undeclared 8-bit data (“pass”)

In all cases properly declared 8BITMIME data will be wated to 7BIT as
needed. Notdf an automatic corersion is performed, a header with the fallo
ing format will be added:

X-MIME-Autoconverted: from OLD to NEW by $j id $i

where OLD and NEW describe the original format and theverted format,
respectiely.

ErrorHeaderfile-or-messge

[E] Prepend error messages with the indicated message. If it begins with a slash,
it is assumed to be the pathname of a file containing a message (this is the recom-
mended setting). Otherwise, it is a literal message. The error file might contain
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the name, email address, and/or phone number of a local postmaster who could
provide assistance to end users. If the option is missing or null, or if it names a
file which does not exist or which is not readable, no message is printed.

[e] Dispose of errors using mode The values fok are:

p Print error messages (default)

g No messages, justyg et status

m  Mail back errors

w  Write back errors (mail if user not logged in)

e Mail back errors (when applicable) angeyizero exit stat alays

Note that the last mode, “e”, is for Berknet error processing and should not be
used in normal circumstanceslote, too, that mode “g”, only applies to errors
recognized before sendmail forks for backgroundvdsli

FdlbackMXhost=fallbackhost

[V] If specified, thefallbackhostacts like a \ery low priority MX on a host. MX
records will be lookd up for this host, unless the name is surrounded by square
braclets. Thisis intended to be used by sites with poor network corvigcti
Messages which are undadiable due to temporary address failures (e.g., DNS
failure) also go to the FallbackMXhost.

FdlBackSmartHosthostname

FastSplit

ForkEachJob

If specified, therallBackSmartHoswill be used in a last-ditch fefrt for a host.
This is intended to be used by sites withkef internal DNS", e.g., a compgan
whose DNS accurately reflects the world inside that cogipatomain but not
outside.

If set to a wlue greater than zero (the default is one), it suppresses the MX
lookups on addresses when ythere initially sorted, i.e., for the first deéry
attempt. Thisusually results in faster eglope splitting unless the MX records
are readily aailable in a local DNS cacheTo enforce initial sorting based on
MX records sefFastSplit to zero. If the mail is submitted directly from the com-
mand line, then the value also limits the number of processes terddle
ervelopes; if more evelopes are created there only queued up and must be
taken care of by a queue run. Since theadifsubmission method is via SMTP
(either from a MW or via the MSP), the value dfastSplit is seldom used to
limit the number of processes to defithe ewelopes.

[Y]If set, delver each job that is run from the queue in a separate process.

ForwardPathpath

[J] Set the path for searching for users’ .fard files. The default is “$z/.fer
ward”. Some sites that use the automounter may prefer to change this to
“/var/forward/$u” to search a file with the same name as the user in a system
directory It can also be set to a sequence of paths separated by c@odsjail

stops at the first file it can successfully and safely ofen.example, “har/for-
ward/$u:$z/.forvard” will search first in /ar/forwardisernameand then irffuser-
namé.forward (but only if the first file does not exist).

HeloNamesnameSet the name to be used for HELO/EHLO (instead of $j).

HelpFile=file

HoldExpensie

[H] Specify the help file for SMTPIf no file name is specified, "helpfile" is used.
If the help file does notxést (cannot be opened for readirgndmailwill print a
note including its version in response t6lBLP command. @ avoid providing
this information to a client specify an empty file.

[c] If an outgoing mailer is maekl as being»pensve, don’t connect immedi-
ately.
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HostsFilepath The path to the hosts database, normally “/etc/hoskRis option is only con-
sulted when sendmail is canonifying addresses, and then only when “files” is in
the “hosts” service switch entryn particular this file isneverused when looking
up host addresses; that is under the control of the sygimstbynam@) rou-
tine.

HostStatusDirectorygath
The location of the long term host status information. When set, information
about the status of hosts (e.g., host down or not accepting connections) will be
shared between aflendmailprocesses; normallyhis information is only held
within a single queue runThis option requires a connection cache of at least 1 to
function. Ifthe option bgins with a leading ‘/’, it is an absolute pathname; ether
wise, it is relatre © the mail queue directoryA suggested value for sites desiring
persistent host status is “.hoststat” (i.e., a subdirectory of the queue directory).

IgnoreDots [iIDo not treat leading dots in incoming messages in a speajaky., as end of
a message if it is the only character in a line. This\gagé disabled when read-
ing SMTP mail.

InputMailFilterssname,name,...
A comma separated list of filters which determines which filters (see the "X —
Mail Filter (Milter) Definitions" section) and the\acation sequence are con-
tacted for incoming SMTP messages. If none are set, no filters will be contacted.

LDAPDefaultSpecspec
Sets a default map specification for LDAP maps. The value should only contain
LDAP specific settings such as “-h host -p port -d bindDINie settings will be
used for all LIAP maps unless the individual map specificativarrides a set-
ting. Thisoption should be set beforeyanDAP maps are defined.

LogLevel=n [L] Set the log lgel to n. Defaults to 9.

Mx value [no long version] Set the mackdo value This is intended only for use from the
command line. TheM flag is preferred.

MailboxDatabaseylpe of lookup to find information about local maillesx defaults topw’’ which
usesgetpwnam Other types can be introduced by adding them to the source
code, see libsm/mbdb.c for details.

UseMSP Useas mail submission program, i.e., allgroup writable queue files if the
group is the same as that of a set-group-ID sendmail birgey the filesend-
mail/SECURITY in the distribution tarball.

MatchGECOS [GJAllow fuzzy matching on the GECOS fieldf. this flag is set, and the usual
user name lookups fail (that is, there is no alias with this name gegwnam
fails), sequentially search the password file for a matching entry in the GECOS
field. Thisalso requires that MATCHGECOS be turned on during compilation.
This option is not recommended.

MaxAliasRecursionN
The maximum depth of alias recursion (default: 10).

MaxDaemonChildrenN
If set,sendmailwill refuse connections when it has more tiachildren process-
ing incoming mail or automatic queue runBhis does not limit the number of
outgoing connectionslf the defult DeliveryMode (background) is used, then
sendmailmay create an almost unlimited number of children (depending on the
number of transactions and the relatexeution times of mail receiption and
mail delvery). If the limit should be enforced, therDeeliveryMode other than
background must be usetf.not set, there is no limit to the number of children --
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that is, the system load@age controls this.

MaxHeadersLengths
If set to a value greater than zero it specifies the maximum length of the sum of all
headers. Thigan be used to prent a denial of service attack. The default is
32K.

MaxHopCount#
[h] The maximum hop count. Messages thatehkeen processed more thah
times are assumed to be in a loop and are rejected. Defaults to 25.

MaxMessageSizes
Specify the maximum message size to be advertised in the ESMTP EHLO
response. Messagksger than this will be rejected. If set to a value greater than
zero, that value will be listed in the SIZE response, otherwise SIZE éstised
in the ESMTP EHLO response without a parameter.

MaxMimeHeaderLengths[/M]
Sets the maximum length of certain MIME header fiedtu@s toN characters.
These MIME header fields are determined by being a member of class {check-
MIMETextHeaders}, which currently contains only the header Content-Descrip-
tion. For some of these headers whichetglarameters, the maximum length of
each parameter is sethbif specified. If /M is not specified, one half &f will be
used. Bydefault, these values are 2048 and 1024, resmhcti To dlow any
length, a value of O can be specified.

MaxNOOPCommandds
Override the default oMAXNOOPCOMMANDS for the number ofuseless
commands, see Section "Measures against Denial of Service Attacks".

MaxQueueChildrenN
When set, this limits the number of concurrent queue runner procedéed this
helps to control the amount of system resources used when processing the queue.
When there are multiple queue groups defined and the total number of queue run-
ners for these queue groups woublteed MaxQueueChildrerthen the queue
groups will not all run concurrentiffhat is, some portion of the queue groups
will run concurrently such thalaxQueueChildrerwill not be exceeded, while
the remaining queue groups will be run later (in round robin order). See also
MaxRunnersPerQuewsnd the sectio@ueue Group Declaration Notice: send-
mail does not count indidual queue runners, but only sets of processes that act
on a workgroup. Hencehe actual number of queue runners may be lower than
the limit imposed byMaxQueueChildren This discrepanccan be large if some
gueue runners ka © wait for a slev server and if short intervals are used.

MaxQueueRunSizes
The maximum number of jobs that will be processed in a single queud not.
set, there is no limit on the size. If youvkavey large queues or a very short
gueue run interval this could be unstakitowever, snce the firsiN jobs in queue
directory order are run (rather than tiénighest priority jobs) this should be set
as high as possible tova@d “losing” jobs that happen to fall late in the queue
directory Note: this option also restricts the number of entries printechdiig.
That is, if MaxQueueRunSizis set to a alue N larger than zero, then only
entries are printed per queue group.

MaxRecipientsPerMessagd=
The maximum number of recipients that will be accepted per message in an
SMTP transaction. Note: setting this towloan interfere with sending mail from
MUAs that use SMTP for initial submission. If not set, there is no limit on the
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number of recipients peredope.

MaxRunnersPerQueubk
This sets the default maximum number of queue runners for queue gtdpps.
N queue runners will work in parallel on a queue grsupEssages. This useful
where the processing of a message in the queue might delay the processing of
subsequent messages. Such a delay may be the result of non-erroneous situations
such as a lw bandwidth connection. May beveridden on a per queue group
basis by setting thRunnersoption; see the secticdQueue Group Declaration
The default is 1 when not set.

MeToo [m] Send to me too,ven if | am in an dias expansion. Thioption is deprecated
and will be remwoed from a future version.

Milter This option has seral sub(sub)optionsThe names of the suboptions are sepa-
rated by dots. At the firstvel the following options arevailable:

LogLevel Log level for input mail filter actions, defaults to Logted
macros Specifielést of macro to transmit to filters.
See list bela.

The ‘macros’ option has the following suboptions which specify the list of
macro to transmit to milters after a certaerd occurred.

connect Aftersession connection start
helo AfterEHLO/HELO command
envfrom  After MAIL command

envrept AfterRCPT command

data AfterDATA command.
eoh AfterDATA command and header
eom AfterDATA command and terminating™.

By default the lists of macros are empBxample:

O Milter.LogLevel=12
O Milter.macros.connect=j, _, {daemon_name}

MinFreeBlocksHN
[b] Insist on at leasN blocks free on the filesystem that holds the queue files
before accepting email via SMTH there is insufficient spacgendmailgives a
452 response to the MAIL command. This invites the sender to try again later.

MaxQueueAgeage
If this is set to a&lue greater than zero, entries in the queue will be retried during
a queue run only if the individual retry time has been reached which is doubled
for each attempt. The maximum retry time is limited by the specified value.

MinQueueAgeage
Don't process ay queued jobs that ka been in the queue less than the indicated
time intenal. Thisis intended to ally you to get respongness by processing
the queue fairly frequently without thrashing your system by trying jobs too often.
The default units are minutedNote: This option is ignored for queue runs that
select a subset of the queue, i.e., “—q["][l|R|S|Q][string]”

MustQuoteCharss
Sets the list of characters that must be quoted if used in a full name that is in the
phrase part of a “phrase <addressyntax. Thedefault is .”. The characters
“@,;\Q[]" are alvays added to this list. Note:oTavoid potential breakage of
DKIM signatures it is useful to set
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O MustQuoteChars=.
Moreover, relaxed header signing should be used for DKIM signatures.
NiceQueueRun Thpriority of queue runners (nice(3)). Thialue must be greater or equal zero.

NoRecipientAction
The action to ta&k when you recee a nessage that has nalid recipient headers
(To:, Cc:, Bcc:, or Apparently-To: — the last included for back compatibility with
old sendmati). Itcan beNoneto pass the message on unmodified, which violates
the protocol,Add-To to add a To: header with ymecipients it can find in the
ervelope (which might expose Bcc: recipient8)dd-Apparently-To to add an
Apparently-D: header (this is only for back-compatibility and is officially depre-
cated), Add-To-Undisclosed to add a header 6F undisclosed-recipients:;” to
malke the header [gd without disclosing anything, okdd-Bcc to add an empty
Bcc: header.

OldStyleHeaders [oAssume that the headers may be in old format, i.e., spaces delimit names.
This actually turns on an adamidgorithm: if ary recipient address contains a
comma, parenthesis, or angle bracket, it will be assumed that commas already
exist. If this flag is not on, only commas delimit names. Headers aaysabut-
put with commas between the names. Defaults to off.

OperatorCharssharlist
[$0 macro] The list of characters that are considered to be “operators”, that is,
characters that delimit teks. All operator characters are tokens by theneselv
sequences of non-operator characters are alsnsokWVhitespace characters sep-
arate tokens but are not tokens themselves — for exar#é,.BBB” has three
tokens, but “AAA BBB” has tw. If not set, OperatorChars defaults to@ []";
additionally the characters (<>, ;" are alvays operators. Note that Operator
Chars must be set in the configuration file befoseralesets.

PidFilesfilenameFilename of the pid file(default is _ATH_SENDMAILPID). Thefilenameis
macro-expanded before it is opened, and unlinked whrdmaikexits.

PostmasterCopypostmaster
[P] If set, copies of error messages will be sent to the nawstchaster Only the
header of the failed message is sent. Errors resulting from messages vwgth a ne
ative precedence will not be senSince most errors are user problems, this is
probably not a good idea on large sites, and arguably contains all sortgoy pri
violations, lut it seems to be popular with certain operating systemdors. The
address is macroxpanded at the time of dedry. Defaults to no postmaster
copies.

PrivacyOptions=opt,opt,...
[p] Set the prracy options. ‘Privacy” i s really a misnomer; manof these are
just a vay of insisting on stricter adherence to the SMTP proto€bk options
can be selected from:
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public
needmailhelo
needepnhelo
noexpn
needvrfyhelo
novrfy

noetrn

noverb
restrictmailq
restrictgrun
restrictexpand
noreceipts
nobodyreturn
goavay
authwarnings
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Allow open access

Insistn HELO or EHLO command before MAIL
Insisbn HELO or EHLO command before EXPN
Disallav EXPN entirely implies nwerb.

Insisbn HELO or EHLO command before VRFY
Disallow VRFY entirely

Disallev ETRN entirely

Disallov VERB entirely

Restriatnailg command

Restrictq command line flag

Restrictbv and -v command line flags

Dort’return success DSRfs

Dort’return the body of a message with DSNs
Disallow essentially all SMTP status queries
Puk-Authentication-Warning: headers in messages

and log warnings
Donput X-Actual-Recipient lines in DSNs
which reveal the actual account that addresses map to.

noactualrecipient

The “goavay” pseudo-flag sets all flagsxeept “noreceipts”, “restrictmailq”,
“restrictgrun”, ‘“restrictgpand”, “noetrn”, and “nobodyreturn”. If mailq is
restricted, only people in the same group as the queue directory can print the
gueue. Ifgueue runs are restricted, only root and the owner of the queue directory
can run the queue. The “restrictexpand” pseudo-flag insteertdmailto drop
privileges when the-bv option is gven by wusers who are neither root nor the
TrustedUser so users cannot readgei aliases, forwards, or :include: filek.

will add the “NonRootSafeAddr” to the “DontBlameSendmail” option tos@me
misleading unsafe addresamings. Italso werrides the-v (verbose) command

line option to preent information leakage. Authentication Warnings adaiw

ings about various conditions that may indicate attempts to spoof the mail system,
such as using a non-standard queue directory.

ProcessTitlePrefixstring
Prefix the process title shown on ’'ps’ listings wittiing. The string will be
macro processed.

QueueDirectorydir
[Q] The QueueDirectory option s&w two purposes. Firstit specifies the direc-
tory or set of directories that comprise theaaéf queue group. Second, it speci-
fies the directory D which is the ancestor of all queue directories, and which send-
mail uses as its current working directoihen sendmail dumps core, it ea
its core files in D. There are tw cases. Ifdir ends with an asterisk de
/var/spool/mqueue/qd;then all of the directories or symbolic links to directories
beginning with ‘gd’ in/var/spool/mqueusvill be used as queue directories of the
default queue group, andar/spool/mqueuwiill be used as the working directory
D. Otherwisedir must name a directory (usuallar/spool/mqueye the deéult
gueue group consists of the single queue direaorend the working directory
D is st todir. To define additional groups of queue directories, use the configura-
tion file ‘Q’ command. Do not change the queue directory structure while send-
mail is running.

2N.B.: thenoreceiptsflag turns of support for RFC 1891 (Delery Status Notification).
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QueueFactorfactor
[q] Usefactor as the multiplier in the map function to decide when to just queue
up jobs rather than run them. This value is divided by the difference between the
current load gerage and the loadverage limit QueuelLA option) to determine
the maximum message priority that will be sent. Defaults to 600000.
QueueLA+A [x] When the system loadverage e&ceedsLA and theQueueFactor (q) option

divided by the difference in the current loactrage and th&ueuel A option

plus one is less than the priority of the message, just queue messages (t.e., don
try to send them)Defaults to 8 multiplied by the number of processors online on
the system (if that can be determined).

QueueFileModemode

Default permissions for queue files (octalj.not set, sendmail uses 0600 unless
its real and effecte ud are different in which case it uses 0644.

QueueSortOrdekdgorithm

Sets thalgorithmused for sorting the queue. Only the first character ofaheev

is used.Legd values are “host” (to order by the name of the first host name of the
first recipient), “filename” (to order by the name of the queue file name), “time”
(to order by the submission/creation time), “random” (to order randomly), “modi-
fication” (to order by the modification time of the gf file (older entries first)),
“none” (to not order), and “priority” (to order by message priority). Host ordering
malkes better use of the connection cache, but may tend to proeessidaty
messages that go to a single hostr digh priority messages that go toveel
hosts; it probably shouldnbe wsed on sl network links. Filename and modifi-
cation time ordering sas the orerhead of reading all of the queued items before
starting the queue run. Creation (submission) time ordering is alnvestsah

bad idea, since it allows largeylk mail to go out before smallgpersonal mail,

but may hare gplicability on some hosts withewy fast connections. Random is
useful if seeral queue runners are started by hand which try to drain the same
gueue since odds are yheill be working on diferent parts of the queue at the
same time. Priority ordering is the default.

QueueTimeouttimeout

[T] A synonym for “Timeout.queuereturn”. Udbat form instead of the “Queue-
Timeout” form.

RandFile Namef file containing random data or the name of the UNIX socket if EGD is
used. A(required) prefix "egd:" or "file:" specifies the typ®TARTTLS requires
this filename if the compile flag HASURANDOMDEYV is not set (see send-
mail/README).

ResolverOptionsaptions

[1] Set resoler options.Values can be set usinglag and cleared usingflag; the
flags can be “debug”, “aaonly”, “use”, “primary”, “igntc”, “recurse”, “def-
names”, “stayopen”, “use_inet6”, or “dnsrchThe string “HasWdcardMX”
(without a+ or —) can be specified to turnfahatching against MX records when
doing name canonifications. The string diAroundBrolenAAAA” (without a
+ or —) can be specified to work around some leroknameservers which return
SERVRAIL (a temporary failure) on T_AAAA (IPv6) lookups. Notice: it might

be necessary to apply the same (or similar) optiosalmit.cttoo.

RequiresDirfsync This option can be used to veride the compile time flag

REQUIRES _DIR_FSYNC at runtime by setting it téalse. If the compile time
flag is not set, the option is ignoredhe flag turns on support for file systems that
require to calfsync()for a directory if the meta-data in it has been chan@duils
should be turned on at least for oldersions of ReiserFS; it is enabled byadaf



Sendmail Installation and Operation Guide SMM:08-79

for Linux. According to some information this flag is not needegiramme for
kernel 2.4.16 and newer.

RrtimpliesDsn  Ifthis option is set, a “Return-Receipt:Theader causes the request of a DSN,
which is sent to the gslope sender as required by RFC 1891, not to the address
given in the header.

RunAsUsersaserThe userparameter may be a user name (looked uptizripasswilor a rumeric
user id; either form can fa “:.group” attached (where group can be numeric or
symbolic). Ifset to a non-zero (non-rootalue,sendmailwill change to this user

id shortly after startuf. This aoids a certain class of security problent$ow-

eve, this means that all “.forward” and “:include:” files must be readable by the
indicateduserand all files to be written must be writable userAlso, all file and
program delreries will be markd unsafe unless the opti@ontBlameSend-
mail=NonRootSafeAddris set, in which case the dedy will be done asiser.

It is also incompatible with th8afeFileEnvironmentoption. Inother words, it
may not actually add much to security on aerage system, and may iact
detract from security (because other file permissions must be loosdihed).
eve, it should be useful on firedls and other places where users ddwve
accounts and the aliases file is well constrained.

RecipientFactorfact
[y] The indicatedfactor is added to the priority (thdsweringthe priority of the
job) for each recipient, i.e., this value penalizes jobs witfelaumbers of recipi-
ents. Dedults to 30000.

RefuseLA+A [X] When the system loadverage @&ceedsLA, refuse incoming SMTP connec-
tions. Defults to 12 multiplied by the number of processors online on the system
(if that can be determined).

RejectLoglntervaltimeout
Log interval when refusing connections for this long (default: 3h).

RetryFactorfact [Z] The factor is added to the priorityery time a job is processed. Thus, each
time a job is processed, its priority will be decreased by the indicatad.vin
most environments this should be pesitisnce hosts that are down are all too
often down for a long time. Defaults to 90000.

SafeFileEnvironmentir
If this option is setsendmailwill do a chroot(2) call into the indicatedirectory
before doing ayfile writes. If the file name specified by the user begins diith
that partial path name will be stripped béfore writing, so (for example) if the
SafeFileEmironment variable is set to “/safe” then aliases of “/safe/logs/file” and
“/logs/file” actually indicate the same fil&dditionally, if this option is setsend-
mail refuses to deler to symbolic links.

SaveFromLine [f] Save UNIX-style “From” lines at the front of header$Normally the are
assumed redundant and discarded.

SendMimekEtrrors [jJf set, send error messages in MIME format (see RFC 2045 and RFC 1344 for
details). Ifdisabled sendmailwill not return the DSN &word in response to an
EHLO and will not do Deliery Status Notification processing as described in
RFC 1891.

SenerCertFile  Filecontaining the certificate of the senvi.e., this certificate is used when send-
mail acts as server (used for STARTTLS).

ZWhen running as a daemon, it changes to this user after accepting a connection but before residirRcanymands.
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ServerkeyFile  File containing the puate key lelonging to the seer certificate (used for
STARTTLS).
ServerSSLOptions

A space or comma separated list of SSL related options for the serveiSgiee.
SSL_CTX_ set_optiof) for a list; the wailable values depend on the OpenSSL
version against whichsendmail is compiled. By dedfult, SSL_ OP_ALL
-SSL_OP_TLSEXT_PADDIN&e used (if those options aregidgable). Options
can be cleared by preceding them with a minus diigis. also possible to specify
numerical values, e.g0x0010

ServiceSwitchFilefilename

If your host operating system has a service switch abstraction (e.g., /etc/nss-
witch.conf on Solaris or /etc/svc.conf on Ultrix and DEC OSF/1) that service will
be consulted and this option is ignored. Otherwise, this is the name of a file that
provides the list of methods used to implement particular servities.syntax is

a series of lines, each of which is a sequence afds. Thefirst word is the ser

vice name, and following erds are service types. The services ggidmail
consults directly are “aliases” and “hostService types can be “dns”, “nis”,
“nisplus”, or “files” (with the caeat that the appropriate support must be com-
piled in before the service can be referencafiferviceSwitchFile is not speci-

fied, it defaults to /etc/mail/service.switch. If that file does madtethe dedult

switch is:

aliases files
hosts dnsis files

The default file is “/etc/mail/service.switch”.

SevenBitinput  [7] Strip input to seen hits for compatibility with old systems. This shoultihe
necessary.
SharedMemorykKy

Key to use for shared memorygseent; if not set (or 0), shared memory will not
be used. If set to -&endmailcan select ady itself provided that als&hared-
MemoryKeyFile is set. Requires support for shared memory to be compiled into
sendmail If this option is setsendmailcan share some data betweeried#nt
instances. & example, the number of entries in a queue directory orviile a
able space in a file systenThis allows for more efficient programxegution,
since only one process needs to update the data instead of esictuatgirocess
gahering the data each time it is required.

SharedMemoryKyFile

If SharedMemoryKey is set to -1 then the automatically selected shared memory
key will be stored in the specified file.

SingleLineFromHeader

If set, From: lines that va enbedded newlines are unwrapped onto one line.
This is to get around a botch in Lotus Notes that apparently cannot understand
legdly wrapped RFC 822 headers.

SingleThreadDeliery

If set, a client machine will wer try to open tw SMTP connections to a single
sener machine at the same timege in different processesThat is, if another
sendmailis already talking to some host anneendmailwill not open another
connection. Thigproperty is of mixed alue; although this reduces the load on the
other machine, it can cause mail to be delayed ffamele, if onesendmailis
delivering a huge message, ottsendmas won't be ale to sendeen small mes-
sages). Alsoit requires another file descriptor (for the lock file) per connection,
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so you may hee b reduce theConnectionCacheSiz@ption to &oid running out
of per-process file descriptors. RequireshostStatusDirectory option.

SmtpGreetingMessageressge

SMTPUTFS8
SoftBounce

SSLEngine

SSLEngineBth

StatusFilefile

SuperSafe

[$e macro] The message printed when the SMTResetarts up.Defaults to “$j
Sendmail $v ready at $b”.

Enableuntime support for SMTPUTFS8.

Ifset, issue temporary errors (4xy) instead of permanent errors (5xy). This can be
useful during testing of a meconfiguration to @oid erroneous bouncing of mails.

Namef SSL engine to use. Thealable values depend on the OpenSSit-v
sion against whickendmails compiled, see

openssl engine -v
for some information.

Rath to dynamic library for SSL engin&his option is only useful iESLEngine

is set. If both are set, the engine will be loaded dynamically at runtime using the
concatenation of the path, a slash "/", the string "lib", #tleevof SSLEngingand

the string ".so". If onlySSLENginds set then the staticesion of the engine is
used.

[S] Log summary statistics in the namfdd. If no file name is specified, "statis-
tics" is used.If not set, no summary statistics ar@esh Thisfile does not gre
in size. It can be printed using thwilstat¢8) program.

[sThis option can be set to True, False, Intevactr PostMilter. If set to True,
sendmailwill be supersafe when running things, i.e.walys instantiate the queue
file, even if you are going to attempt immediate dety. Sendmaiblways instan-
tiates the queue file before returning control to the client ungeti@umstances.
This should reallyalwaysbe set to Tue. Thelnteractve value has been intro-
duced in 8.12 and can be used together @éliveryMode=i. It skips some syn-
chronization calls which are fettively doubled in the codexecution path for
this mode. If set to PostMiltesendmaildefers synchronizing the queue file until
ary milters have sgnaled acceptance of the messagestMilter is useful only
when sendmailis running as an SMTP semy in all other situations it acts the
same as True.

TLSFallbacktoClear

TLSSrvOptions

If set, sendmailimmediately tries an outbound connection again withotRSF

TLS after a TLS handshaKailure. Note:this applies to all connectionsea if

TLS specific requirements are set (see rulegtscpt andtls_client). Hence
such requirements will cause an error on a retry witho&RITLS. Therefore
they should only trigger a temporary failure so the connection is later on tried
again.

Listof options for SMTP SARTTLS for the server consisting of single charac-
ters with interening white space or commas. The fl&f “disables client erifi-
cation, and hence it is not possible to use a client certificate for relayfiegtlag
“ C” removes the requirement for the TLS servto hae a @rt. Thisonly works
under ery specific circumstances and should only be used if the consequences are
understood, e.g., clients may not work with a server using this.

TempFileMode=mode

[F] The file mode for transcript files, files to whishndmaildelivers directly files
in the HostStatusDirectory, and StatusFile It is interpreted in octal by dafilt.
Defaults to 0600.
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Timeouttype=timeout
[r; subsumes old T option as well] Set timeoalues. Br more information, see
section 4.1.

TimeZoneSpedzinfo
[t] Set the local time zone info tainfo— for example, “PST8PDT" Actually, if
this is not set, the TZ gimonment variable is cleared (so the system default is
used); if set bt null, the uses TZ variable is used, and if set and non-null the TZ
variable is set to this value.

TrustedUseraseiThe userparameter may be a user name (looked uptipasswyor a rumeric
user id. Trusted user for filewnership and starting the daemon. If set, generated
alias databases and the control 8¢k configured) will automatically beamed
by this user.

TryNullMXList [w] If this system is the “best” (that is, lowest preference) MX fovanghost, its
configuration rules should normally detect this situation and treat that condition
specially by forwarding the mail to a UUCP feed, treating it as local, or wdnate
However, in some cases (such as Internetviialls) you may want to try to con-
nect directly to that host as though it had no MX records at all. Setting this option
causesendmailto try this. The downside is that errors in your configuration are
likely to be diagnosed as “host unknown” or “message timed out” instead of
something more meaningful. This option is disrecommended.

UnixFromLine=fromline
[$] macro] Defines the format used wresndmaiimust add a UNIX-style From_
line (that is, a line beginning “From<space>usemMefaults to “From $g$d”.
Don't change this unless your system uses a different UNIX mailbox format (v
unlikely).

UnsafeGroupWrites
If set (default), :include: and .foead files that are group writable are considered
“unsafe”, that is, thecannot reference programs or write directly to filggorld
writable :include: and .forward files arewvalys unsafe. Note: usBontBlame-
Sendmailinstead; this option is deprecated.

UseCompressedIPv6Addresses
If set, the compressed format of IPv6 addresses, such as IPV6:::1, will be used,
instead of the uncompressed format, such as IPv6:0:0:0:0:0:0:0:1.

UseErrors® [I] If there is an “Errors-To:” headegend error messages to the addresses listed
there. Thg normally go to the erglope senderUse of this option causeend-
mail to violate RFC 1123. This option is disrecommended and deprecated.

UserDatabaseSpegdbspec
[U] The user database specification.

Verbose [VIRun in verbose mode. If this is segndmailadjusts optiongloldExpensive
(old c) and DeliveryMode (old d) so hat all mail is deliered completely in a sin-
gle job so that you can see the entirevegji process. Option Verbose should
neverbe set in the configuration file; it is intended for command line use only
Note that the use of optidverbose can cause authentication information to leak,
if you use a sendmail client to authenticate to aesetf’the authentication mech-
anism uses plain text passwords (as with LOGIN or PLAIN), then the pabsw
could be compromisedTo avoid this, do not install sendmail set-usBr root,
and disable th# ERB SMTP command with a suitabirivacyOptions setting.

XscriptFileBufferSizethreshold
Set thethreshold in bytes, before a memory-based queue transcript file becomes
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disk-based. Thdefault is 4096 bytes.

All options can be specified on the command line using the —O or —o ditaigadst will causesend-
mail to relinquish its set-user-ID permissionBhe options that will not cause this are/&ditin-

put [7], EightBitMode [8], MinFreeBlocks [b], Checkpointinterval [C], DetyMode [d], Error
Mode [e], IgnoreDots [i], SendMimeErrors [j], Logia [L], MeToo [m], OldStyleHeaders [o], Pri-
vacyOptions [p], SuperSafe [s], Verbose [v], QueueSortQid@nQueueAge, DefaultCharSet, Dial
Delay, NoRecipientAction, ColonOkInAddr MaxQueueRunSize, SingleLineFromHeadend
AllowBogusHELO. Actually PrivacyOptions [p] gven on he command line are added to those
already specified in theendmail.cffile, i.e., thg can't be reset. Also,M (define macro) when
defining the r or s macros is also considered “safe”.

5.8. P— Precedence Definitions

Values for the “Precedence:” field may be defined usingPtbentrol line. The syntax of this
field is:

Pname=num

When thenameis found in a “Precedence:” field, the message class is satoHigher numbers

mean higher precedence. Numbers less than zemtma special property that if an error occurs
during processing the body of the message will not be returned; this is expected to be used for
“bulk” mail such as through mailing lists. The default precedence is Eercexample, our list of
precedences is:

Pfirst-class=0
Pspecial-deliery=100

Plist=—30
Pbulk=-60
Pjunk=-100

People writing mailing list xploders are encouraged to use “Precedence: list”. Older versions of
sendmail(which discarded all error returns forgsve precedences) didnrecognize this name,
giving it a defult precedence of zero. This allows list maintainers to see error returns on both old
and nev versions osendmail

5.9. V— Configuration Version Level

To provide compatibility with old configuration files, thé line has been added to define
some very basic semantics of the configuration file. These are not intended to be long term sup-
ports; ratherthey describe compatibility features which will probably be restbin future releases.

N.B.: these ersionlevelshave mothing to do with the @rsionnumberon the files.For exam-
ple, as of this writing version 10 config files (specifical{0) used version Vel 9 configurations.

“Old” configuration files are defined as versiomeleone. \érsion leel two files male the
following changes:

(1) Hostname canonification ($[ ... $]) appends a dot if the name is recognizedvisishgi
config file a way of finding out if anything matche@ctually, this just initializes the
“host” map with the “-4. flag — you can reset it to @hing you prefer by declaring the
map explicitly.)

(2) Default host namextension is consistent throughout processing; versiah éme configu-
rations turned dfdomain extension (that is, adding the local domain name) during certain
points in processingVersion level two configurations are expected to include a trailing dot
to indicate that the name is already canonical.

(3) Localnames that are not aliases are passed through distenguished ruleset five; this can
be used to append a local reld&his behavior can be prented by resolving the local name
with an initial ‘@’. That is, something that resolves to a local mailer and a user name of
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“vikki” will be passed through ruleset five, but a user name of “@vikki” willehthe ‘@’
stripped, will not be passed through ruleseg fiput will otherwise be treated the same as
the prior &ample. Theexpectation is that this might be used to implement a ypalitere
mail sent to “vikki” was handled by a central hub, but mail sent to “vikki@localhoss’ w
delivered directly.

Version level three files allev # initiated comments on all line€xceptions are backslash
escaped # marks and the $# syntax.

Version level four configurations are completely eeplént to level three for historical rea-
sons.

Version level five configuration files change the default definition$ef to be just the first
component of the hostname.

Version level six configuration files change myarof the local processing options (such as
aliasing and matching the dianing of the address for ‘|’ characters) to be mailer flags; thiwsllo
fine-grained control wer the special local processing.evel six configuration files may also use
long option namesThe ColonOkinAddr option (to allev colons in the local-part of addresses)
defaultson for lower numbered configuration files; the configuration file requires some additional
intelligence to properly handle the RFC 822 group construct.

Version level seven configuration files used meoption names to replace old macré&e (
becameSmtpGreetingMessage $I becameUnixFromLine, and $o becameOperatorChars.
Also, prior to version sen, theF=q flag (use 250 instead of 252 return valueS®ITP VRFY com-
mands) was assumed.

Version level eight configuration files allo# on the left hand side of ruleset lines.

Version level nine configuration files alle parentheses in rulesets, i.e.\ttaee not treated as
comments and hence rewned.

Version level ten configuration files a@ queue group definitions.

TheV line may hae an optional/vendorto indicate that this configuration file uses modifica-

tions specific to a particulaemdof? You may use “/Bersley” to emphasize that this configura-
tion file uses the Berkefadialect ofsendmail

5.10. K— Key File Declaration
Special maps can be defined using the line:
Kmapname mapclass arguments

The mapnamas the handle by which this map is referenced in theitiag rules. The mapclasss
the name of a type of map; these are compiled isetmdmail The argumentsare interpreted
depending on the class; typicaltitere would be a singlegrment naming the file containing the
map.

Maps are referenced using the syntax:
$( map ley$@ argumentss: default$)

where either or both of thergumentsor defaultportion may be omittedThe $@ agumentsmay
appear more than once. The indicakegl and argumentsare passed to the appropriate mapping
function. Ifit returns a value, it replaces the input. If it does not return a value adeftndtis
specified, thelefaultreplaces the input. Otherwise, the input is unchanged.

ZAnd of course, vendors are encouraged to add themselves to the list of recognized vendors by editing thetventomn
conf.c Please send e-mail to sendmail@Sendmail.ORG to register your vendor dialect.
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The argumentsare passed to the map for arbitrary udéost map classes can interpolate
these arguments into their values using the syntaX ‘@heren is a digit) to indicate the corre-
spondingargument Argument “%0” indicates the databaseyk For example, the rule

R$- ! $+ $: $(uucp $1 $@ $2 $: $2 @ $1 . UUCP $)

looks up the UUCP name in a (user defined) UUCP map; if not found it turns it into “.UUCP” form.
The database might contain records like:

decwax %1@%0.DEC.COM
research %1@%0IN.COM

Note thatdefaultclauses neer do this mapping.

The built-in map with both name and class “host” is the host name canonicalization lookup.
Thus, the syntax:

$(hosthostnams)
is equvaent to:
$[hostnam8]
There are mandefined classes.
cdb Databaskmokups using the cdb(3) libranssendmailmust be compiled witicDB
defined.
dbm Databasdookups using the ndbm(3) libranSendmailmust be compiled with
NDBM defined.
btree Databaskwokups using the btree intade to the Berdey DB library. Sendmail
must be compiled witNNEWDB defined.
hash Databaseokups using the hash interface to the B&skDB library. Sendmail
must be compiled witNEWDB defined.
nis NISlookups. Sendmaimust be compiled witNIS defined.
nisplus NIS+lookups. Sendmailmust be compiled wittNISPLUS defined. Theargu-

ment is the name of the table to use for lookups, andkhend-v flags may be
used to set thedy and value columns respeatly.

hesiod Hesiodbokups. Sendmaimust be compiled witlESIOD defined.

Idap LDAP X500 directory lookups.Sendmailmust be compiled with DAPMAP
defined. Themap supports most of the standarguanents and most of the com-
mand line arguments of th@apseach program. Noteahat, by default, if a single
guery matches multiple values, only the firatue will be returned unless the
(value separator) map option is set. Also, tiemap flag will treat a multiple
value return as if there were no matches.

netinfo NeXTNetInfo lookups.Sendmaimust be compiled witNETINFO defined.

text Text file lookups. The format of thexefile is defined by thek (key field num-
ber),-v (value field number), anez (field delimiter) options.

ph PHquery map. Contributed and supported by Mark Roth, roth@uiuc.edu.

nsd nsdmap for IRIX 6.5 and laterContributed and supported by Bob Mende of
SGI, mende@sgi.com.

stab Internasymbol table lookups. Used internally for aliasing.

implicit Sequentiallytry a list of available map typeshash dbm and cdh. It is the de&ult

for alias files if no class is specifietf.is no matching map type is found, thette
version is used for the alias file, but other maps fail to open.
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user Looksaup users usingetpwnan{3). The-v flag can be used to specify the name
of the field to return (although this is normally used only to check the existence of
a user).

host Canonifiebost domain namesGiven a fost name it calls the name server to find

the canonical name for that host.

bestmx Returnghe best MX record for a host namevagi as he key. The current
machine is alays preferred — that is, if the current machine is one of the hosts
listed as a lvest-preference MX record, then it will be guaranteed to be returned.
This can be used to find out if this machine is thgetafor an MX record, and
mail can be accepted on that basis. If tkeoption is gven, then all MX names
are returned, separated by theegidelimiter. Note: the return value is determin-
istic, i.e., &en if multiple MX records hee the same preference, theill be
returned in the same order.

dns Thismap requires the option -R to specify the DNS resource record type to
lookup. Thefollowing types are supported: A, AAAA, AFSDB, CNAME, MX,
NS, PTR, SR, and TXT. A map lookup will return only one record unless tze
(value separator) option is set. Hence for some types, e.g., MX records, the return
value might be a random element of the results due to randomizing in the DNS
resolver if only one element is returned.

arpa Returnshe ‘reverse’ for the gven IP (IPv4 or IPv6) address, i.e., the string for
the PTR lookup, but without trailing6.arpa or in-addr.arpa. For example, the
following configuration lines:

Karpa arpa
SArpa
R$+ $:$(arpa $1 %)
work like this in test mode:
sendmail -bt
ADDRESS TEST MODE (ruleset 3 NCautomatically irvoked)

Enter <ruleset> <address>
> Arpa IPv6:1:2:dead:beef:9876:0:0:1

Arpa input:lIPv6 : 1:2:dead:beef:9876:0:0:1
Arpa returns1.0.0.0.0.0.0.0.0.0.0.0.6.7.8.9.f.e.e.b.d.a.e.d
> Arpa l.2.3.4
Arpa input:1.2.3.4
Arpa returns4.3.2.1
sequence Tharguments on the ‘K’ line are a list of maps; the resulting map searches the

argument maps in order until it finds a match for the indicatsd kor example,
if the key definition is:

Kmapl ...
Kmap?2 ...
Ksegmap sequence mapl map2

then a lookup against “segmap” first does a lookup in mapl. If that is found, it
returns immediatelyOtherwise, the sameek is used for map2.

syslog thekey is logged viasyslogd8). Thelookup returns the empty string.

switch Muchlike the “sequence” mapxeept that the order of maps is determined by the
service switch. The gument is the name of the service to be looked up;dhe v
ues from the service switch are appended to the map name to createape
names. Br example, consider thek cefinition:
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dequote

regex

Kali switch aliases
together with the service switch entry:
aliases nidiles

This causes a query against the map “ali” to search maps named “ali.nis” and
“ali.files” in that order.

Stripdouble quotes (") from a namét does not strip backslashes, and will not
strip quotes if the resulting stringowid contain unscannable syntax (that is, basic
errors like unbalanced angle brackets; more sophisticated errors such asvankno
hosts are not cheell). Theintent is for use when trying to accept mail from sys-
tems such as DECnet that routinely quote odd syntax such as

"49ers::ubell”
A typical usage is probably something like:
Kdequote dequote

R$- $:$(dequote $1 $)
R$- $+ $: $>3 $1 $2

Care must be taken to peat unexpected results; for example,
"|someprogram < input > output”

will have quotes stripped, but the result is probably not what you had in mind.
Fortunately these cases are rare.

The map definition on thi€ line contains a igular expression. Ag key input is
compared to that expression using the POSIX regular expressions rougines re
comp(), regerr(), and gexec(). Referto the documentation for those routines for
more information about the regular expression matchig rewriting of the ky

is done if the-m flag is used.Without it, the ky is dscarded or if-sif used, it is
substituted by the substring matches, delimited|oyr the string specified with
the—d option. Theoptions &ailable for the map are

-n not

-f  casesensitve

-b  basicregular expressions (default is extended)
-S  substringnatch

-d setthe delimiter string used for -s

-a appendtring to ley

-m matchonly, do rot replace/discard value

-D performno lookup in deferred delery mode.

The —s option can include an optional parameter which can be used to select the
substrings in the result of the lookupor example,

-s1,3,4

The delimiter string specified via thel option is the sequence of characters after
d ending at the first space. Hence it iggossible to specify a space as delimiter

so if the option is immediately foleed by a space the delimiter string is empty

which means the substrings are joined.

Notes: to match & in a string, \$$ must be used. If the pattern contains spaces,
they must be replaced with the blank substitution characteess it is space
itself.
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program

macro

arith

soclet
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Therguments on th& line are the pathname to a program angiaitial param-

eters to be passedVhen the map is called, thexis alded to the initial parame-

ters and the program isvioked as he default user/group id. The first line of stan-
dard output is returned as the value of the lookup. This hag poéential secu-

rity problems, and has terrible performance; it should be used only when abso-
lutely necessary.

Sebr clear a macroalue. D st a macro, pass the value as the first argument in
the map lookup.To dear a macro, do not pass aguanent in the map lookup.
The map aliays returns the empty string. Example of typical usage include:

Kstorage macro

# =t macro ${MyMacro} to the ruleset match
R$+ $:$(storage {MyMacro} $@ $1 $) $1

# =t macro ${MyMacro} to an empty string
R$* $: $(storage {MyMacro} $@ $) $1

# dear macro ${MyMacro}

R$- $:$(storage {MyMacro} $) $1

Performsimple arithmetic operationslhe operation is gén as ley, currently +,

- * 1, %, |, & (bitwise OR, AND), | (for less than), =, and r (for random) are sup-
ported. Thetwo operands are géen as aguments. Thdookup returns the result

of the computation, i.eTRUE or FALSE for comparisons, integeralues other

wise. Ther operator returns a pseudo-random number whose value lies between
the first and second operand (which requires that the first operand is smaller than
the second). All options which are possible for maps are ignofedimple
example is:

Kcomp arith

Scheck_etrn
R$* $: $(comp | $@ $&{load_avg} $@ 7 $) $1
RFALSES$# error ...

Thesoclet map uses a simple request/reply protoget ¥CP or UNIX domain
soclets to query an external serv Both requests and replies are text based and
encoded as netstrings, i.e., a string "hello there" becomes:

11:hello there,
Note: neither requests nor replies end with CRLF.

The request consists of the database map name and the |eyksgparated by a
space character:

<mapname> "’ <ky>
The server responds with a status indicator and the result (if any):

<status> '’ <result>
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The status indicator specifies the result of the lookup operation itself and is one of
the following upper case words:

OK thekey was found, result contains the looked up value
NOTFOUNDthe ley was not found, the result is empty

TEMP atemporary failure occurred

TIMEOUTatimeout occurred on the server side

PERM apermanent failure occurred

In case of errors (status TEMRMEOUT or PERM) the result field may contain
an explanatory messagéelowever, the explanatory message is not usey fam-
ther bysendmail

Example replies:

31:0K resolved.address@example.com,

56:0K error:550 5.7.1 User does not accept mail from sender,

in case of successful lookups, or:
8:NOTFOUND,

in case the &y was not found, or:
55:TEMP this text explains that we had a temporary failure,

in case of a temporary map lookup failure.

The sockt map uses the same syntax as milters (see Section "X — Mail Filter
(Milter) Definitions") to specify the remote endpoint, e.g.,

Ksocket mySocketMap inet:12345@127.0.0.1

If multiple socket maps define the same remote endpointwitieshare a single
connection to this endpoint.

Most of these accept as arguments the same optional flags and a filename (or a mapname for
NIS; the filename is the root of the database path, so that “.db” or some other extension appropriate
for the database type will be added to get the actual database name). Known flags are:

Indicatesthat this map is optional — that is, if it cannot be opened, no error is
produced, andendmailwill behave s if the map existed but was empty.

If neither—N or —O are specifiedsendmailuses an adapt dgorithm to decide
whether or not to look for null bytes on the end @ Itstarts by trying both; if

it finds ary key with a null byte it neer tries again without a null byte and vice
versa. If—N is specified it neer tries without a null byte and #O is specified it
never tries with a null byte. Setting one of these can speed matches buvare ne
necessary If both —N and-0O are specifiedsendmailwill never try ary matches

at all — that is, eerything will appear to fail.

Append the stringk on successful matchesor example, the defult host map
appends a dot on successful matches.

Append the string on temporarydilures. Br example,x would be appended if a
DNS lookup returned “server failed” or an NIS lookup could not locate @rserv
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—kkeycol

—vwvalcol

—zdelim

-D

—Sspacesub

—sspacesub
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See also thet flag.
Do not fold upper to lower case before looking up thg k

Matchonly (without replacing thealue). Ifyou only care about the existence of

a key aad not the value (as you might when searching the NIS map
“hosts.byname” for example), this flag peets the map from substituting the
value. Havever, The —a argument is still appended on a match, and thaltef

still taken if the match fails.

The key wlumn name (for NIS+) or number (for text lookup&or LDAP maps
this is an LIAP filter string in which %s is replaced with the literal contents of
the lookup ky and %0 is replaced with the LAP escaped contents of the lookup
key according to RFC 2254. If the flagK is used, then %21 through %9 are
replaced with the LDAP escaped contents of tlyairaents specified in the map
lookup.

The value column name (for NIS+) or number (faxt teokups). For LDAP

maps this is the name of one or more attributes to be returned; multipletestrib
can be separated by commas. If not specified, all attributes found in the match
will be returned. The attributes listed can also include a type and one or more
objectClass values for matching as described in the LDAP section.

The column delimiter (for text lookups)t can be a single character or one of the
special strings “\n” or “\t” to indicate mdine or tab respeatély. If omitted
entirely, the column separator is yasequence of white spacd=or LDAP and

some other maps this is the separator character to combine multiple values into a
single return string. If not set, the AP lookup will only return the first match
found. For DNS maps this is the separator character at which the result of a query
is cut of if is too long.

Normally, when a map attempts to do a lookup and theesédails (e.g.sendmail
couldnt contact ag name server; this isotthe same as an entry not being found
in the map), the message being processed is queued for future procébsing.
flag turns of this behaior, letting the temporary failure (server down) act as
though it were a permanent failure (entry not fourid)s particularly useful for
DNS lookups, where someone etseisconfigured name server can cause prob-
lems on your machineHowever, care must be tan to ensure that you don’
bounce mail that would be resely correctly if you tried agn. Acommon strat-
egy is to forward such mail to anotheiossibly better connected, mail server.

Performno lookup in deferred dekry mode. This flag is set by default for the
hostmap.

The character to use to replace space characters after a successful map lookup
(esp. useful for regeand syslog maps).

For the dequote map onlthe character to use to replace space characters after a
successful dequote.

Dont dequote the &y kefore lookup.
For the syslog map on)yt specifies the beel to use for the syslog call.

Whenrehuilding an alias file, the'A flag causes duplicate entries in the testv
sion to be meyed. For example, tw entries:

list: userluser2
list: user3

would be treated as though it were the single entry
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list: userluser2, user3
in the presence of theA flag.
Some additional flags argailable for the host and dns maps:

—-d delay:specify the resolves’retransmission time interval (in seconds).

-r retry: specify the number of times to retransmit a resolver query.
The dns map has another flag:

-B basedomairspecify a domain that isvaéys appended to queries.
Socket maps ha a optional flag:

—-d timeout:specify the timeout (in seconds) for communication with the socket map
server.

The following additional flags are present in the Idap map only:

—ctimeout Set the LDAP network timeout. sendmail must be compiled with
-DLDAP_OPT_NETWORK_TIMEOUT to use this flag.

-R Donot auto chase referrals. sendmail must be compiled~iittbDAP_REFER-
RALS to use this flag.

-n Retrigre dtribute names only.

-Vsep Retrieve hoth attributes name and value(s), separateskpy

—rderef Set the alias dereference option to one génelways, search, or find.

—sscope Set search scope to one of base, one (aeh,ler sub (subtree).

—hhost LDAP server hosthname. Some LDAP libraries allgou to specify multiple,
space-separated hosts for redungtarin addition, each of the hosts listed can be
followed by a colon and a port number teewide the default LDAP port.

—pport LDAP service port.

-H LDAPURI  Use the specified LBP URI instead of specifying the hosthname and port sepa-

rately with the-h and—p options shown ab@. For example,
-h server.example.com -p 389 -b dc=example,dc=com
is equiaent to
-H Idap://server.example.com:389 -b dc=example,dc=com

If the LDAP library supports it, the LDAP URI format Wwever can also request
LDAP over SSL by usindgdaps:// instead ofdap://. For example:

O LDAPDefaultSpec=-H Idaps://Idap.example.com -b dc=example,dc=com

Similarly, if the LDAP library supports it, It can also be used to specify a UNIX
domain socket usiniglapi://:

O LDAPDefaultSpec=-H Idapi://socketfile -b dc=example,dc=com

-bbase LDAP search base.
—Itimelimit Time limit for LDAP queries.
—Zsizelimit Size (number of matches) limit for LDAP or DNS queries.

—ddistinguished_name

The distinguished name to use to login to the LDAP server.

—Mmethod The method to authenticate to the LDAP serv Should be one of

LDAP_AUTH_NONE, LDAP_AUTH_SIMPLE , or LDAP_AUTH_KRBV4 .
The leading_.DAP_AUTH_ can be omitted and the value is case-insemssiti
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—Ppasswordfile The file containing the secre¢kfor theLDAP_AUTH_SIMPLE authentication
method or the name of the Kerberos ticket fileLfioAP_ AUTH_KRBV4 .

-1 Force LDAP searches to only succeed if a single match is folfimaultiple val-
ues are found, the search is treated as if no match was found.

—wversion Set the LDAP API/protocol version to use. The default depends on tA& LD
client libraries in use.For example,—w 3 will causesendmailto use LDAPv3
when communicating with the LDAP server.

-K Treat the LDAP searchely a nmulti-argument and replace %1 through %9 in the
key with the LDAP escaped contents of the lookup arguments specified in the map
lookup.

The dbmmap appends the strings “.pag” and “.dir” to theegifilename; théhashandbtree
maps append “.db”For example, the map specification

Kuucp dbm -0 —N /etc/mail/luucpmap

specifies an optional map named “uucp” of class “dbm”wagd has null bytes at the end okgy
string, and the data is located in /etc/mail/uucpmap.{dir,pag}.

The programmakemaf8) can be used to build database-oriented maps. ds takleast the
following flags (for a complete list see its man page):

—f Do not fold upper to lower case in the map.

-N Includenull bytes in leys.

-0 Appendo an existing (old) file.

-r Allow replacement ofasting keys; normally re-inserting an existingdy is an
error.

-V Printwhat is happening.

The sendmaildaemon does not & o be estarted to read the wemaps as long as you change
them in place; file locking is used so that the maps wmmnfead while thg are being updated.

New classes can be added in the rousaupmapsin file conf.c.

5.11. Q— Queue Group Declaration

In addition to the optiolQueueDirectorygueue groups can be declared that define a (group
of) queue directories under a common name. The syntax is as follows:

Qname{, fielo=value}+

wherenameis the symbolic name of the queue group under which it can be referencaibusv
places and the “field=value” pairs define atitéds of the queue group. The name must only consist
of alphanumeric characters. Fields are:

Flags Flaggor this queue group.

Nice Thenice(2) increment for the queue grouphis value must be greater or equal
zero.

Intenal Thetime between t@ queue runs.

Pah Thequeue directory of the group (required).

Runners The&umber of parallel runners processing the quéNmte that-=f must be set if
this value is greater than one.

Jobs Themaximum number of jobs (messages\deéd) per queue run.

recipients Themaximum number of recipients pervelope. Ewelopes with more than this

number of recipients will be split into multiple\etopes in the same queue direc-
tory. The default value 0 means no limit.
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Only the first character of the field name is checked.

By default, a queue group nammdjueues defined that uses thalue of theQueueDirectory
option as pathNotice: all paths that are used for queue groups must be subdirectdpesusDi-
rectory. Since thg can be symbolic links, this isna real restriction, IfQueueDirectoryuses a
wildcard, then the directory onevig up is mnsidered the'base’ directory which all other queue
directories must share. Please malkre that the queue directories do netrtap, e.g., do not spec-
ify

O QueueDirectory=/var/spool/mqueue/*
Qone, P=/var/spool/mqueue/dirl
Qtwo, P=/var/spool/mqueue/dir2

because this also includes “dirl” and “dir2” in the default queue group. \lowe

O QueueDirectory=/var/spool/mgueue/main*
Qone, P=/var/spool/mqueue/dir
Qtwo, P=/var/spool/mqueue/other*

is a valid queue group specification.

Options listed in theFlags” field can be used to modify the behavior of a queue groébp.
“f"’ flag must be set if multiple queue runners are supposed to work on the entries in a queue group.
Otherwisesendmailwill work on the entries strictly sequentially.

The ‘Interval” field sets the time between queue rulfisio queue group specific interval is
set, then the parameter of tiigoption from the command line is used.

To oontrol the eerall number of concurrently agg queue runners the option
MaxQueueChildren can be setThis limits the number of processes used for running the queues to
MaxQueueChildren, though at ay one time fewer processes may be\actis a esult of queue
options, completed queue runs, system load, etc.

The maximum number of queue runners for an individual queue group can be controlled via
theRunnersoption. Ifset to 0, entries in the queue will not be processed, which is usefjudo *
antine’ queue files. The number of runners per queue group may also be set with the option
MaxRunnersPerQueue which applies to queue groups thatvdawo individual limit. That is, the
default value foRunnersis MaxRunnersPerQueueif set, otherwise 1.

The field Jobs describes the maximum number of jobs (messagesedliper queue run,
which is the queue group specific valueMExQueueRunSize

Notice: queue groups should be declared after all queue related optierteéia set because
gueue groups taktheir defaults from those options. If an option is set after a queue group declara-
tion, the values of options in the queue group are set to the defas#isdrhailunless explicitly set
in the declaration.

Each emelope is assigned to a queue group based on the algorithm described in section
“ Queue Groups and Queue Directories”.

5.12. X— Mail Filter (Milter) Definitions

The sendmailMail Filter APl (Milter) is designed to all® third-party programs access to
mail messages as thare being processed in order to filter meta-information and conién are
declared in the configuration file as:

Xname{, field=value}*

where nameis the name of the filter (used internally only) and the “field=name” pairs define
attributes of the filter Also see the documentation for timputMailFilters option for more infor
mation.
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Fields are:
Soclet Thesocket specification
Flags Specidlags for this filter
Timeouts Tmeouts for this filter

Only the first character of the field name is checkes @Se-sensitie).
The socket specification is one of the following forms:
S=inet: port @ host

S=inet6: port @ host

S=local: path

The first two describe an IPv4 or IPv6 socket listening on a cenairt at a gven hostor IP
address. Thénal form describes a named socket on the filesystem atvirepgith

The following flags may be set in the filter description.
R  Reject connection if filter unailable.
T  Temporary fail connection if filter umailable.

If neither F=R nor F=T is specified, the message is passed thsendmailin case of filter
errors as if the failing filters were not present.

The timeouts can be set using the four fields inside dfthequate:
Timeout for connecting to a filtelf set to 0, the system&onnect(timeout will be used.
Timeout for sending information from the MTo a filter.
Timeout for reading reply from the filter.

m 2 nw O

Overall timeout between sending end-of-message to filter and waiting for the finalhdckno
edgment.

Note the separator between each timeout field’js.aThe default values (if not set) are:
T=C:5m;S:10s;R:10s;E:5mwheresis seconds anadh is minutes.

Examples:

Xfilterl, S=local:/var/run/fl.sock, F=R
Xfilter2, S=inet6:999@Ilocalhost, FFT=S:1s;R:1s;E:5m
Xfilter3, S=inet:3333@Iocalhost, T=C:2m

5.13. TheUser Database

The user database is deprecatedawurfof “‘virtusertable’ and “genericstablé’as explained
in the filecf/README. If you hare a vesion of sendmailwith the user database package com-
piled in, the handling of sender and recipient addresses is modified.

The location of this database is controlled withlilserDatabaseSpeoption.

5.13.1. Structure of the user database
The database is a sorted (BTree-based) structure. User records are stored with the k
user-namdield-name

The sorted database format ensures that user records are clustered tbigttnénformation is
always stored with a leading colon.

Field names define both the syntax and semantics oathe.vDefinedields include:

maildrop Thedelivery address for this userThere may be multiple values of this
record. Inparticular mailing lists will have smemaildroprecord for each user
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on the list.

mailname Theoutgoing mailname for this useFor each outgoing name, there should
be an appropriatmaildroprecord for that name to alloreturn mail. See also
:default:mailname

mailsender Changemy mail sent to this address toueathe indicated erelope sender
This is intended for mailing lists, and will normally be the name of an appro-
priate -request address. It is very similar to therdist syntax in the alias
file.

fullname Thefull name of the user.
office-address  Theffice address for this user.
office-phone Theffice phone number for this user.
office-fax Theoffice FAX number for this user.
home-address = ThHeome address for this user.

home-phone ThbBome phone number for this user.
home-fix Thehome FAX number for this user.
project A (short) description of the project this person fiafed with. In the Uni-

versity this is often just the name of their graduate advisor.
plan Apointer to a file from which plan information can be gathered.

As of this writing, only a fer of these fields are actually being usedseydmail mail-
drop andmailname A fingerprogram that uses the other fields is planned.

5.13.2. Usedatabase semantics

When the rewriting rules submit an address to the local m#ikeruser name is passed
through the alias filelf no alias is found (or if the alias points back to the same address), the
name (with “:maildrop” appended) is then used asew ik the user database. If no match
occurs (or if the maildrop points at the same address), forwarding is tried.

If the first tolen of the user name returned by ruleset 0 is an “@"” sign, the user database
lookup is skipped. The intent is that the user database will act as a seadfsdfeir a cluster
(in our case, the Computer Science Division); mail sent to a specific machine should ignore
these defaults.

When mail is sent, the name of the sending user is looked up in the dathlthatuser
has a “mailname” record, the value of that record is used as their outgoing Faregample, |
might hare a ecord:

eric:mailname  Eric.Allman@CS.Begley.EDU
This would cause my outgoing mail to be sent as Eric.Allman.

If a “maildrop” is found for the usebut no corresponding “mailname” record exists, the
record “:default:mailname” is consultedf. present, this is the name of a host t@rdde the
local host. For example, in our case we would set it to “CS.R#e EDU”. The effect is that
aryone known in the database gets their outgoing mail stamped as “user@ €leyEei)”,
but people not listed in the database use the local hostname.

5.13.3. Ceating the databas&®

BThese instructions are known to be incompledher features arevalable which provide similar functionalite.g., virtual
hosting and mapping local addresses into a generic form as explained in cf/README.
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The user database is built from a text file usingntlademanutility (in the distribution in
the makemap subdirectory). Thettdile is a series of lines corresponding to userdb records;
each line has ady and a value separated by white space. Tég ik dways in the format
described abge — for example:

eric:maildrop

This file is normally installed in a system directory; farample, it might be called
/etc/mail/userdb To make the database version of the map, run the program:

makemap btree /etc/mail/userdb < /etc/mail/userdb

Then create a config file that uses thisr example, using the V8 M4 configuration, include the
following line in your .mc file:

define("confUSERDB_SPEC’, /etc/mail/userdb)

6. OTHER CONFIGURATION

There are some configuration changes that can be made by recorsg@ilthgail This section
describes what changes can be made and what has to be modifiecettnenak Inmost cases this
should be unnecessary unless you are postngimaito a nev environment.

6.1. Parameters in devtools/OS/$oscf

These parameters are intended to describe the compilation environment, not siteamblic
should normally be defined in the operating system configurationTiiles section needs a com-
plete rewrite.

NDBM If set, the ne@ version of the DBM library that ales multiple databases will be
used. Ifneither CDB, NDBM, nor NEWDB are set, a much less efficient method
of alias lookup is used.

CDB If set, use the cdb (tinycdb) package.

NEWDB If set, use the medatabase package from Belgy (from 4.4BSD). This package
is substantially faster than DBM or NDBM. If NEWDB and NDBM are both set,
sendmailwill read DBM files, but will create and use NEWDB files.

NIS Includesupport for NIS. If set together wittothNEWDB and NDBM,sendmail
will create both DBM and NEWDB files if and only if an alias file includes the
substring “/yp/” in the name. This is intended for compatibility with Sun
Microsystemsmkaliasprogram used on YP masters.

NISPLUS Compilen support for NIS+.
NETINFO Compilein support for Netinfo (NeXT stations).

LDAPMAP Compilein support for LDAP X500 queriesRequires libldap and liblber from
the Umich LDAP 3.2 or 3.3 release or eglent libraries for other LBP
libraries such as OpenLDAP.

HESIOD Compilen support for Hesiod.
MAP_NSD Compilen support for IRIX NSD lookups.
MAP_REGEX Compilén support for regular expression matching.

DNSMAP Compilein support for DNS map lookups in teendmail.cfile.
PH_MAP Compilen support for ph lookups.
SASL Compilein support for SASL, a required component for SMTP Authentication

support.
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STARTTLS Compilein support for STARTTLS.

EGD Compilein support for the "EntropGathering Daemon" to pvide better random
data for TLS.

TCPWRAPPERS Compile support for TCP Wrappers.

_PATH_SENDMAILCF
The pathname of the sendmail.cf file.

_PATH_SENDMAILPID
The pathname of the sendmail.pid file.

SM_CONF_SHM
Compile in support for shared memposge section about "/var/spool/mqueue"”.

MILTER Compilein support for contacting external mail filters built with the Milter API.

There are also geral compilation flags to indicate the environment such as “ AIX3" and
“ SCO_unix_". Se¢he sendmail/README file for the latest scoop on these flags.

6.1.1. For Futur e Releases

sendmailoften contains compile time optiofsr Future Releaseqprefix _FFR_) which
might be enabled in a subsequeeatsion or might simply be remed as hey turned out not to
be really useful. These features are usually not documented but yf &hes then the required
(FFR) compile time options are listed here for rulesets and macros, afREADME for
mc/cf options. FFR compile times options must be enabled when the sendmail binarmtis b
from source. Enabled FFRs in a binary can be listed with

sendmail -d0.13 < /dev/null | grep FFR

6.2. RParameters in sendmail/conf.h

Paameters and compilation options are defined in corflbst of these need not normally
be tweaked; common parameters are all in sendmaliflaivever, the sizes of certain primig vec-
tors, etc., are included in this file. The numbers following the parameters are their default value.

This document is not the best source of information for compilation flags in conf.h — see
sendmail/README or sendmail/conf.h itself.

MAXLINE [2048] The maximum line length of gninput line. If message lines exceed this
length thg will still be processed correctly; hvaver, header lines, configura-
tion file lines, alias lines, etc., must fit within this limit.

MAXNAME [256] The maximum length of gnname, such as a host or a user name.

MAXPV [256] The maximum number of parameters tg arailer. This limits the number of
recipients that may be passed in one transactiotan be set to grarbitrary
number abee aout 10, sincesendmailwill break up a deliery into smaller
batches as needed higher number may reduce load on your systeny-ho
eve.

MAXQUEUEGROUPS [50]
The maximum number of queue groups.

MAXATOM [1000] Themaximum number of atoms (tokens) in a single addreasexample, the
address “eric@CS.Berkgl&DU” is seven aoms.

MAXMAILERS [25] The maximum number of mailers that may be defined in the configuration file.
This value is defined in include/sendmail/sendmail.h.

MAXRWSETS [200TThe maximum number of waiting sets that may be defined. The first half of
these are reserved for numeric specification (é392"), while the upper half
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are reserved for auto-numbering (e.fdo”). Thus,with a value of 200 an
attempt to use “S99will succeed, but “S100Wwill fail.

MAXPRIORITIES [25]
The maximum number of values for the “Precedence:” field that may be
defined (using th® line in sendmail.cf).

MAXUSERENVIRON [100]
The maximum number of items in the useviemment that will be passed to
subordinate mailers.

MAXMXHOSTS [100]
The maximum number of MX records we will accept foy single host.

MAXMAPSTACK [12]
The maximum number of maps that may be "stacked" secuenceclass
map.

MAXMIMEARGS [20]

The maximum number of arguments in a MIME Content-Type: header; addi-
tional arguments will be ignored.

MAXMIMENESTING [20]
The maximum depth to which MIME messages may be nested (that is, nested
Message or Multipart documents; this does not limit the number of compo-
nents in a single Multipart document).

MAXDAEMONS [10]
The maximum number of sockets sendmail will open for accepting connec-
tions on different ports.

MAXMACNAMELEN [25]
The maximum length of a macro name.

A number of other compilation optiongist. Thesespecify whether or not specific code should be
compiled in. Ones marked with T are 0/1 valued.

NETINET?t If set, support for Internet protocol networking is compiledRmevious \er-
sions ofsendmaikeferred to this aBAEMON,; this old usage is moincorrect.
Defaults on; turn it dfin the Makefile if your system doesrsupport the
Internet protocols.

NETINET6T If set, support for IPv6 networking is compiled in. It must be separately
enabled by addinBaemonPortOptionssettings.

NETISOt Ifset, support for ISO protocol natvking is compiled in (it may be appropri-
ate to #define this in the Makefile instead of conf.h).

NETUNIXt If set, support for UNIX domain sockets is compiled in. This is used for con-
trol socket support.

LOG If set, thesyslogroutine in use at some sites is used. This makes an informa-
tional log record for each message processed, and makes a higher priority log
record for internal system errorSTRONGLY RECOMMENDED —ifyou
want no logging, turn it dfin the configuration file.

MATCHGECOSt Compilein the code to do “fuzzy matchirigon the GECOS field in
letc/passwd. Thialso requires that tHdatchGECOS option be turned on.

NAMED_BINDt  Compilein code to use the Begley Internet Name Domain (BIND) server to
resohe TCP/IP host names.

NOTUNIX If you are using a non-UNIX mail format, you can set this flag to tdrspef
cial processing of UNIX-style “From ” lines.
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USERDBTY

Includethe experimental Berkeley user information database packagehis
adds a ne levé of local name expansion between aliasing anddadimg. It
also uses the NEWDB package. This may change in future releases.

The following options are normally turned on in per-operating-system clauses in conf.h.

IDENTPROTOY

SYSTEMS
HASFLOCKTY

HASINITGROUPS

HASUNAME

Compile in the IDENT protocol as defined in RFC 14T3is defaults on for

all systems except Ultrix, which apparently has the interesting “feature” that
when it receies a ‘host unreachable” message it closes all open connections
to that host. Since some fivall gatevays send this error code when you
access an unauthorized port (such as 113, used by IDENT), Ultrix cannot
receve amail from such hosts.

Setll of the compilation parameters appropriate for System V.

UseBerkeley-styleflock instead of System Vockf to do file locking. Due to
the highly unusual semantics of locks across forksdkf, this should atiays
be used if at all possible.

Sethis if your system has thaitgroups() call (if you hare nultiple group
support). Thisis the default if SYSTEMS isot defined or if you are on
HPUX.

Setthis if you hae the unamé2) system call (or corresponding library rou-
tine). Setby default if SYSTEMS is set.

HASGETDTABLESIZE

HASWAITPID

Set this if you hee thegetdtablesiz€2) system call.
Setthis if you hae the haswaitpid2) system call.

FAST_PID_RECYCLE

SFS_TYPE

LA_TYPE

Set this if your system can possibly reuse the same pid in the same second of
time.

Thenechanism that can be used to get file system capacity informatien.
values can be one of SFS_UMT(use the ustat(2) syscall), SFS_4ARGS (use
the four argument statfs(2) syscall), SFS_VFS (use thexgument statfs(2)
syscall including <sys/vfs.h>), SFS_MOUNT (use the angument statfs(2)
syscall including <sys/mount.h>), SFSAFS (use the ta agument
statfs(2) syscall including <sys/statfs.h>), SFSABFS (use the te argu-
ment statfs(2) syscall including <sys/statvfs.h>), or SFS_NONE @po tav
get this information).

Theload arerage type. Details are described belo

The are seeral built-in ways of computing the loaderage. Sendmaitries to auto-configure them
based on imperfect guesses; you can select one usingdpdon—-DLA_TYPE=type wheretype

IS:
LA_INT

LA_SHORT

LA_FLOAT

LA_MACH
LA_SUBR
LA_ZERO

The kernel stores the loadverage in the kernel as an array of long gyates.
The actual values are scaled by a factor FSCALE (default 256).

The kernel stores the loagtepage in the kernel as an array of shortgets.
The actual values are scaled by a factor FSCALE (default 256).

The kernel stores the loadesage in the &rnel as an array of double precision
floats.

UseMACH-style load a&erages.
Callthe getloadavgroutine to get the loadverage as an array of doubles.
Always return zero as the loadesage. Thids the fallback case.
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If type LA_INT, LA_SHORT, or LA_FLOAT is specified, you may also need to speciyTH_UNIX
(the path to your system binary) and_AVENRUN (the name of the variable containing the load
avaage in the kernel; usually “venrun” or “avenrun”).

6.3. Configurationin sendmail/conf.c
The following changes can be made in conf.c.

6.3.1. Built-in Header Semantics

Not all header semantics are defined in the configuration file. Header lines that should
only be included by certain mailers (as well as other more obscure semantics) must be specified
in theHdrInfo table inconf.c This table contains the header name (which should be inadf lo
case) and a set of header control flags (described below), The flags are:

H_ACHECK Normallywhen the check is made to see if a header line is compatible with
a mailer, sendmailwill not delete an existing line. If this flag is segnd-
mail will delete een existing header lines. That is, if this bit is set and the
mailer does not he& flag bits set that intersect with the required mailer
flags in the header definition in sendmail.cf, the header liredways
deleted.

H_EOH If this header field is set, treat itdila Bank line, i.e., it will signal the end
of the header and the beginning of the message text.

H_FORCE Addthis header entryven if one existed in the message before. If a
header entry does not \a this bit set,sendmailwill not add another
header line if a header line of this name alreadgted. Thiswould nor
mally be used to stamp the messagevayyene who handled it.

H_TRACE If set, this is a timestamp (trace) field.the number of trace fields in a
messagexeeeds a preset amount the message is returned on the assump-
tion that it has an aliasing loop.

H_RCPT Ifset, this field contains recipient addresses. This is used by flagy to
determine who to send to when it is collecting recipients from the mes-
sage.

H_FROM This flag indicates that this field specifies a sendire order of these

fields in theHdrInfo table specifiesendmaik preference for which field
to return error messages to.

H_ERRORSD Addresses in this header should reeeror messages.

H_CTE Thisheader is a Content-Transfer-Encoding header.
H_CTYPE Thisheader is a Content-Type header.
H_BCC Stripthe value from the header (for Bcc:).

Let's look at a sampleldrinfo specification:
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struct hdrinfo Hdrinfo[] =
{

[* originator fields, most to least significant */
"resent-sender”, H_FBMJ,
"resent-from", H_FRM,

"sender”, H _FRM,

"from", H_FROM,

"full-name”, H_ACHECK,

"errors-to", H_FROM|H_ERFORSTO,

[* destination fields */

"to", H_RCPT
"resent-to", H RCPT

"cc", H_RCPT

"bece”, H_RCPTH_BCC,

[* message identification and control */
"message", H_EOH,

"text", H_EOH,

[* trace fields */

"received”, H_TRACE|H_FORCE,

/* miscellaneous fields */
"content-transfeencoding”, H_CTE,
"content-type", H_CTYPE,

NULL, 0,
%
This structure indicates that the “To:”, “Resent-To:”, and “Cc:” fields all specify recipient
addresses. An“Full-Name:” field will be deleted unless the required mailer flag (indicated in
the configuration file) is specified. The “Message:” aneitT fields will terminate the header;
these are used by random dissenters around the netvaslit. wihe “Received:” field will
always be added, and can be used to trace messages.

There are a number of important points hdfast, header fields are not added automati-
cally just because tlgeare in theHdriInfo structure; thg must be specified in the configuration
file in order to be added to the messagay header fields mentioned in the configuration file
but not mentioned in théldrinfo structure hee default processing performed; that is, yitaee
added unless tgewere in the message alread$econd, theHdrInfo structure only specifies
cliched processing; certain headers are processed specially by ad hogeatlesseof the sta-
tus specified iHdrInfo. For example, the “Sender:” and “From:” fields areals scanned on

ARPANET mail to determine the sendérthis is used to perform the “return to sender” func-
tion. The“From:” and “Full-Name:” fields are used to determine the full name of the sender if
possible; this is stored in the madwand used in a number of ways.

6.3.2. RestrictingUse of Email

If it is necessary to restrict mail through a relthg checkcompatoutine can be modified.
This routine is called forvery recipient address. It returns an exit status indicating the status of
the message. The statBX_OK accepts the addred8X_TEMPFAIL queues the message for a
later try and other values (commonBX_UNAVA ILABLE) reject the messaget is up tocheck-
compatto print an error message (usingrerr) if the message is rejectedror example,

2actually, this is no longer true in SMTP; this information is contained in tivel@pe. Theolder ARPANET protocols did
not completely distinguish gdope from header.
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checkcompatould read:
int
checkcompat(to, e)

register ADDRESS *to;
register ENVELOPE *g;

{
register STAB *s;
s = gab("private”, ST_MAILER, ST_FIND);
if (s = NULL && e->e_from.q_mailer != LocalMailer &&
to->g_mailer == s->s_mailer)
{
usrerr("No prvate net mail allowed through this machine");
return (EX_UNAVA ILABLE);
}
if (MsgSize > 50000 && bitnset(M_LOCALMAILER, to—>qg_mailer))
{
usrerr("Message too large for non-local dely");
e—>e_flags |- EF_NORETURN;
return (EX_UNAVA ILABLE);
}
return (EX_OK);
}

This would reject messages greater than 50000 bytes unlgss/é¢hne local. The EF_NORE-
TURNflag can be set i e_flagsto suppress the return of the actual body of the message in
the error return.The actual use of this routine is highly dependent on the implementation, and
use should be limited.

6.3.3. NewDatabase Map Classes

New key maps can be added by creating a class initialization function and a lookup func-
tion. Theseare then added to the routisetupmaps.

The initialization function is called as
xxx_map_init(MAP *map, char *args)

The mapis an internal data structur&he argsis a pointer to the portion of the configuration
file line following the map class name; flags and filenames caxttaeted from this line.The
initialization function must returtiueif it successfully opened the mégise otherwise.

The lookup function is called as
xxx_map_lookup(MAP *map, char buf[], char *aint *statp)

The mapdefines the map internallyrhe buf has the inputéy. This may be (and often is) used
destructvely. Theavis a list of arguments passed in from therie line. The lookup function
should return a pointer to thew@alue. Ifthe map lookupdils, *statp should be set to arxi¢
status code; in particulat should be set t&X_TEMPFAIL if recovery is to be attempted by the
higher level code.

6.3.4. Queueing-unction

The routineshouldqueues called to decide if a message should be queued or processed
immediately Typically this compares the message priority to the current leacge. The
default definition is:
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bool

shouldqueue(pri, ctime)
long pri;
time_t ctime;

if (CurrentLA < QueuelLA)
return false;
return (pri > (QueueFactor / (CurrentLA — QueueLA + 1)));

}

If the current load \&erage (global ariable CurrentLA which is set before this function is
called) is less than theviothreshold load \&erage (optionx, variable Queuel A, shouldqueue
returnsfalse immediately (that is, it shouldot queue). Ifthe current load\erage exceeds the
high threshold loada&rage (optionX, variable RefuselL shouldqueugeturnstrue immedi-
ately Otherwise, it computes the function based on the message prtbhatyqueue dctor
(optionq, global variableQueueFactoy, and the current and threshold loadrages.

An implementation wishing to tekthe actual age of the message into account can also
use thectime parameterwhich is the time that the message was first submitteserdmail
Note that thepri parameter is already weighted by the number of times the message has been
tried (although this tends to lower the priority of the message with time); the expectation is that
thectimewould be used as an “escape clause” to ensure that messagemarallg processed.

6.3.5. Refusingncoming SMTP Connections

The functionrefuseconnectionseturnstrue if incoming SMTP connections should be
refused. Thecurrent implementation is baserchisively on the current loadvarage and the
refuse loadaerage option (optioiX, global variableRefusel X

bool
refuseconnections()

{
}

A more clever implementation could look at more system resources.

return (RefuseLA > 0 && CurrentLA >= RefuselLA);

6.3.6. LoadAverage Computation

The routinegetla returns the current loadierage (as a rounded igier). Thedistribution
includes seeral possible implementations. If you are porting to & mavironment you may

need to add some weweaks?®

6.4. Configurationin sendmail/daemon.c
The filesendmail/daemonoontains a number of routines that are dependent on the local net-
working ervironment. Theversion supplied assumes yowhkaSD style sockets.

In previous releases, we recommended that you modify the roupdostnamef you
wanted to generalizé[ ... $] lookups. V& mow recommend that you create awnkeyed map
instead.

Zf you do, please send updates to sendmail@Sendmail.ORG.
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In this section we assume tisgindmaihas been compiled with support for LDAP.

6.5.1. LDAP Recursion

LDAP Recursion allows you to add types to the search&tsion an LDAP map speci-
fication. Thesyntax is:

-v ATTRIBUTH: TYPH: OBJECTCLASBOBJECTCLASS.]]]
The newTYPE ae:

NORMAL

DN

FILTER

URL

This attribute type specifies the attute to add to the results string. This is
the default.

Any matches for this attribute are expected teeha \alue of a fully qualified
distinguished namesendmailwill lookup that DN and apply the attribes
requested to the returned DN record.

Any matches for this attribute are expected teeha \alue of an LDAP search
filter. sendmailwill perform a lookup with the same parameters as the origi-
nal search but replaces the search filter with the one specified here.

Any matches for this attribute are expected teeha alue of an LDAP URL.
sendmailwill perform a lookup of that URL and use the results from the
attributes named in that URL. Notewever that the search is done using the
current LDAP connection, gerdless of what is specified as the scheme,
LDAP host, and LDAP port in the LDAP URL.

Any untyped attributes are considem@RMAL attributes as described at@o

The optionalOBJECTCLASS]| separated) list contains the objectClass values for which
that attribute applies. If the list isvgn, the attribute named will only be used if the ABD
record being returned is a member of that object class. Note that if thesaloe attrilute
TYPEs ae used in an AliasFile option setting, it will need to be double quotedvenpsend-
mail from misparsing the colons.

Note that LDAP recursion attributes which do not ultimately point to aAR.Becord are
not considered an error.

6.5.1.1. Example

Since examples usually help clarifere is an example which uses all four of the ne

types:

O LDAPDefaultSpec=-h Idap.example.com -b dc=example,dc=com

Kexample Idap

-Z,

-k (&(objectClass=sendmailMTAAliasObject)(sendmailMTAy=%0))

-v sendmailMTAAliasValue,mail:NORMAL.:inetOrgPerson,
uniqueMember:DN:groupOfUniqueNames,
sendmailMTAAliasSearch:FILTER:sendmailMTAAliasObject,
sendmailMTAAliasURL:URL:sendmailMTAAliasObject

That definition specifies that:

« Any value in asendmailMTAAliasValueattribute will be added to the result stringyaed-
less of object class.

¢ Themail attribute will be added to the result string if the AP record is a member of the
inetOrgPersombject class.
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¢ The uniqueMemberattribute is a recurse atribute, used only irgroupOfUniqueNames
records, and should contain an AP DN pointing to another LDAP record. The desire
here is to return theail attribute from those DNSs.

¢ The sendmailMTAAliasSearchattribute andsendmailMTAAliasURL are both used only if
referenced in asendmailMTAAliasObject They are both recursie, the first for a ne
LDAP search string and the latter for an LDAP URL.

6.6. STARTTLS

In this section we assume tlstndmailhas been compiled with support for/SITTLS. To
properly understand the use of ARTTLS in sendmail it is necessary to understand at least some
basics about X.509 certificates and publ@y layptograply. This information can be found in
books about SSL/TLS or on WWW sites, e.g., “https://www.OpenSSL.org/".

6.6.1. Certificatesfor STARTTLS

When acting as a sew sendmailrequires X.509 certificates to supportARITTLS: one
as certificate for the server (ServerCertFile and correspondiva@epBererKeyrile) at least
one root CA (CK&ertFile), i.e., a certificate that is used to sign other certificates, and a path to a
directory which contains (zero or more) other CAs Gefthath). Thefile specified via C&-
ertFile can contain seral certificates of CAs.The DNs of these certificates are sent to the
client during the TLS handshalas part of the CertificateRequest) as the list of acceptable CAs.
However, do not list too mag root CAs in that file, otherwise the TLS handshatay fail; e.g.,

error;:14094417:SSL routines:SSL3_READ_BYTES:
sslv3 alert illgd parameter:s3_pkt.c:964:SSL alert number 47

You should probably put only the CA cert into that file that signed your own cert(s), or at least
only those you trustThe CACertRath directory must contain the hashes of each CA certificate
as filenames (or as links to them3ymbolic links can be generated with the following tw
(Bourne) shell commands:

C=FileName_of CA_Certificate
In -s $C ‘openssl x509 -noout -hash < $C*.0

A better way to do this is to use therehashcommand that is part of the OpenSSL distfiin
because it handles subject hash collisions by incrementing the number infithefsiie file-

name of the symbolic link, e.gQ to .1, and so on.An X.509 certificate is also required for
authentication in client mode (ClientCertFile and correspondingtpriClientkeyfFile), hav-

eve, sendmailwill always use SARTTLS when offered by a sev The client and server cer
tificates can be identical. Certificates can be obtained from a certificate authority or created with
the help of OpenSSLThe required format for certificates andvpré keys is FEM. To dlow

for automatic startup of sendmail, yatie keys (ServerkeyFile, ClientkeyFile) must be stored
unencrypted. Th&eys are only protected by the permissions of the file systéeaer make a

private key available to a third party.

The optionsClientCertFilg ClientKeyFile, ServerCertFile and ServerlkeyFile can tale a
second file name, which must be separated from the first with a comma (note: do ngt use an
spaces) to set up a second cest/kair. This can be used to V& certs of different types, e.g.,

RSA and DSA.

6.6.2. PRNGfor STARTTLS

STARTTLS requires a strong pseudo random number generator (PRNG) to operate prop-
erly. Depending on the TLS library you use, it may be requiredpboily initialize the PRNG
with random data. OpenSSL makes usédef//urandom(4) if available (this corresponds to
the compile flag HASURANDOMDEV).On systems which lack this support, a random file
must be specified in theendmail.cfile using the option RandFile. It &grongly advised to use
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the "Entroy Gathering Daemon" EGD from Brian Warner on those systems to provide useful
random data. In this cassendmailmust be compiled with the flag EGD, and the RandFile
option must point to the EGD saztk If neither/dev/urandom(4) nor EGD are ‘ailable, you

have © make are that useful random data igaable all the time in RandFile. If the file hasn’
been modified in the last 10 minutes before it is supposed to be useddailthe content is
considered obsolete. One method for generating this file is:

openssl rand -out /etc/mail/randfile -rapdth/to/file:..256

See the OpenSSL documentation for more informatiorthis case, the PRNG for TLS is only
seeded with other random data if thentBlameSendmailoption InsufficientEntropy is set.
This is most likely not sufficient for certain actions, e.g., generation of (tempossgy) k

Please see the OpenSSL documentation or other sources for further information about cer

tificates, their creation and their usage, the importance of a good PRNG, and other aspects of
TLS.

6.7. Encodingof STARTTLS and AUTH related Macros

Macros that contain NRTTLS and AJTH related data which comes from outside sources,
e.g., all macros containing information from certificates, are encodeabithb @oblems with non-
printable or special characters. The latter are 'V, '<’, '>", (", '), ", '+, and ' All of these char
acters are replaced by their value in hexadecimal with a leadingrorexample:

/C=US/ST=California/O=endmail.org/OU=pate/CN=Darth Mail (Cert)/
Email=darth+cert@endmail.org

is encoded as:

/C=US/ST=California/O=endmail.org/OU=psate/
CN=Darth+20Mail+20+28Cert+29/Email=darth+2Bcert@endmail.org

(line breaks hee keen inserted for readability)flhe macros which are subject to this encoding are
{cert_subject}, {cert_issuer}, {cn_subject}, {cn_issuer}, as well as {auth_authen} and
{auth_author}.

6.8. DANE

Support for DANE (see RFC 7672 et.al.) isikable if sendmailis compiled with the option
DANE. If OpenSSL 1.1.1 or at least 3.0.0 are used, then full DANE support for DANE-EE and
DANE-TA (as required by RFC 7672) isalable via the functions provided by those OpenSSL
versions (run

sendmail -bt -d0.3 < /dev/null

and check that HAVE_SSL CTX_dane_enable is in the output), otherwise support for TLSA RR
3-1-x is implemented directly iendmail Note: if OpenSSL functions related to DANE cause a
failure, then the macr@{verify} is set toDANE_TEMP. This also applies if TLS cannot be ini-
tialized at all. The option

O DANE-=true
enables this feature at run time and it automatically adesdnsseanduse_ednsQ@o
O ResolverOptions

This requires a DNSSEC-validating recuesiesoher which supports those optionghe resoler
must be reachable via a trusted connection, hence it is best to run it locally.

If the client finds a usable TLSA RR and the check succeeds the 1®pefy} is set to
TRUSTED. All non-DNS maps are considersdcurejust like DNS lookups with DNSSECBe
awae that TLSA RRs are not looked up for some features,FaltBackSmartHost
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6.9. EAI

Experimental support for SMTPUTF8 (EAI, see RFC 6530-6533)atahle when the com-
pile time optionUSE_EAI, (see alsodevtools/Site/site.config.m4.samte other settings that
might be needed), and the cf opti®TPUTF8are used. This allows the use of UTF-8 for
ervelope addresses as well as the entire messabs lookups are done using the A-label format
(Purycode) as required by the RFCBor al other interactions with external programs and maps,
the actual value are used, i.e., novansions between UTF-8 and ASCII encodings are madiés
applies to the é&ys in map lookups, which might require to specify both versions in a map; the data
exchanged with a miltei.e., each milter must be "8 bit clean"; mail daly agents which must be
able to handle 8 bit addresses. Some values must be ASCII as those are used before SMTPUTF8
support can be requested, e.g., the megjraad$m. Please test and provide feedback.

6.10. MTA-STS

Experimental support for SMTP MTStrict Transport Security (MTA-STS, see RFC 8461) is
awailable when using the compile time option _FFRAMSTS (as well as some others, e.g.,
_FFR_TLS_ALTMNAMES and obiously STARTTLS), FEATURE(sts) (which implicitly sets the cf
option StrictTransportSecurity), and postfix-mta-sts-resolver (see https://gagm/Bnaoot/post-
fix-mta-sts-resolver.qgit).

Note: this implementation uses a socket map to communicate with postfix-mta-stefresolv
and handles only the values returned by that program, which might not fully implement MTA-STS.

If both DANE and MTA-STS are enabled anghitable for the receiving domain,ANE is
used because it offers a much higheellef security.
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APPENDIX A

COMMAND LINE FLAGS

Arguments must be presented with flags before addresses. The flags are:

-AX Select an alternate cf file which is eithesendmail.cfor —Am or submit.cffor —Ac. By
default the .cf file is chosen based on the operation mBde-bm (default),-bs, and-t it
is submit.cfif it exists, for all others it isendmail.cf

—bx Set operation mode to Operation modes are:

m  Deliver mail (default)

s Seak SMTP on input side

at ‘Arpanet mode (get evelope sender information from header)
C Check the configuration file

d Run as adaemon in background

D Run as adaemon in foreground

t  Runin test mode

v Just verify addresses, darollect or delver

i Initialize the alias database

p  Print the mail queue

P Rint overview over the mail queue (requires shared memory)
h  Print the persistent host status database

H Purge expired entries from the persistent host status database

—Btype Indicate body type.

—Cfile Use a different configuration fileSendmailruns as the woking user (rather than root)
when this flag is specified.

-D logdfile Send debugging output to the indicakegfile instead of stdout.

—dlevel Set debugging iel.

—f addr The ewnelope sender address is setatidr. This address may also be used in the From:
header if that header is missing during initial submissitime ewelope sender address is
used as the recipient for dediy status notifications and may also appear in a Return-
Pah: header.

-Fname Sets the full name of this userriame

-G Whenaccepting messages via the command line, indicate thattbdor relay (gte-
way) submission. sendmail may complain about syntacticalglith messages, e.g.,
unqualified host names, rather than fixing them when this flag iseetimail will not do
ary canonicalization in this mode.

-hcnt Sets the “hop count” tont. This represents the number of times this message has been
processed bgendmailto the extent that it is supported by the underlying aets). Cnt
is incremented during processing, and if it reaches MAXHOP (currentise&tjmail
throws avay the message with an error.

tDeprecated.
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-L tag

-n
—N notifications

—r addr
—ox value
—Ooption=value

—Mx value
—pprotocol

—qtime

—qptime

—gGname
—(q['] Xstring

—Q[reason]

Sendmaillnstallation and Operation Guide

Sets the identifier used for syslodlote that this identifier is set as early as possible.
However, sendmailmay be used if problems arise before the command line arguments are
processed.

Dont do diasing or forwarding.

Tag dl addresses being sent aanting the indicatedotifications which consists of the
word “NEVER” or a comma-separated list of “SUCCESS”, “FAILURE”, and "DH"A
for successful dalery, failure, and a message that is stuck in a queueveloene. The
default is “FAILURE,DELAY".

An obsolete form off.
Set optiornx to the specifiedalue These options are described in Section 5.6.

Set option to the specifiedvalue (for long form option names).These options are
described in Section 5.6.

Set macroc to the specifiedalue

Set the sending protocoRrograms are encouraged to set this. The protocol field can be
in the formprotocothostto set both the sending protocol and sending Heatexample,
“—pUUCP:uunet” sets the sending protocol to UUCP and the sending host to uunet.
(Some existing programs use —oM to set the r and s macros; this valeguio using

-p.)

Try to process the queued up mail. If the time igegi sendmailwill start one or more
processes to run through the queue(s) at the specified timaintedelver queued mail;
otherwise, it only runs onceEach of these processes acts onogkgroup. Thes@ro-
cesses are also kmo as workgroup processes or W&RIr short. Each workgroup is
responsible for controlling the processing of one or more quewekgmups help man-

age the use of system resources by sendmail. Each workgroup weaynkaor more
children concurrently processing queues depending on the setfitax@fueueChildren

Similar to —g with a time argumentxeept that instead of periodically starting W&P’
sendmail starts persistent WGRhat alternate between processing queues and sleeping.
The sleep time is specified by the time argument; it defaults to 1 second, except that a
WGP alvays sleeps at least 5 seconds if their queues were empty in theupreun.
Persistent processes are managed by a queue control process TRERCP is the par

ent process of the WGR’ Typically the QCP will be the sendmail daemon (when started
with —bd or —bD) or a special process (named Queue control) (when started without —bd
or —bD). If a persistent WGP ceases to bevadioir some reason another WGP will be
started by the QCP for the same workgroup in most cases. When a persistent WGP has
core dumped, the debug flag_persistent_restaiis set or the specific persistent WGP

has been restarted too ngaimes already then the WGP will not be started again and a
message will be logged to thifexft. To sop (SIGTERM) or restart (SIGHUP) persis-

tent WGPS the appropriate signal should be sent to the.Q6® QCP will propagate the
signal to all of the WGR'and if appropriate restart the persistent WGP's.

Run the jobs in the queue gromameonce.

Run the queue once, limiting the jobs to those matcKsigng The ley letterX can be

| to limit based on queue identifidR to limit based on recipien§ to limit based on
sender or Q to limit based on quarantine reason for quarantined j@bsarticular

gueued job is accepted if one of the corresponding attributes contains the institaged
The optional ! character gaes the condition testedMultiple —gX flags are permitted,
with items with the sameely letter “or'ed” togetherand items with different &y letters

“and’ed” together.

Quarantineormal queue items with thevgn reason or unquarantine quarantined queue
items if no reason is gin. Thisshould only be used with some sort of item matching
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using—q[!] Xstringas described alve.

-R ret What information you want returned if the message bourreegan be “HDRS” for
headers only or “FULL”" for headers plus bodhis is a request only; the other end is
not required to honor the parametdf “HDRS” is specified local bounces also return
only the headers.

-t Readthe header for “To:”, “Cc:”, and “Bcc:” lines, and send t@rgone listed in those
lists. The"Bcec:” line will be deleted before sendinginy addresses in the argumergcy
tor will be deleted from the send list.

-U This option is required when sending mail using UTF-8; it sets the “SMTPUTIERI- ar
ment for “MAIL" command. Only gailable if “EAI” support is enabled, and the “SMT
PUTF8" option is set.

-V envid Theindicatedenvidis passed with the edope of the message and returned if the mes-
sage bounces.

—X logfile Log all traffic in and out osendmailin the indicatedogfile for debugging mailer prob-
lems. Thisproduces a lot of data very quickly and should be used sparingly.

There are a number of options that may be specified as perfitgs. Thesare the e, i, m, and v
options. Also,the f option may be specified as theflag. TheDSN related options “-N”, “-R”, and
“=V" have ro dfects onrsendmaikunning as daemon.



APPENDIX B

QUEUE FILE FORMATS

This appendix describes the format of the queue files. Thesevidds dqueue directory The indi-
vidual gf, hf, Qf, df, and xf files may be stored in sepagétalf/, and xf/ subdirectories if theare present
in the queue directory.

All queue files hae the nametYMDhmsNNppppmvhereYMDhmsNNppppis theid for this mes-
sage and thi is a type. The individual letters in tigkare:

Encoded year
Encoded month
Encoded day
Encoded hour
Encoded minute

Encoded second
NN Encodecernvelope number
ppppp Atleast five decimal digits of the process ID

All files with the same id colleately define one message. Due to the use of memuifeded files,
some of these files mayvee appear on disk.

The types are:

gf Thequeue control file. This file contains the information necessary to process the job.
hf Thesame as a queue control file, but for a quarantined queue job.
df Thedata file. The message body (excluding the header) is kept in thiSdileetimes the df file

is not stored in the same directory as the df file; in this case, the (f file contains a ‘d’ record which
names the queue directory that contains the df file.

tf A temporary file. This is an image of théfile when it is being ralilt. 1t should be renamed to a
gf file very quickly.

xf A transcript file, gisting during the life of a session showingegthing that happens during that
session. Sometimeke xf file must be generated before a queue group has been selected; in this
case, the xf file will be stored in a directory of the default queue group.

Qf A “lost” queue control file.sendmailrenames a&f file to Qf if there is a seere (configuration)
problem that cannot be solved without human irgetion. Searckhe logfile for the queue file id
to figure out what happened. After you resolved the problem, you can rena@fefileeo gf and
send it again.

The queue control file is structured as a series of lines each beginning with a code letter; the file must
end with a line containing only a single dot. The lines are as follows:

V The version number of the queue file format, used tavatlew sendmailbinaries to read queue
files created by olderevsions. Dedults to version zero. Must be the first line of the file if present.
For 8.13 and later the version number is 8.

A The information gien by the AUTH= parameter of theMTP MAIL command or $f@$j if send-
mail has been called directly.

SMM:08-112 Sendmaillnstallation and Operation Guide



Sendmail Installation and Operation Guide SMM:08-113
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A header definition. There may beyamumber of these lines. The order is importanty trepre-
sent the order in the final message. These use the same syntax as header definitions in the configu-
ration file.

The controlling address. The syntax is “localuser:aliasname”. Recipient addresses following this
line will be flagged so that de#ries will be run as thdocaluser (a user name from the
letc/passwd file)aliasnameis the name of the alias that expanded to this address (used for print-
ing messages).

The quarantine reason for quarantined queue items.

The “original recipient’, specified by the ORCPT= field in an ESMTP transaction. Ugelli-€
sively for Delivery Status Notifications. It applies only to the following ‘R’ line.

The “final recipient’ used for Delery Status Notifications. It applies only to the following ‘R’
line.

A recipient address. This will normally be completely aliased, but is actually realiased when the
job is processedThere will be one line for each recipientersion 1 gf files also include a lead-

ing colon-terminated list of flags, some of which are ‘S’ to return a message on successful final
delivery, ‘F’ to return a message oaailfire, ‘D’ to return a message if the message is delayed, ‘N’

to suppress returning the bodpnd ‘P’ to declare this as gtimary” (command line or SMTP-
session) address.

The sender address. There may only be one of these lines.
The job creation time. This is used to compute when to time out the job.

The current message priotityhis is used to order the queue. Higher numbers mean lower priori-
ties. Thepriority changes as the message sits in the qu@be. initial priority depends on the
message class and the size of the message.

A message. Thilne is printed by thenailg command, and is generally used to store status-infor
mation. Itcan contain antext.

Hag bits, represented as one letter per flag. Defined flag bitsratieating that this is a response
message ang indicating that a @rning message has been sent announcing that the mail has been
delayed. Otheflag bits are8: the body contains 8bit datia, a Bcc: header should be rexredl, d:

the mail has RET parameters (see RFC 1894the body of the message should not be returned

in case of an erros, the enelope has been split.

The total number of deléry attempts.
The time (as seconds since January 1, 1970) of the lastrgeitempt.

If the df file is in a different directory than the qf file, then a ‘d’ record is present, specifying the
directory in which the df file resides.

The i-number of the data file; this can be used toveegmur mail queue after a disastrous disk
crash.

A macro definition. The values of certain macros are passed through to the queue run phase.

The body type.The remainder of the line is a text string defining the body type. If this field is
missing, the body type is assumed to be “undefined” and no special processing is atteegated.
values are “7BIT” and “8BITMIME”.

The original emelope id (from the ESMTP transactionfor Deliver Status Notifications only.
Information for Deler-By SMTP extension.

As an example, the follang is a queue file sent to “eric@mammoth.BéekEDU” and
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“postic@okeeffe.CS.BerkeleEDU"®:

V4

T711358135

K904446490

NO

P2100941

$_eric@localhost

${daemon_flags}

Seric

Ceric:100:1000:sendmail@vangogh.CS.Berk&BU

RPFD:eric@mammoth.Berkel&DU

RPFD:bostic@okeeffe.CS.BerkgleDU

H?P?Return-path: <"g>

H??Receied: by vangogh.CS.Berkei&DU (5.108/2.7) id AAA06703;
Fri, 17 Jul 1992 00:28:55 -0700

H??Receied: from mail.CS.BerkeleEDU by vangogh.CS.Berkel€&DU (5.108/2.7)
id AAA06698; Fri, 17 Jul 1992 00:28:54 -0700

H??Receied: from [128.32.31.21] by mail.CS.BerkglEDU (5.96/2.5)
id AA22777; Fri, 17 Jul 1992 03:29:14 -0400

H??Receied: by foo.bar.baz.de (5.57/Ultrix3.0-C)
id AA22757; Fri, 17 Jul 1992 09:31:25 GMT

H?F?From: eric@foo.bar.baz.de (Eric Allman)

H?x?Full-name: Eric Allman

H??Message-id: <9207170931.AA22757 @foo.bar.baz.de>

H?7?To: sendmail@vangogh.CS.BerlydkbU

H??Subject: this is an example message

This shavs the person who sent the message, the submission time (in seconds since January 1, 1970), the
message prioritthe message class, the recipients, and the headers for the message.

This example is contred and probably inaccurate for yourvéronment. Glancever it to get an idea; nothing can replace
looking at what your own system generates.



APPENDIX C

SUMMARY OF SUPPORT FILES

This is a summary of the support files tkahdmailcreates or generateddany of these can be
changed by editing the sendmail.cf file; check there to find the actual pathnames.

/usr/sbin/sendmail
The binary ofsendmail

{usr/bin/nevdiases
A link to /usr/sbin/sendmail; causes the alias database to bié.rdbunningthis pro-
gram is completely equélent to givingsendmaithe-bi flag.

/usr/bin/mailg  Printsa listing of the mail queueThis program is equélent to using the-bp flag to
sendmail

/etc/mail/sendmail.cf
The configuration file, in textual form.

/etc/mail/helpfile The&SMTP help file.

/etc/mail/statistics
A statistics file; need not be present.

/etc/mail/sendmail.pid
Created in daemon mode; it contains the process id of the current SMTP daemon. If you
use this in scripts; use “head -16 get just the first line; the second line contains the
command line used tovoke the daemon, and later versionssehdmailmay add more
information to subsequent lines.

/etc/mail/aliases Thextual version of the alias file.

/etc/mail/aliases.db
The alias file irhash(3) format.

/etc/mail/aliases.{pag,dir}
The alias file imdbm(3) format.

/var/spool/mqueue
The directory in which the mail queue(s) and temporary files reside.

Ivar/spool/mqueue/qgf*
Control (queue) files for messages.

/var/spool/mqueue/df*
Data files.

Ivar/spool/mqueue/tf*
Temporary versions of the df files, used during queue file rebuild.

/var/spool/mqueue/xf*
A transcript of the current session.
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